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5.1.2
Overload control for MAP entities

For all MAP entities, especially the HLR, the following overload control method is applied.

If overload of a MAP entity is detected requests for certain MAP operations (see tables 5.1/1, 5.1/2, 5.1/3 and 5.1/4) may be ignored by the responder. The decision as to which MAP Operations may be ignored is made by the MAP service provider and is based upon the priority of the application context.

Since most of the affected MAP operations are supervised in the originating entity by TC timers (medium) an additional delay effect is achieved for the incoming traffic.

If overload levels are applicable in the Location Registers the MAP operations should be discarded taking into account the priority of their application context (see table 5.1/1 for HLR, table 5.1/2 for MSC/VLR, table 5.1/3 for the SGSN and table 5.1/4 for the SMLC; the lowest priority is discarded first).

The ranking of priorities given in the tables 5.1/1, 5.1/2, 5.1/3 and 5.1/4 is not normative. The tables can only be seen as a proposal that might be changed due to network operator/implementation matters.

If secure transport is used, the encapsulated application context for the requested dialogue determines the priority for discarding the received MAP operation.

Table 5.1/1: Priorities of Application Contexts for HLR as Responder



Responder = HLR 
Initiating Entity
Priority high



Mobility Management


networkLocUp
VLR



(updateLocation),



(restoreData/v2),



(sendParameters/v1)


gprsLocationUpdate
SGSN



(updateGPRSLocation/v3),


infoRetrieval
VLR/SGSN 



(sendAuthenticationInfo/v2/v3),



(sendParameters/v1)


istAlerting

MSC



(istAlert/v3)

msPurging

VLR 



(purgeMS/v2/v3)


msPurging

SGSN 



(purgeMS/v3)



Short Message Service


shortMsgGateway
GMSC



(sendRoutingInfoforSM),



(reportSM-DeliveryStatus)


mwdMngt
VLR/SGSN 



(readyForSM/v2/v3),



(noteSubscriberPresent/v1)



Mobile Terminating Traffic


locInfoRetrieval
GMSC


 
(sendRoutingInfo)


anyTimeEnquiry
gsmSCF



(anyTimeInterrogation)


reporting

VLR



(statusReport)



Location Services


locationSvcGateway
GMLC



(sendRoutingInfoforLCS/v3)



Subscriber Controlled Inputs (Supplementary Services)


networkFunctionalSs
VLR



(registerSS),



(eraseSS),



(activateSS),



(deactivateSS),



(interrogateSS),



(registerPassword),



(processUnstructuredSS-Data/v1),



(beginSubscriberActivity/v1)


callCompletion
VLR



(registerCCEntry),



(eraseCCEntry)


networkUnstructuredSs
VLR



(processUnstructuredSS-Request/v2)


imsiRetrieval
VLR



(sendIMSI/v2)


gprsLocationInfoRetrieval
GGSN/SGSN



(sendRoutingInfoForGprs/v3)


failureReport
GGSN/SGSN



(failureReport/v3)


authenticationResultReport
VLR/SGSN



(authenticationFailureReport/v3)



(authenticationSuccessReport/v3)
Priority low
NOTE:
The application context name is the last component but one of the object identifier.
Operation names are given in brackets for information with "/vn" appended to vn only operations.

...

**** Next modified section ****

8.5.4
MAP_AUTHENTICATION_SUCCESS_REPORT service

8.5.4.1
Definition

This service is used between the VLR and the HLR or between the SGSN or HLR for reporting of authentication failures.

8.5.4.2
Service primitives

The service primitives are shown in table 8.5/4.

Table 8.5/4: MAP_AUTHENTICATION_FAILURE_REPORT parameters

Parameter name
Request
Indication
Response
Confirm

Invoke id
M
M(=)
M(=)
M(=)

IMSI
M
M(=)



User error


C
C(=)

Provider error



O

8.5.4.3
Parameter use

Invoke id

See subclause 7.6.1 for the use of this parameter.

IMSI

See subclause 7.6.2 for the use of this parameter.

User error
This parameter is sent by the responder upon unsuccessful outcome of the service, and then takes one of the following values defined in subclause 7.6.1:

-
Unknown Subscriber;
-
Unexpected Data Value;
-
System Failure.

Provider error

These are defined in subclause 7.6.

**** Next modified section ****

17.2.2.54
Authentication Result Report

This operation package includes the operations required for procedures between VLR and HLR or the SGSN and the HLR for reporting of authentication results.

AuthenticationFailureReportPackage-v3 ::= OPERATION-PACKAGE


-- Supplier is HLR if Consumer is VLR


-- Supplier is HLR if Consumer is SGSN


CONSUMER INVOKES {



authenticationFailureReport,



authenticationSuccessReport }

This package is v3 only.

**** Next modified section ****

17.3.2.49
Authentication Result Report

This application context is used between VLR and HLR or SGSN and HLR for reporting of authentication results.

authenticationResultReportContext-v3 APPLICATION-CONTEXT


-- Responder is HLR if Initiator is VLR


-- Responder is HLR if Initiator is SGSN


INITIATOR CONSUMER OF {



AuthenticationResultReportPackage-v3 }

::= {map-ac authenticationResultReport(39) version3(3)}

This application-context is v3 only.

**** Next modified section ****

17.3.3
ASN.1 Module for application-context-names

The following ASN.1 module summarises the application-context-name assigned to MAP application-contexts.

.$MAP-ApplicationContexts {

   ccitt identified-organization (4) etsi (0) mobileDomain (0)

   gsm-Network (1) modules (3) map-ApplicationContexts (2) version7 (7)}

DEFINITIONS

...

authenticationResultReportContext-v3  OBJECT IDENTIFIER ::=


{map-ac authenticationResultReport(39) version4(4)}

...

**** Next modified section ****

17.5
MAP operation and error codes

.$MAP-Protocol {

   ccitt identified-organization (4) etsi (0) mobileDomain (0)

   gsm-Network (1) modules (3) map-Protocol (4) version7 (7)}

DEFINITIONS

::=

BEGIN

IMPORTS

...


SendAuthenticationInfo,

AuthenticationFailureReport,


AuthenticationSuccessReport,


CheckIMEI,


InsertSubscriberData,

...

-- authentication operation codes

sendAuthenticationInfo  SendAuthenticationInfo ::= localValue 56 

authenticationFailureReport  AuthenticationFailureReport ::= localValue 15

authenticationSuccessReport  AuthenticationSuccessReport ::= localValue ##

...

**** Next modified section ****

17.6.1
Mobile Service Operations

.$MAP-MobileServiceOperations {

   ccitt identified-organization (4) etsi (0) mobileDomain (0)

   gsm-Network (1) modules (3) map-MobileServiceOperations (5)

   version7 (7)}

DEFINITIONS

::=

BEGIN

EXPORTS

...


-- authentication management operations


SendAuthenticationInfo, 

AuthenticationFailureReport,

AuthenticationSuccessReport,

...

IMPORTS

...


AuthenticationFailureReportArg,


AuthenticationFailureReportRes,


AuthenticationSuccessReportArg,


AuthenticationSuccessReportRes,

...

-- authentication management operations

SendAuthenticationInfo ::= OPERATION



--Timer m--

ARGUMENT



sendAuthenticationInfoArg
SendAuthenticationInfoArg



-- optional



-- if segmentation is used, sendAuthenticationInfoArg shall be present in the first



-- segment and shall not be present in subsequent segments.  If received in



-- subsequent segments it shall be discarded.


RESULT



sendAuthenticationInfoRes
SendAuthenticationInfoRes



-- optional


ERRORS {



SystemFailure,



DataMissing,



UnexpectedDataValue,



UnknownSubscriber}

AuthenticationFailureReport ::= OPERATION


--Timer m--

ARGUMENT



authenticationFailureReportArg
AuthenticationFailureReportArg


RESULT



authenticationFailureReportRes
AuthenticationFailureReportRes



-- optional


ERRORS {



SystemFailure,



UnexpectedDataValue,



UnknownSubscriber}

AuthenticationSuccessReport ::= OPERATION


--Timer m--

ARGUMENT



authenticationSuccessReportArg
AuthenticationFailureReportArg


RESULT



authenticationSuccessReportRes
AuthenticationFailureReportRes



-- optional


ERRORS {



SystemFailure,



UnexpectedDataValue,



UnknownSubscriber}

...

**** Next modified section ****

17.7.1
Mobile Service data types

.$MAP-MS-DataTypes {

   ccitt identified-organization (4) etsi (0) mobileDomain (0)

   gsm-Network (1) modules (3) map-MS-DataTypes (11) version7 (7)}

DEFINITIONS

IMPLICIT TAGS

::=

BEGIN

EXPORTS

...


-- authentication management types


SendAuthenticationInfoArg,


SendAuthenticationInfoRes, 


AuthenticationFailureReportArg,

AuthenticationFailureReportRes,


AuthenticationSuccessReportArg,

AuthenticationSuccessReportRes,

...

-- authentication management types

AuthenticationSetList ::= CHOICE {


tripletList
[0] TripletList,


quintupletList
[1] QuintupletList }

TripletList ::= SEQUENCE SIZE (1..5) OF





AuthenticationTriplet

QuintupletList ::= SEQUENCE SIZE (1..5) OF





AuthenticationQuintuplet

AuthenticationTriplet ::= SEQUENCE {


rand


RAND,


sres


SRES,


kc


Kc,


...}

AuthenticationQuintuplet ::= SEQUENCE {


rand


RAND,


xres


XRES,


ck


CK,


ik


IK,


autn


AUTN,


...}

CurrentSecurityContext ::= CHOICE {


gsm-SecurityContextData
[0] GSM-SecurityContextData,


umts-SecurityContextData
[1] UMTS-SecurityContextData }

GSM-SecurityContextData ::= SEQUENCE {


kc


Kc,


cksn


Cksn,


... }

UMTS-SecurityContextData ::= SEQUENCE {


ck


CK,


ik


IK,


ksi


KSI,


... }

RAND ::= OCTET STRING (SIZE (16))

SRES ::= OCTET STRING (SIZE (4))

Kc ::= OCTET STRING (SIZE (8))

XRES ::= OCTET STRING (SIZE (4..16))

CK ::= OCTET STRING (SIZE (16))

IK ::= OCTET STRING (SIZE (16))

AUTN ::= OCTET STRING (SIZE (16))

AUTS ::= OCTET STRING (SIZE (14))

Cksn ::= OCTET STRING (SIZE (1))


-- The internal structure is defined in 3G TS 24.008

KSI ::= OCTET STRING (SIZE (1))


-- The internal structure is defined in 3G TS 24.008

AuthenticationFailureReportArg ::= SEQUENCE {


imsi


IMSI,


failureCause
FailureCause,


extensionContainer
ExtensionContainer
OPTIONAL,


...}

AuthenticationFailureReportRes ::= SEQUENCE {


extensionContainer
ExtensionContainer
OPTIONAL,


...}

FailureCause ::= ENUMERATED {


wrongUserResponse  (0),


wrongNetworkSignature  (1)}

AuthenticationSuccessReportArg ::= SEQUENCE {


imsi


IMSI,


extensionContainer
ExtensionContainer
OPTIONAL,


...}

AuthenticationSuccessReportRes ::= SEQUENCE {


extensionContainer
ExtensionContainer
OPTIONAL,


...}

**** Next modified section ****

25.5.7
Process Authentication_Failure_Report

25.5.7.1
General

The Authentication Failure Report procedure is used to notify an HLR about the occurrence of an authentication failure in the SGSN or VLR.

The procedure is shown in figure 25.5/7.
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Figure 25.5/7: Message Flows for Authentication Failure Report

25.5.7.2
Process in the VLR
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Figure 25.5/8: Process Note_Authentication_Failure_VLR

25.5.7.3
Process in the SGSN
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Figure 25.5/9: Process Note_Authentication_Failure_SGSN

25.5.7.4
Process in the HLR
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Figure 25.5/10: Process Note_Authentication_Failure_HLR

25.5.8
Process Authentication_Success_Report

25.5.8.1
General

The Authentication Success Report procedure is used to notify an HLR about the occurrence of successful authentication in the SGSN or VLR.

The procedure is shown in figure 25.5/11.
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Figure 25.5/11: Message Flows for Authentication Success Report

25.5.7.2
Process in the VLR
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Figure 25.5/12: Process Note_Authentication_Success_VLR

25.5.7.3
Process in the SGSN
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Figure 25.5/13: Process Note_Authentication_Success_SGSN

25.5.7.4
Process in the HLR
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Figure 25.5/14: Process Note_Authentication_Success_HLR
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