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1. Introduction

In the LS sent to SA2 in CN4#5 meeting [7], CN4 claimed the responsibility for the selection of a protocol or set of protocols to be used on the Cx interface. 

Although no formal answer to that LS has been received yet, and in order not to delay the process of the selection of this protocol, this contribution takes the current status of the stage 2 specifications produced by SA2 as a basis to work on the requirements to do such selection.

To quickly progress the protocol work on the Cx interface, this contribution introduces a functional grouping on the operations defined on the Cx interface. Regarding one of the functional groups (dealing with the handling of subscriber data, a companion LS [6] is proposed, as further information is required from SA2).

Then, a set of requirements for every functional group is proposed.

Finally, a set of candidate protocols is evaluated and one specific protocol is chosen for each functional group.

2. References

[1] 3G TS 23.228 v1.5.0 “IP Multimedia Subsystem – Stage 2”

[2] S3-000689 “IMS authentication and integrity/confidentiality protection“ ftp://ftp.3gpp.org/TSG_SA/WG3_Security/TSGS3_16_Sophia_Antipolis/Docs/ZIP/S3-000689.zip
[3] S3-000699 “Authentication and protection mechanisms for IM CN SS“ ftp://ftp.3gpp.org/TSG_SA/WG3_Security/TSGS3_16_Sophia_Antipolis/Docs/ZIP/S3-000699.zip
[4] S3-000710 “IMS authentication in both visited and home networks” ftp://ftp.3gpp.org/TSG_SA/WG3_Security/TSGS3_16_Sophia_Antipolis/Docs/ZIP/S3-000710.zip
[5] P. Calhoun and others, “DIAMETER NASREQ extension”: http://search.ietf.org/internet-drafts/draft-calhoun-diameter-nasreq-05.txt
[6] LS towards SA2 requiring clarification on the subscriber profile: ftp://ftp.3gpp.org/TSG_CN/WG4_protocollars/tsgN4_06_Beijing/Docs/N4-010028.zip
[7] N4-001066. LS on the work item “Cx Interface Specification”: ftp://ftp.3gpp.org/TSG_CN/WG4_protocollars/tsgN4_05_Paris/Docs/N4-001066.zip
3. Functional grouping

To ease the decision on the protocol/protocols chosen, a functional classification of the procedures that affect reference point Cx is proposed. 

This contribution takes into considers a functional grouping of the procedures of the Cx interface, and proposes to chose one protocol for each functional group.

1. Location management procedures. They include:

· The operations regarding registration (Cx-Query, Cx-Select Pull, Cx-Put in the flows defined in [1] and the foreseen Cx-Dereg to support network initiated de-registration).

Further aspects related to network initiated registration may be included here, depending on the outcome of the ongoing discussions in S2.

· Location retrieval operation (Cx-Location Query, in the call flows defined in [1]).

2. Subscriber data handling procedures. They include:

· The downloading of subscriber information during registration (Cx-Pull operation in the flows defined in [1]) and to support recovery mechanisms. Recovery mechanisms have not been specified in SA2 yet.

· Operations to support the updating of subscriber data and recovery mechanisms (still FFS in 3GPP).

Note: There is still a lack of definition about the content of the user profile that is downloaded over Cx. A companion contribution to this is a liaison statement [6] towards SA2 (VHE/OSA group) to ask for clarification about this question.

3. Subscriber authentication procedures. There isn’t any approved mechanism for subscriber authentication in SA3 yet. The provisional mechanism being developed in SA3 (as of S3#16 meeting) is based on CHAP, which resembles the registration flows defined in [1], based on requests to HSS/AAA. References to contributions regarding this procedure are [2], [3] and [4].

4. Requirements

This section contains the requirements that the protocol/protocols have to fulfil for every of the functional groupings already defined.

There is a set of common requirements to obtain the list of candidate protocols:

· Functional requirements:

1. The ability to transport the required information (see ANNEX A)

2. Mode of operation (i.e. "client-server" or "peer-to-peer"). Peer-to-peer schema is the preferred solution for Location Management and Subscriber Data handling procedures in order to let either the CSCF or the HSS initiate the information exchange when required.

· Pending standardisation: The candidate protocols will be selected among those available in IETF. The foreseen availability of a stable specification of the candidate protocols is taken into account. The type of the required modifications (if any, e.g. extensions, base protocol modifications, data model definition, etc.) to the protocols is to be evaluated. It is foreseen that the definition of the data model will be one of the main components of the standardisation effort.

· Other requirements:

· Extensibility. By this it is meant that the protocol offers future-proof mechanisms to extend its functionality 

· Security. The information interchanged between CSCF and HSS is regarded as sensitive (user location, subscriber information, etc.); the requirements for this traffic are integrity and confidentiality. In addition, it is worth mentioning that there are operations over the Cx reference point that may cross network boundaries.

· Performance: Processing requirements shall be taken into account when available

5. Candidate protocols

The following candidate protocols/mechanisms have been considered in this contribution: DIAMETER, DNS, HTTP, LDAP and SIP. Following the requirements stated before, these protocols are evaluated.

5.1
Location management procedures

· DIAMETER provides the minimum requirements needed for an AAA transport protocol. The base protocol is not intended to be used alone, and must be used with an application-specific extension. DIAMETER allows peers to exchange a variety of messages. The base protocol provides delivery of AVPs (attribute value pairs), negotiation of capabilities, error notification and extensibility, through addition of new commands and AVPs. 

· The flexibility of the AVP-based mechanism of DIAMETER guarantees the fulfilment of the functionality associated to all the operations in this group.

· It is the only peer-to-peer one among the candidate protocols

· In order to use DIAMETER for the operations performed over the Cx reference point it would be necessary to develop a DIAMETER extension. This can be achieved by developing a generic Multimedia extension that serves the purposes of the 3GPP procedures through the IETF standardisation process. Then Command Codes should be assigned to each required operation and a set of AVPs must be defined.
DIAMETER is not a standard (RFC) yet. The foreseen date for the RFC state is April 2001.

· Two of the operations included in this group, Cx-Put and Cx-Dereg may cross operator boundaries. DIAMETER satisfies the security requirements of such operations.

· DNS is a client-server protocol that is only suitable for the transport of the information associated with the operations Cx-Location-Query and Cx-Select-Pull. 
If DNS is used, some operational issues would arise. The part of the directory dealing with locations should be kept separate from other DNS servers (like a dedicated DNS for infrastructure management). This implies additional complexity in the network configuration.

· HTTP is a pure client-server protocol, so it is not suitable for all the operations defined in this functional group.

· LDAP is a pure client-server protocol. LDAP is suitable for the operations Cx-Put, Cx-Pull and Cx-Location. LDAP could be used for Cx-Query and Cx-Select-pull although it is not designed to order actions into the server.

· SIP: Although SIP may transport the information required for the kind of operations defined in this group, it has been considered that the purpose for which SIP is designed is very different from the nature of the procedures over the Cx interface.

5.2
Subscriber Data handling procedures.

See note above regarding these procedures. Clarification from SA2 on User Profile definition should be requested. 

5.3 Subscriber Authentication procedures

Since DIAMETER is specifically designed for user authentication, it seems to be the most suitable protocol among the selected candidate protocols. 

With the actual status of the work in SA3, the NASREQ [5] DIAMETER extension could be used. But questions like access independence have not been considered in SA3 yet. It is quite probable that DIAMETER also requires a specific extension for this application.

6. Proposal

This contribution recommends the adoption of the functional grouping suggested in section 3 to minimise the number of protocols selected for the Cx reference point.

It is also recommended to adopt the list of requirements in section 4 as a basis for the protocol selection in the Cx interface.

This contribution proposes that 3GPP base the Location management and Subscriber Authentication procedures of the Cx interface on DIAMETER.

ANNEX A. INFORMATION REQUIRED

The information contained in this annex has been compiled from [1] and provided for informational purposes with this contribution.

A.1) I-CSCF – HSS interface for registration

The requirements for this interface are obtained from TS 23.228, subchapter 5.3.2.4, regarding the start of the registration.

For the Cx-Query information flow, the selected protocol shall be able to carry:

· The name of the P-CSCF that serves the UE.

· An identifier(s) of the subscriber.

· The name of the home domain.

· The contact name in the visited network.

For the Cx-Query Resp information flow the selected protocol shall be able to carry:

· An indication of if the serving network is the home or the visited network.

· It has to be possible to reject the registration attempt.

· If the user is already registered, the name of the S-CSCF that was stored during the initial registration process.

For the Cx-Select-pull information flow the selected protocol shall be able to carry:

· An identifier of the subscriber.

· An indication of the serving network.

For the Cx-Select-pull Resp information flow the selected protocol shall be able to carry:

· The capabilities required from the S-CSCF that the I-CSCF is going to select.

The capabilities required from the S-CSCF can be supposed to be of the form of textual statements containing the available versions of the protocols and APIs.

A.2) S-CSCF - HSS interface for registration

The requirements for this interface are obtained from TS 23.228, subchapter 5.3.2.5 and 5.3.2.6, regarding the registration process.

For the Cx-Put information flow the selected protocol shall be able to carry:

· An identifier of the subscriber.

· The name of the S-CSCF.

For the Cx-Put Resp information flow the selected protocol shall be able to carry:

· An acknowledgement to the Cx-Put information flow.

A.3) S-CSCF - HSS interface for profile downloading

The requirements for this interface are obtained from TS 23.228, subchapter 5.3.2.5 and 5.3.2.6, regarding the registration process.

For the Cx-Pull information flow the selected protocol shall be able to carry:

· An identifier of the subscriber.

For the Cx-Pull Resp information flow the selected protocol shall be able to carry:

· The part of the user profile relevant for the S-CSCF.

A.4) I-CSCF - HSS interface for location queries

The requirements for this interface are obtained from TS 23.228, annex B.2, regarding the location query performed in the call flows.

For the Cx-Location Query information flow the selected protocol shall be able to carry:

· An identifier of the subscriber.

For the Cx-Response information flow the selected protocol shall be able to carry:

· The address or name of the current S-CSCF in which the subscriber is registered.

A.5) Additional transport requirements

The following requirements have been obtained from TS 23.228 v1.2.0, subchapter 5.2.2.1:

The Cx reference point shall support the transfer of CSCF-UE security parameters from HSS to CSCF (unless SA3 defines a different method to support a secure association between UE and CSCF). 

· This allows the CSCF and the subscriber to communicate in a trusted and secure way (there is no à priori trust relationship between a subscriber and a CSCF)

· The security parameters can be for example pre-calculated challenge-response pairs, or keys for an authentication algorithm, etc. 

This information shall be transferred before the CSCF is able to serve the mobile subscriber. It shall also be possible to update subscriber information while the CSCF is serving the subscriber. The means for performing the update of the profile is still FFS.

