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7.7.28
MM Context

The MM Context information element contains the Mobility Management, MS and security parameters that are necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.
Note: In this sub clause, for the sake of clarity, 2G-SGSN stands for a R99 SGSN which serves, or is about to serve a MS over the Gb interface. Similarly, in this sub clause 3G-SGSN stands for a R99 SGSN which serves, or is about  to serve a MS over the Iu interface. Note: An old SGSN may determine the type of interface over which the new SGSN is preparing to serve the MS, by checking the presence of TLLI information element in the SGSN Context Request message. That is, TLLI is sent only by new SGSN, which is preparing to serve the MS over Gb interface (2G-SGSN). 
Security Mode indicates the type of security keys (GSM/UMTS) and Authentication Vectors (quintuplets/triplets) that are passed to the new SGSN. 
Security Mode with value 1, or a Security type 1 shall always be used for a GSM subscriber, and never for an UMTS subscriber. Note: New SGSN determines the type of subscription, by the type of authentication vectors received via SGSN Context Response message. An array of Triplets in MM Context indicate a GSM subscriber, while an array of Quintuplets indicate the UMTS subscriber.
Security types 0, 2 and 3 may be used only for a UMTS subscriber, and may not be used for a GSM subscriber. 
For an UMTS subscriber, the primary choice for the old SGSN shall be MM Context with Security Type 0. If the old 3G-SGSN does not have valid value for the Used Cipher, then it shall send MM Context with Security Type 2. Note: 3G-SGSN marks the Used Cipher as having valid value, if it receives the MM Context with Security Type 0. However, if 3G-SGSN performs AKA, it marks the Used Cipher value as invalid.
Security Type 3 may be used by 2G-SGSN. If 3G-SGSNreceives MM Context with Security type 3, AKA shald be performed in order to avoid the second time key conversion. Note: Sending the SGSN Context Response message with the Security Type 3 MM Context should be avoided. That will decrease the overall number of both local and remote (HLR query) AKA. Besides, there would not be any need in checking the presence of TLLI information element in the SGSN Context Request message.
Ciphering Key Sequence Number (CKSN) is described in 3G TS 24.008. Possible values are integers in the range [0; 6]. The value 7 is reserved. CKSN identifies Kc. During the Intersystem Change to 3G-SGSN, the KSI shall be assigned the value of CKSN.
Key Set Identifier (KSI) identifies CK and IK. During the Intersystem Change to 2G-SGSN, the CKSN shall be assigned the value of KSI.
Used Cipher indicates the GSM ciphering algorithm that is in use.

Kc is the GSM ciphering key currently used by the old SGSN. Kc shall be present if GSM key is indicated in the Security Mode.

CK is the UMTS ciphering key currently used by the old SGSN. CK shall be present if UMTS keys are indicated in the Security Mode.

IK is the UMTS integrity key currently used by the old SGSN. IK shall be present if UMTS keys are indicated in the Security Mode.

The Triplet array contains triplets encoded as the value in the Authentication Triplet information element The Triplet array shall be present if indicated in the Security Mode.

The Quintuplet array contains Quintuplets encoded as the value in the Authentication Quintuplet information element. The Quintuplet shall be present if indicated in the Security Mode.

DRX parameter indicates whether the MS uses DRX mode or not.

MS Network Capability provides the network with information concerning aspects of the MS related to GPRS. MS Network Capability and MS Network Capability Length are coded as in the value part described in 3G TS 24.008.

DRX parameter is  coded as described in 3G TS 24.008, the value part only.

The two octets Container Length holds the length of the Container, excluding the Container Length octets.

Container contains one or several optional information elements as described in the sub-clause ‘Overview’, from the clause ‘General message format and information elements coding’ in 3G TS 24.008.
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Figure 40: MM Context Information Element with GSM Key and Triplets
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Figure 41: MM Context Information Element with UMTS Keys and Quintuplets
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Figure 42: MM Context Information Element with GSM Keys and UMTS Quintuplets
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Figure 42A: MM Context Information Element with Used Cipher value,UMTS Keys and Quintuplets

Table 46: Used Cipher Values

Cipher Algorithm
Value (Decimal)

No ciphering
0

GEA/1
1

GEA/2
2

GEA/3
3

GEA/4
4

GEA/5
5

GEA/6
6

GEA/7
7

Table 47: Security Mode Values

Security Type
Value (Decimal)

GSM key and triplets
1

GSM key and quintuplets
3

UMTS key and quintuplets
2

Used cipher value, UMTS Keys

and Quintuplets 
0
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1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.
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The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:
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The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"
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The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).
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