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7.7.28
MM Context

The MM Context information element contains the Mobility Management, MS and security parameters that are necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.

Security Mode indicates the type of security keys (GSM/UMTS) and Authentication Vectors (quintuplets/triplets) that are passed to the new SGSN.
Security Mode with value 0, or a Security type 0 shall be used only for a UMTS subscriber during the GSM to UMTS Inter SGSN Intersystem change. The old SGSN, which is still serving MS over Gb interface (2G), sends the SGSN Context Response message to the new SGSN, which is preparing to serve the MS over Iu interface (3G). 
Error case: if the new SGSN preparing to serve the MS over Gb interface (2G) receives erroneously MM Context of the Security type 0, it shall convert CK, IK keys to Kc and avoid authentication.
Note: if a UMTS subscriber has been authenticated with the old SGSN over the Gb interface (2G), the old SGSN converts CK, IK keys from a fresh Quintuplet to Kc. However, SGSN has to store the original CK, IK in order to send them later to the new SGSN.
Security type 1 shall be used always for a GSM subscriber.
Note: if a GSM subscriber has been authenticated with the old SGSN over the Iu interface (3G), the old SGSN converts Kc from a fresh Triplet to CK, IK keys. However, SGSN has to store the original Kc in order to send it later to the new SGSN.
Security type 2 shall be used for UMTS subscriber always, when the old SGSN, which is still serving MS over Iu interface (3G), sends the SGSN Context Response message to any kind of R99 SGSNs (2G or 3G). However, when the new SGSN, which is preparing to serve the MS over Gb interface (2G), receives MM Context with Security Type 2, it shall discard CK, IK keys and perform authentication in order to to agree with MS on a ciphering algorithm.
Security type 3 shall be used for UMTS subscriber only in the following case. Old SGSN, which is still serving MS over Gb interface (2G) sends the SGSN Context Response message with the Security type 3 MM Context to the new SGSN, which is preparing to serve the MS over Gb interface (2G). 
Error case: if the new SGSN preparing to serve the MS over Iu interface (3G), receives erroneously MM Context with the Security type 3, in order to avoid double conversion of keys, it shall discard Kc and perform authentication.
Note: An old SGSN determines the type of interface over which the new SGSN is preparing to serve the MS, by checking the presence of TLLI information element in the SGSN Context Request message. That is, TLLI is sent only by new SGSN, which is preparing to serve the MS over Gb interface (2G). A new SGSN determines the type of subscription, by the type of authentication vectors received via SGSN Context Response message. Array of Triplets in  MM Context indicate a GSM subscriber, and array of Quintuplets indicate the UMTS subscriber.
Ciphering Key Sequence Number (CKSN) is described in 3G TS 24.008. Possible values are integers in the range [0; 6]. The value 7 is reserved. The Ciphering Key Sequence Number is applicable to GSM as well as UMTS security key(s). 

Used Cipher indicates the GSM ciphering algorithm that is in use.

Kc is the GSM ciphering key currently used by the old SGSN. Kc shall be present if GSM key is indicated in the Security Mode.

CK is the UMTS ciphering key currently used by the old SGSN. CK shall be present if UMTS keys are indicated in the Security Mode.

IK is the UMTS integrity key currently used by the old SGSN. IK shall be present if UMTS keys are indicated in the Security Mode.

The Triplet array contains triplets encoded as the value in the Authentication Triplet information element The Triplet array shall be present if indicated in the Security Mode.

The Quintuplet array contains Quintuplets encoded as the value in the Authentication Quintuplet information element. The Quintuplet shall be present if indicated in the Security Mode.

DRX parameter indicates whether the MS uses DRX mode or not.

MS Network Capability provides the network with information concerning aspects of the MS related to GPRS. MS Network Capability and MS Network Capability Length are coded as in the value part described in 3G TS 24.008.

DRX parameter is  coded as described in 3G TS 24.008, the value part only.

The two octets Container Length holds the length of the Container, excluding the Container Length octets.

Container contains one or several optional information elements as described in the sub-clause ‘Overview’, from the clause ‘General message format and information elements coding’ in 3G TS 24.008.
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Figure 40: MM Context Information Element with GSM Key and Triplets
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Figure 41: MM Context Information Element with UMTS Keys and Quintuplets
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Figure 42: MM Context Information Element with GSM Keys and UMTS Quintuplets
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Figure 42A: MM Context Information Element with Used Cipher value,UMTS Keys and Quintuplets

Table 46: Used Cipher Values

Cipher Algorithm
Value (Decimal)

No ciphering
0

GEA/1
1

GEA/2
2

GEA/3
3

GEA/4
4

GEA/5
5

GEA/6
6

GEA/7
7

Table 47: Security Mode Values

Security Type
Value (Decimal)

GSM key and triplets
1

GSM key and quintuplets
3

UMTS key and quintuplets
2

Used cipher value, UMTS Keys

and Quintuplets 
0
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