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1 Introduction.

In CN4 #2 @Rotenburg, N4-000258 from lucent was approved by N4 as a method to solve some kinds of race conditions due to cross in time of create PDP context and Delete PDP context messages, and due to the fact that there is no way in the GTP protocol to indicate explicitly the termination of a session or that mandates serial execution of individual procedures.

However, NEC asked in CN#8 it be postponed. 

In CN4 #3  @Helsinki Fujitsu presented CR N4-000458 solving similar problems, due to the fact that the TEID-C is defined on an IMSI basis and glare condition of network initiated and MS initiated messages. Similar race conditions are also possible due to the fact that the TEID-C is not on a per PDP context or PDP address/APN (that is PDP session) basis. This has been postponed too.

A solution to race conditions alternative to the one in N4-000258 has been proposed, based on serialization of procedures execution. A revised version of N4-000458 has been proposed too.

Ericsson, has also proposed to detect the existence of a race condition via the introduction of an ad hoc error case, which could then trigger local repair.

It appears urgent N4 reaches an agreement during this meeting to provide an acceptable solution to this problem, which may seriously impact the reliability of the system. 

2 Discussion.

a) Do we really need to solve the problem?

The existence of race conditions in the R'99 is a problem by somebody regarded a  non issue. Reality is that recovery from a dropped session may take several minutes and some mission critical applications may not tolerate it. 

b) Is the set of proposal on the plate sufficient to solve race conditions?

We have currently on the table a portfolio of solutions that can be considered satisfactory to converge to consensus. 

c) Can we avoid a standard solution?

This approach would end up with this result: manufactures may solve the problem via ad hoc solutions. However, not everybody may decide to do that. We would like to avoid producing an inherently race condition prone system.

d) What are the race conditions we need to solve

Race conditions happen because of packet loss, reordering or glare between network initiated and MS initiates procedures. There is no remedy to glare conditions. Note that packet reordering can be a quite frequent event in IP networks, as many studies have shown, and cannot be avoided without route pinning techniques. Packet loss can be mitigated by traffic engineering and differentiation, but on some NAPs (such as the Central Exchange Points in GPRS Roaming Exchange networks) may reach values of 3-8% if not properly engineered/designed. So we can assume this is an event that in some cases can be evaluated to be likely to occur with ( 5 +/-3)% probability. 

Case 1

The following picture addresses the packet loss case, but very similarly applies to packet reordering. 
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Figure 1
Case 2

If two APNs share the same GGSN, the current definition of the TEID-C usage would lead to this possible class of race conditions, due to the fact that the TEID is shared across APNs: figure 2 is an example.
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Figure 2
This case can be solved only if the TEID-C is assigned on a per APN/PDP address basis.

Similarly. GGSN initiates delete and a SGSN initiated create can conflict, even if they are related to different APNs.

Note that in initial deployments the number of GGSNs won't be that great, so the likelihood that the same GGSN is used for different APNs is not small.

3 analysis

CR N4-000258 does solve the race condition case 1.

The impact it has on standards is negligible, since it only entails using a feature already in the standard (that is the inclusion of the teardown Indicator when all the PDP contexts associated to a PDP address/APN are to be torn down). 

The impact on implementation is minimal: a conditional statement at the GGSN and at the MS.

Not solving this class of race conditions may have great impact on mission critical and emergency applications, due to possible need to reconfigure applications via restart (the communication session can.

CR N4-000458 and its revision both solve all the race conditions in case 2

Note that class 2 or race conditions, although not desirable, can have less impact on mission critical application (it does extend the session set up time, though, which may not be desirable in emergency).

This has a greater impact on standards and implementations than the previous CR, but still it is desirable to have. In fact, GSNs may have multiple entry points for GTP-C, and the determination of whether to reuse a TEID-C, or not, is complex. Fujitsu proposal to allocate a TEID-C per APN/PDP address makes this decision not needed.

Finally, Ericsson proposal does not prevent race condition 1 from happening: the session would be torn down and possibly restarted with a different PDP address (in fact, the session needs to be re-authenticated in non transparent access case, after the PDP context/address has been released).

Ericsson proposal, however could be used as a remedy for the second class of race conditions.

The serialization of procedures on the handset would solve all of the race conditions in class 1, but not glare with GGSN initiated procedures, for which Ericsson or Fujitsu proposals are necessary.

4 Proposal

Lucent desires to reach consensus with minimal impact on standards. We do want a standard solution to be agreed, to avoid misinterpretations and delivering to developers of 3GPP application an interface that would come with the race conditions warning. A non standard solution is to us acceptable only if such a warning is included in the standard itself, since not all future manufacturers or "garage based" companies to start up in the next years may be aware of the present discussion. However, this second option is not normally adopted by standards bodies. In addition, we believe there's value in all of the proposals on the table and all of them should be seriously considered for approval or confirmation.
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