
3GPP TSG CN WG4
Document
N4-000636

28 August - 1  September 2000

Seattle (WA), USA



e.g. for 3GPP use the format  TP-99xxx 

or for SMG, use the format  P-99-xxx







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




29.002
CR
170
Current Version:
4.0.0








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 

for approval
X

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME

UTRAN / Radio

Core Network
X

(at least one should be marked with an X)



Source:
Nokia
Date: 
7.8.2000



Subject:
Inclusion of sending identity address to the Authentication Failure Report



Work item:
Security



Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release
X

Release 96


(only one category 
B
Addition of feature


Release 97


shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99






Release 00
X




The sending entity indentification is very usefull for HLR because then the HLR can compare that the sending entity of AuthenticationFailure was actually the same VLR/SGSN that the subscriber is currently registered. With this addition the HLR may safely cancel the location of the subscriber after receiving AuthenticationFailure if it decides to do so
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8.5.3
MAP_AUTHENTICATION_FAILURE_REPORT service

8.5.3.1
Definition

This service is used between the VLR and the HLR or between the SGSN or HLR for reporting of authentication failures.

8.5.3.2
Service primitives

The service primitives are shown in table 8.5/3.

Table 8.5/3: MAP_AUTHENTICATION_FAILURE_REPORT parameters

Parameter name
Request
Indication
Response
Confirm

Invoke id
M
M(=)
M(=)
M(=)

IMSI
M
M(=)



Failure cause
M
M(=)



VLR Number
C
C(=)



SGSN Number
C
C(=)



User error


C
C(=)

Provider error



O

8.5.3.3
Parameter use

Invoke id

See subclause 7.6.1 for the use of this parameter.

IMSI

See subclause 7.6.2 for the use of this parameter.

Failure Cause

See subclause 7.6.7 for use of this parameter.
VLR Number

Shall be present if  the sender is VLR. HLR can use this information to check if the Authentication Failure Report was sent from the same VLR that the subscriber is currently registered.
SGSN Number

Shall be present if  the sender is SGSN. HLR can use this information to check if the Authentication Failure Report was sent from the same SGSN that the subscriber is currently registered.

User error
This parameter is sent by the responder upon unsuccessful outcome of the service, and then takes one of the following values defined in subclause 7.6.1:

-
Unknown Subscriber;

-
System Failure;

-
Unexpected Data Value;

-
Data Missing.

Provider error

These are defined in subclause 7.6.

****    NEXT MODIFIED SECTION    ****

17.7
MAP constants and data types

17.7.1
Mobile Service data types

AuthenticationFailureReportArg ::= SEQUENCE {


imsi


IMSI,


failureCause
FailureCause,

vlr-Number
[0] 
ISDN-AddressString
OPTIONAL,


sgsn-Number
[1]
ISDN-AddressString
OPTIONAL,

extensionContainer
ExtensionContainer
OPTIONAL,


...}

