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Scenarios

When MAP Signalling Security is utilised in a PLMN, every MAP entity must have the most update data for encrypting and for decrypting the MAP signalling towards all roaming partners agreed upon.

How this data is stored in a MAP entity, is an implementation matter. But if it is not stored in a non-volatile memory, all that data has to be restored after the restart of the MAP entity. Similar procedure is needed as well, when a new MAP entity is brought into the PLMN.

Proposal

Once KAC address is defined and MAP Signalling Security feature is active in a restarting MAP entity, it sends a NodeRestart message to KAC. Message contains the address of the restating MAP entity.

KAC updates its table about MAP entities within the PLMN.

Additionally if KAC has encryption data stored for any roaming partner, it will start a sequence of NoteNewSecurityAssociation operations for each PLMN towards the restating MAP entity.

[image: image1.png]HorkRestast (VP Extityacboss)

MoteMewSecuitybssociation (Daf for PLVHL)

MoteeSecuitybssociatiack

HoteMewSecuitybsociation (Dat for PLVZ)

HoteMevSecitybssociatiAck

e

NodeRestartack
qlltRestatack




Textual changes

Additions to N4-000210 contribution from Siemens:

· new service description for NodeRestart into chapter 13B

· modify package specification to contain NodeRestart operation into chapter 17.2.2.57

· new operation IMPORT for NodeRestart from MAP-SecureTransportOperations into chapter 17.5

· new operation code for NodeRestart into chapter 17.5

· new operation definition for NodeRestart into chapter 17.6.9

· new data types for NodeRestart into chapter 17.7.14

· new Node Restart Procedure as chapter 24C


























































