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6
GTP header

The GTP header shall be a variable length header used for both the GTP-C and the GTP-U protocols. The minimum length of the GTP header is 8 bytes. There are three flags that are used to signal the presence of additional optional fields: the PN flag, the S flag and the E flag. The PN flag is used to signal the presence of N-PDU Numbers. The S flag is used to signal the presence of the GTP Sequence Number field. The E flag is used to signal the presence of the Extension Header field, used to enable future extensions of the GTP header defined in this document, without the need to use another version number. If any of these three flags are set, the length of the header is at least 12 octets and the fields corresponding to the flags that are set shall be evaluated by the receiver. The sender shall set all the bits of the unused fields to zero. The receiver shall not evaluate the unused fields.

The GTP-C and the GTP-U use some of the fields in the GTP header differently. The different use of such fields is described in the sections related to GTP-C and to GTP-U.

Always present fields:
-
Version field: this field is used to determine the version of the GTP protocol. For the treatment of other versions, see section 11.1.1, "Different GTP versions". The version number shall be set to ‘1’.


-
Extension Header flag (E): this flag indicates the presence of the Next Extension Header field when it is set to ‘1’. When it is set to’ 0’, the Next Extension Header field either is not present or, if present, must not be interpreted.

-
Sequence number flag (S): this flag indicates the presence of the Sequence Number field when it is set to ‘1’. When it is set to ‘0’, the Sequence Number field either is not present or, if present, must not be interpreted. The S flag shall be set to ‘1’ in GTP-C messages.

-
N-PDU Number flag (PN): this flag indicates the presence of the N-PDU Number field when it is set to ‘1’. When it is set to ‘0’, the N-PDU Number field either is not present, or, if present, must not be interpreted. This flag is significant only for GTP-U. As such, this flag is unused by GTP-C and it shall be ignored by a GTP-C receiving entity. 
-
Message Type: this field indicates the type of GTP message. The valid values of the message type are defined in section 7.1 for both GTP-C and GTP-U.

-
Length: this field indicates the length in octets of the payload, i.e. the rest of the packet following the mandatory part of the GTP header (that is the first 8 octets). The Sequence Number, the N-PDU Number or any Extension headers shall be considered to be part of the payload, i.e. included in the length count. 

-
Tunnel Endpoint Identifier (TEID): this field unambiguously identifies a tunnel endpoint in the receiving GTP-U or GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C (or RANAP, over the Iu) messages.

Optional fields:
-
Sequence Number: this field is an optional field in GTP-U. It is used as a transaction identity for signalling messages in GTP-C and as an increasing sequence number for T-PDUs, transmitted via GTP-U tunnels, when transmission order must be preserved.

-
N-PDU Number: this field is used at the Inter SGSN Routeing Area Update procedure and some SRNS relocation or inter-system handover procedures (e.g. between 2G and 3G radio access networks). This field is used to co-ordinate the data transmission for acknowledged mode of communication between the MS and the SGSN or the SRNC. The exact meaning of this field depends upon the scenario. (For example, for GSM/GPRS to GSM/GPRS, the SNDCP N-PDU number is present in this field, while for UMTS to GSM/GPRS, the PDCP sequence number is present.)

-
Next Extension Header Type: this field defines the type of Extension Header that follows this field in the G-PDU.



Bits

Octets

8
7
6
5
4
3
2
1

1

Version
(*)
(*)
E
S
PN

2

Message Type

3

Length (1st Octet)

4

Length (2nd Octet)

5

Tunnel Endpoint Identifier (1st Octet)

6

Tunnel Endpoint Identifier (2nd Octet)

7

Tunnel Endpoint Identifier (3rd Octet)

8

Tunnel Endpoint Identifier (4th Octet)

9

Sequence Number (1st Octet)1) 4) 

10

Sequence Number (2nd Octet)1) 4)

11

N-PDU Number2) 4)

12

Next Extension Header Type3) 4)

(*) This bit is a spare bit. It shall be sent as ‘0’. The receiver shall not evaluate this bit.

1) This field shall only be evaluated when indicated by the S flag.

2) This field shall only be evaluated when indicated by the PN flag

3) This field shall only be evaluated when indicated by the E flag

4) This field shall be present when any one or more of the S, PN and E flags are set.

Figure 2: Outline of the GTP header

********************************** NEXT CHANGE ********************************************

8
Signalling Plane (GTP-C)

The signalling plane in this case relates to GPRS Mobility Management functions like for example GPRS Attach, GPRS Routeing Area Update and Activation of PDP Contexts. The GPRS Tunnelling Protocol-Control plane (GTP-C) shall perform the signalling between GSN nodes.
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Figure 58: Signalling Plane - Protocol stack

8.1
Signalling protocol

The GTP-C signalling flow shall be logically associated with, but separate from, the GTP-U tunnels. For each GSN-GSN pair one or more paths exist. One or more tunnels may use each path. GTP-C shall be the means by which tunnels are established, used, managed and released. A path may be maintained by keep-alive echo messages. This ensures that a connectivity failure between GSNs can be detected in a timely manner.

8.2
Usage of the GTP-C Header

For signalling messages the GTP header shall be used as follows:

· Version shall be set to decimal 1 (‘001’).

·  
· (S) shall be set to ‘1’.

-
PN shall be set to ‘0’. A GTP-C receiver shall ignore this flag.
-
Message Type shall be set to the unique value that is used for each type of signalling message. Valid message types are marked with a x in the GTP-C column in Table 1.

-
Length shall be the length, in octets, of the signalling message excluding the GTP header.

· The Tunnel Endpoint Identifier is set by the sending entity to the value requested by the corresponding entity (SGSN or GGSN) and points out the MS and its associated context data, except for the following cases:

· The first Create PDP Context Request message for a given MS sent to a specific GGSN shall have the Tunnel Endpoint Identifier set to all zeros, since this will be the message that establishes the tunnel in the signalling plane for this specific MS. One exception is the Network Initiated PDP context activation procedure, where the TEID in the Create PDP Context Request shall be set to the TEID requested in the PDU Notification Request.

· The Identification Request/Response messages where the Tunnel Endpoint Identifier shall be set to all zeros.

· The SGSN Context Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

· The Echo Request/Response and Version Not Supported messages where the Tunnel Endpoint Identifier shall be set to all zeros. 

· The Forward Relocation Request message where the Tunnel Endpoint Identifier shall be set to all zeros.

· The PDU Notification Request message where the Tunnel Endpoint Identifier shall be set to all zeros, except for the case where a signalling tunnel is already established for that specific MS.

· All Location Management messages where the Tunnel Endpoint Identifier shall be set to all zeros.

-
Sequence Number shall be a message number valid for a path or a tunnel. Within a given set of contiguous Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The Sequence Number in a signalling response message shall be copied from the signalling request message that the GSN is replying to.

-
N-PDU Number shall not be present.

The GTP-C header may be followed by subsequent information elements dependent on the type of signalling message. Only one information element of each type is allowed in a single signalling message, except for the Authentication Triplet, the PDP Context and the Tunnel Endpoint Identifier Data II information element where several occurrences of each type are allowed.
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Figure 59: GTP header followed by subsequent Information Elements

********************************** NEXT CHANGE ********************************************

9.3.1
Usage of the GTP-U Header

The GTP-U header shall be used as follows:

-
Version shall be set to decimal 1 (‘001’).


-
If the S field is set to '1' the sequence number field is present otherwise it is set to '0'.

-
PN flag: the GTP-U header includes the N-PDU Number field if the PN flag is set to 1.

-
Message Type shall be set according to Table 1. The value 255 is used when T-PDUs are transmitted.  The value 1 and 2 are used for "Echo" messages. The value 3 for "Version Non Supported" messages.

-
Length: Size of the T-PDU excluding the GTP-U header size.

-
Sequence Number: This field is present only if the S field is set to 1. The handling of this field is specified in section 9.1.1. It shall be used in order to decide whether or not to discard a received T-PDU, as specified in sub-clause 9.3.1.1 Usage of the Sequence Number.

-
 N-PDU Number: This field shall be included if and only if the PN flag is set to 1. In this case, the old SGSN (or RNC) uses it, at the Inter SGSN Routeing Area Update procedure (or SRNS relocation), to inform the new SGSN (or RNC) of the N-PDU number assigned to T-PDU. If an N-PDU number was not assigned to the T-PDU by PDCP, or if the T-PDU is to be transferred using unacknowledged peer-to-peer LLC operation, then PN shall be set to 0.

-
TEID: Contains the Tunnel Endpoint Identifier for the tunnel to which this T-PDU belongs. The TEID shall be used by the receiving entity to find the PDP context. 

********************************** NEXT CHANGE ********************************************

10
Path Protocols

10.1
UDP/IP

UDP/IP is the only path protocol defined to transfer GTP signalling messages in the version 1 of GTP. UDP/IP is also the recommended choice as a connection-less path to tunnel connection-less T-PDUs. A User Datagram Protocol (UDP) compliant with STD 0006 shall be used.

10.1.1
UDP Header

10.1.1.1
Signalling request messages

The UDP Destination Portnumber is 2123. It is the registered port number for GTP-C.

The UDP Source Port is a locally allocated port number at the sending GSN.

10.1.1.2
Signalling response messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding signalling request message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding signalling request message.

10.1.1.3
Encapsulated T-PDUs

The UDP Destination Port number shall be 2152. It is the registered port number for GTP-U. The UDP Source Port is a locally allocated port number at the sending GSN.

********************************** NEXT CHANGE ********************************************

11.1.1
Different GTP versions

If a receiving node receives a GTP signalling message of an unsupported version, that node shall return a GTP Version Not Supported message indicating in the Version field of the GTP header the latest GTP version that that node supports. The received G-PDU shall then be discarded.
A GTP version '0' only GSN is may not be listening on port 2123 and as such it won't be able to send back a Version Not Supported message to a peer trying to establish a dialogue with it using GTP-C. As such, a GSN supporting both version '1' and version '0' shall fall back to version '0' if the attempt to contact a peer using version '1' fails. 
It is an implementation option keeping a shortlist of recently contacted version '0' only GSNs, as well of the version supported by those nodes sending back a Version Not Supported message.
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