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Scenarios

Between two PLMNs, which normally use SecurityTransport operation for sensitive MAP operations, there may be occasions, when MAP Signalling Security functionality is temporarily out of service. Three different alternative scenarios are identified:

· functionality is out of service in the responding entity;

· functionality is out of service in the initiating entity or

· functionality is out of service in both entities.

1 Functionality out of service in the responding entity

Responding entity will echo the security transport application context in Abort message back to the initiating entity.

1.1 Proposal

It should be an operator's option in the initiating node to deny or allow invoking the original MAP operations without SecurityTransport. 

It is the risk of the operator in the responding entity, that his subscribers may not get any service in the initiating node, in case non-secured MAP operation is denied, and as well if sensitive subscriber data is transferred unsecured on the signalling link, in case non-secured MAP operation is allowed.

Operators in both entities will be aware about the service denial, because transmission and reception of an Abort message normally generates an alarm.

2 Functionality out of service in the initiating entity

Responding entity receives a MAP operation from an entity, which should normally encapsulate the MAP operation concerned into a SecurityTransport operation.

2.1 Proposal

It should be an operator's option in the responding node to deny or allow reception of MAP operations without SecurityTransport.

It is the risk of the operator in the initiating entity, that he may loose roaming customers, if operator in the responding entity does not allow MAP operations without SecurityTransport. 

It is the risk of the operator in the responding entity, if sensitive subscriber data is transferred unsecured on the signalling link, in case non-secured MAP operation is allowed.

In case the service is denied, the responding node has to abort the operation. Operators in both entities will be aware about the service denial, because transmission and reception of an Abort message normally generates an alarm.

3 Functionality out of service in both entities

This scenario is a normal MAP dialogue between entities without MAP Signalling Security and normal MAP operations without SecurityTransport are used.

Proposed text

If the ideas above are acceptable, text modifications could be inserted into 29.002 chapter 7.3.1 MAP-OPEN service.

7.3.1 MAP-OPEN service

...

Application context name:

This parameter identifies the type of application context being established. If the dialogue is accepted the application context name received in the indication shall be echoed in the response. If the dialogue is refused, then:

-
If the application context name in the indication did not indicate secure transport, then this parameter in the response shall indicate the highest supported version of the AC. If no version of the AC is supported, the application context name received in the indication shall be echoed in the response. If there is an agreement between PLMNs to carry this AC as an Encapsulated AC within a secure transport, it is thus an operator's option in the responding node to abort the AC in unsecured mode.

-
If the application context name in the indication indicated secure transport, then:

-
If the responding entity does not support secure transport, then the secure transport application context name shall be echoed in the response. In this situation it is an operator's option in the initiating node to allow launching the encapsulated AC operation in unsecured mode.

-
If the responding entity supports secure transport, but does not support the application context indicated in the Encapsulated AC name parameter, then this parameter in the response shall indicate the highest supported version of the AC indicated in the Encapsulated AC name parameter (if no version of the AC indicated in the Encapsulated AC name parameter is supported, the application context name received in the Encapsulated AC name parameter shall be echoed in the response).

