3GPP TSG-CN WG3 Meeting #34
Tdoc N3-040778
Seoul, Korea. 15th - 19th November 2004.
Source:
Lucent Technologies

Title:
Redirection and ISUP transparency

Agenda item:
10.2

Document for:
DISCUSSION

This contribution is submitted to both 3GPP WG CN1 and 3GPP WG CN3 for discussion as to the appropriate way forward.

Abstract

This contributions examines some use cases that have recently been endorsed as being part of current IMS by SA1, and examines the best manner of supporting those use cases.

Introduction

IMS has many scenarios that involve interfaces to networks and endpoints that may participate in PSTN supplementary service signalling. The IMS SIP profile supports some but not all of the signalling within ISUP normally used to support PSTN supplementary services. This is not generally an issue when interoperating with an IMS UE, which can only support services enabled by the IMS SIP profile. There are many possible IMS scenarios, however, in which IMS, due to redirection within the IMS network itself, effectively bridges PSTN-aware endpoints. In these cases, it is currently impossible to signal information associated with many PSTN supplementary services. This is not acceptable or necessary, as the IETF and ITU-T already define procedures for carrying PSTN supplementary services information within SIP. It should be possible to adapt these procedures to the IMS SIP profile.

Use cases - PSTN Bridging Scenarios for IMS
SA1 has recently approved IMS application scenario 14 in Annex A of TS 22.228, which describes a redirection scenario that may result in bridging two PSTN endpoints. Without extensions to the IMS SIP profile, many PSTN supplementary services cannot be supported in this scenario.

SA2 has recently approved clarifications to the redirection scenarios in subclause 5.11.5 of TS 23.228, which now clearly describe two major PSTN bridging scenarios that can result from redirection. The following figures 1 and 2 capture simplified versions of the configurations resulting from these redirection scenarios (note that intervening S-CSCF, I-CSCF and BGCF are not shown in these figures):
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Figure 1: PSTN bridging scenario due to forwarding at AS
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Figure 2: PSTN bridging scenario due to redirection at AS

Without extensions to the IMS SIP profile, many PSTN supplementary services cannot be supported in these scenarios.

Note that some of the solutions identified in NGN discussions on both ISDN/PSTN simulation and ISDN/PSTN emulation also involve potential encapsulation of data within the SIP from the MGCF to an AS, and potentially AS to other User Agent like entities which would also be supported by the proposals in this discussion document. However this document seeks only to discuss the 3GPP requirements and not the NGN requirements.

Impact of Current IMS SIP Profile on PSTN Bridging Scenarios

In these PSTN bridging scenarios, the current IMS SIP profile will degrade PSTN supplementary services in various ways. The following list describes three general categories of impact:

1. The service is provided without degradation. Some examples here include Calling Line Presentation and Restriction (CLIP/CLIR). The necessary information to support these services is provided by the standard SIP and extensions to support the P-Asserted-Identity and the Privacy header.

2. The service is provided, but with reduced capabilities. Here, different levels of service impact may occur. For services such as Call Hold (CH) and Call Waiting (CW), the service will be provided but the additional notification capabilities will be lost. For services such a call forwarding and call deflection information associated regarding the original called party, the redirecting party, and the number of times the calls has been redirected will be lost. In fact, it may be possible for a call to be indefinitely forwarded between the PSTN/PLMN and the IMS CN because of the existing limitations. There have been proposed extensions to address these later limitations, but nothing has been approved.

3. The service is significantly impacted or not provided. These are the cases of most concern. Services that fall into this category include: Connected Line Presentation and Restriction (COLP/COLR), Closed User Group (CUG), Advice of Charge (AoC), User-to-User Signalling (UUS), Explicit Call Transfer (ECT), Completion of Calls to Busy Subscriber (CCBS), and Enhanced Multi Level Precedence and Pre emption service (eMLPP).

Issues with ISUP Encapsulation

There are currently two sets of documentation for ISUP encapsulation:

· ITU-T documentation in Recommendation Q.1912.5 Profile C (SIP-I).

· IETF documentation in RFC 3398 "ISUP to SIP Mapping" and optionally RFC 3578 "Mapping of ISUP Overlap Signalling to the Session Initiation Protocol", using the MIME type defined in RFC 3204 "MIME media types for ISUP and QSIG objects". Example flows are given in RFC 3666 "Session Initiation Protocol (SIP) Public Switched Telephone Network (PSTN) Call Flows".

Both the above specifications use Content-Type of "application/ISUP" and a version type assocated with this. ITU-T Recommendation Q.1912.5 specifically fixes the version parameter to be "version = itu‑t92+", whereas the IETF specifications allow also for other versions including ANSI. The Content-Disposition header is set to "signal" with a handling parameter of either "optional" or "required". Recommendation Q.1912.5 specifically fixes the handling parameter to "required".
ISUP security relies on a trust domain, such that ISUP information is only sent to another entity within the trust domain, and not to one outside it.
There tends therefore to be a different philosophy between ITU-T and IETF requirements. 

· ITU-T makes no provision for encryption, and assumes that any communicating points will know whether the remote endpoint is a valid ISUP gateway or not. It requires the ISUP body to be understood as a result.

· IETF, while not specifically mandated, assumes that the ISUP bodies will be encrypted, and therefore endpoints that are not valid ISUP gateways will not be able to read the attached body. As such calls may proceed, as they do not necessarily require the ISUP body to be understood.

In respect of IMS, with the extensions identified above, ISUP can be encapsulated without necessarily an understanding of where the final destination of the encapsulating request will be. It will obviously only be used by another MGCF (or by an ISUP aware Application Server), but the potential exists for such requests to be sent only to a UE. As such information can be encrypted, a UE will not have access to the information, and security requirements are met. However the interface to the UE is over the air, and encrypted encapsulated ISUP occupies bandwidth in all PSTN-sourced INVITE requests, among others, and such requests are not particularly compressible.

There are a number of potential solutions available to meeting the needs of transferring ISUP information:

Solution 1: 
Encapsulate ISUP by existing defined mechanism in IETF, as a MIME encoded message body (i.e. not S/MIME encoded). Always include the ISUP information in likely scenarios and remove at trust boundary (P-CSCF). Existing mechanism to encapsulate ISUP is to put it in a message body; but message bodies cannot be removed by proxies; unfortunately the P-CSCF is a proxy.
Solution 1A: 
As solution 1 but find some other mechanism of encoding ISUP information that can be removed by proxies. P-headers are specifically defined to allow removal by proxies (We could also use an URI parameter). It would need to be discussed if it would be all information or only specific ISUP parameters (and if so which?) are included. Trunk group will be a URI parameter according to current IETF discussions in IPTEL.

Solution 2: 
Include in INVITE request an indication that additional (ISUP) information is available. An end UA that is privileged to have access to ISUP information can send a request to receive this information. Several mechanisms exist to obtain the information: a) Content indirection (indication includes a URI and information fetch done using HTTP). b) Subsequent request in SIP INVITE dialog and include in ISUP information in MIME encoded body. The issue with this mechanism is that it carries an extra round trip delay while information is fetched before INVITE can be completely processed.

Solution 3:
Encrypt ISUP information so it is always delivered such that only privileged UAs can read it. Entities outside the ISUP trust domain are not able to decrypt. Encrypted ISUP information is not likely to be very compressible, and thus extra information will cause sending delays on the radio interface. Will need a mechanism of distributing the keys to entities that are allowed to read the information. This mechanism is compatible with the IETF SIP security model, and the PSTN/ISDN interworking model, so obviously will be more acceptable to IETF. However as it would use a Content-Disposition header of "optional" it would not be regarded as Q.1912.5 Annex C profile conformant (i.e. it would essentially be a new profile).
Solution 3A:
As solution 3, but for for pragmatic, 3GPP specific reasons, break IETF rules and remove specific MIME encoded message bodies at P-CSCF. Justification: Information included is not of use to endpoints beyond radio interface. Currently do not use message integrity protection in IMS, and do not expect IMS users to include message bodies that are end to end integrity protected, but need to consider implications of wishing to use these mechanisms in the future. As for solution 3, this meets the IETF views, with the exception of this P-CSCF action.
Our current preference is for solution 3A, but that does require negotiation with IETF as to the validity of the mechanisms. Any solution needs to take into account the presence in the network of implementations to earlier releases that will not recognise these mechanism at all, e.g. a Release 5 UE or a Release 5 P-CSCF. Solution 3A seems to us to have least issues in this respect, although it can potentially result in the generation of 4xx responses back to the MGCF.

Expected changes to 3GPP documentation

3GPP TS 29.163 needs to add procedures for the generation and receipt of encapsulated ISUP. It also needs to specify the handling of any unexpected responses to a request that contains encapsulated ISUP, e.g. because the receiving entity did not expect that contents.

Assuming that any encapsulated ISUP is encrypted in order to restrict availability to non-privileged entities, distribution of keys to MGCFs (and to AS) in order to allow such information to be encrypted.

The SIP INFO method now becomes a method for use within IMS, as this forms part of the ISUP interworking.

After discussion and agreement with IETF, provision of mechanism at P-CSCF to prevent such information going over the radio interface. As already indicated this is a bandwidth issue rather than a privacy issue.
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