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1. Introduction

In the last CN3#33 it was agreed that Rx will have a basic functionality in R6 and that it will be a subset of Gq interface.
Based on that, it is proposed the following approach to complete Rx by December plenary.

Stage 1 (CN3#33bis):


- Decision on the appropriate TS to contain the specification: new TS or add a new clause to TS 29.209

- Basic structure of the Rx reference point

- Description of the signalling flows. (reuse Gq commands)


- Asses the need to add or remove AVPs from the Gq messages

Stage 2 (CN3#34)


- Completion of the interface behaviour description


- Completion of the missing AVPs


- Error codes

As general principles for the initial specification of Rx we can name:

- Gq and Rx should be the same protocol - same application ID etc. The AF don’t need to know whether it is talking to a CRF or a PDF. 
- The agreement that Rx is a “subset” of Gq means it is part of the same protocol, not a separate one. 

- The basic operation is that the AF requests authorisation for some specific flows, as it was described in Gq interactions. The destination (CRF or PDF) may return a token (PDF case), which implies that the AF must ask the user to establish specific resources for this flow. Or it may not return a token (CRF case), meaning that no new PDP Context is needed. The first case is Gq and the second case is Rx, but the application doesn't need to know this. This behaviour principle will easily allow an eventual merge of PDF/CRF and Gq/Rx in future releases, while maintaining them separated in Release 6.
2. Requirements
The decision on where to place Rx reference point specification should be made by the end of this meeting taking into account the complexity of the new interface and the strong time constraints.

In this document, Nortel is proposing the first content and flows that can be accommodated either to a new TS or to a new clause.
From requirements in 23.125, we can deduct the following:
1- Rx can be intra- or inter- domain  (AF and the CRF need not exist within the same operator’s network). Security therefore is needed.
1bis - The connection can be direct, or established via a relay/proxy node. A connection may be redirected to an alternate CRF.

2 - The Rx reference point enables transport of information (e.g. dynamic media stream information) from the application function to the charging rules function. An example of such information would be filter information to identify the service data flow.
3 – In the IMS case, the P-CSCF sends Rx input to the CRF for charging rules selection. This may include high level information such as identifying the IMS application. In the case of peer-to-peer, the information may include the IP address of the destination UE in order for the applicable filters to be applied by the CRF and TPF.

4 – Gating. The AF (e.g. P-CSCF) could wait until answer to give Rx input to the CRF which then sends this information down to the TPF, allowing for the filters for this peer-to-peer traffic to form a new charging rule. This allows waiting until the final SDP and the actual answer to allow the special rate to apply (and possibly the traffic to flow if no other filters were applicable before). 

4bis- For peer-to-peer traffic, special rates may apply. The gate could therefore be either closed for this traffic before the applicable filters are available, or the gate could be opened with a more generic charging rule which does not allow for this special rate to apply yet.

5 – Bearer events. This allows for communication between the GGSN and the AF. If indication of bearer events, as already provided over Gx, can be provided over Rx, then this allows any AF involved to get this indication so it can take any appropriate actions (e.g. record time of radio loss, trigger session release).

6 – Session events. This is used when AF session signalling releases the AF session, e.g. upon IMS session release. This can be provided by the Rx input which allows the AF to tell the CRF that e.g. no charging rule exists for a traffic flow any more, meaning the traffic will no longer be allowed at the TPF.

3. Requirements analysis.
Given the reuse of terminology, AVPs, commands and concepts from the Gq interface, we consider to be more convenient to define Rx within TS 29.209. This will speed the process of standardization, allowing for faster cross-references. Also this seems logical from the point of view of functionality re-use and an eventual Rx/Gq combination in future releases.
Now, let’s see an analysis of the requirements listed above, one by one:

1- CN3 already discussed this for Gq interface. It is therefore proposed to take the same approach: Diameter will be used; security is guaranteed as was confirmed by SA3.

1bis – Use of proxies is allowed as per Gq, with the appropriates AVPs that were already introduced. A clarification is made for Rx as it was done for Gq. The option of redirect to an alternate CRF is achieved through normal Diameter procedures. If it is found that this cannot be achieved through Diameter procedures, it is proposed not to implement this “option” at this stage.

2 – The AAR command as defined in TS 29.209 can be used to identify the service data flow, and other information from AF to CRF
<AA-Request> ::= < Diameter Header: 265, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





*[ Media-Component-Description ]

                *[ Flow-Grouping ]





 [ AF-Charging-Identifier ]





 [ SIP-Forking-Indication ]





*[ Gq-Specific-Action ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
3 – Similar to point 2 as Gq was designed in an AF-signalling independent manner. The application can be identified thanks to the AF-Application-Identifier AVP. The IP of the destination UE may be identified through the Flow-Description AVP

4 – Gating refers to the ability to block or allow traffic to flow. This is already achieved by the TPF in the FBC architecture which discards the packets for the service data flow in case of no applicable filters for a particular service data flow. In S2-042902 more text for “gating” requirements was added (4bis). “Gating allows the AF and CRF to control whether flows can pass through a particular bearer (PDP Context in case of GPRS):
-If the bearer has a charging rule installed that matches the flow, the flow is allowed to pass through on the bearer;

-If the bearer does not have a charging rule installed that matches the flow, the flow is not allowed to pass through on the bearer. If none of the bearers have a charging rule installed matching the flow, the flow is not allowed to pass through on any of the bearers.”
With this text in 23.125 the gating behaviour is clearly stated, and there’s no need to duplicate text in stage 3 adding anything.  
5 – This will imply the use of RAR command for CRF to AF communication of the bearer events. In Gq there’s already a way of indicating Bearer events: Gq-Specific-Action AVP. For this to work it should have previously been activated by the AF in a AAR command. There seems not to be a clear mandate for these bearer events notifications to always happen, rather it is an option. The specification of Gq easily allows for this as only when AF sets the Gq-Specific-Actions, the client (CRF in this case) will activate the triggers.

The Gq re-usable values are: 2 (indication of loss of bearer), 3 (indication of recovery of bearer), 4 (indication of release of bearer). Maybe some more bearer events could be added to the AVP values, this is FFS.  Although care must be taken to create a single list of joint values for Gq and Rx (avoid overlapping values). Values 0 and 1 don’t apply to Rx.
 6 – The FBC architecture provides means to disable the service flows of the AF session upon AF session events (e.g. session hold or release). This is achieved by the AF providing new Rx input to the CRF which then removes the charging rules of the service flows of the AF session from the TPF. Hence, traffic of the service flow will be blocked in case there is no other applicable filter available in the TPF for this service data flow i.e. the CRF has not allowed this traffic to pass through the network (as stated in the gating requirement). STR command can be used for this type of Session events indications. As we can see in 29.208 for AF initiated session release this is achieved using a STR command in Gq also.
4. Proposal
It is proposed to incorporate the following text to TS 29.209, in a new clause added after the last.

And also check the scope of 29.209 to see if some enhancement is needed to include Rx.
Y
Rx Reference point
The Rx reference point is defined between the AF and the CRF. The Rx interface may be intra- or inter-domain and shall support the relevant protection mechanisms for an inter-operator or third party interface. 
The AF sends Rx input to the CRF for charging rules selection.  This may include high level information such as identifying the AF application.
Z
Rx protocol

Z.1
Protocol support

The Diameter Base Protocol as specified in RFC 3588 [6] shall apply except as modified by the defined Rx reference point specific procedures and AVPs. Unless otherwise specified, the procedures (including error handling and unrecognized information handling) are unmodified.

In addition to the AVPs defined in clause z.x, the Diameter AVPs from the Diameter base application [6] are reused within the Diameter messages of the Rx reference point. The support of AVPs from the Diameter Network Access Server Application (NASREQ) [7] is not required from Diameter implementations that conform to the present document.

Accounting functionality (Accounting Session State Machine, related command codes and AVPs) is not used in the Rx reference point.
The Rx reference point is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP ( http://www.iana.org/assignments/enterprise-numbers) is 10415. Gq application id is used (value xxxx)
The support of Diameter agents between the CRF and the AF, is optional for the IMS, where the Rx is intra operator i.e. GGSN, CRF and P-CSCF are all in the same network.

Z.1.1
Advertising application support

The AF and the CRF shall advertise the support of the Gq application (The Rx reference point being a subset of it) by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol. 

Z.2
Securing Diameter messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [10].

Z.3
Rx messages
Z.3.1
AA-Request (AAR) command

The AAR command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent by an AF to the CRF to transport information on the AF session (e.g. dynamic media stream information, AF application, IP address of the destination UE), in order for the CRF to dynamically modify the charging rules.
Message Format:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }




*[ Media-Component-Description ]




*[ Gq-Specific-Action ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
Editor’s note: Not all AVPs within Media-Component-Description AVP may be needed in Rx. FFS
Editor’s note: Forking has not yet been studied for the Rx interface. If forking has some impact in the Charging rules, then SIP-forking-indication AVP may need to be added.
z.3.2
AA-Answer (AAA) command

The AAA command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent by the CRF to the AF in response to the AAR command.

Message Format:

<AA-Answer> ::=  < Diameter Header: 265, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]




*[ Proxy-Info ]





*[ AVP ]
NOTE: No token and not Charging correlation is needed on this interface. This command is basically a confirmation of the AAR.
z.3.3
Re-Auth-Request (RAR) command

The RAR command, indicated by the Command-Code field set to 258 and the ‘R’ bit set in the Command Flags field, is sent by the CRF to the AF in order to communicate bearer events.
As an option, the AF may send an AAR command to the CRF (after receiving the RAA) to update the information on the AF session (e.g. dynamic media stream information, AF application, IP address of the destination UE), in order for the CRF to dynamically modify the charging rules.

The values INDICATION_OF_LOSS_OF_BEARER, INDICATION_OF_RECOVERY_OF_BEARER and INDICATION_OF_RELEASE_OF_BEARER of the Gq-Specific-Action AVP shall not be combined with each other in the same RAR.

Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Auth-Application-Id }





*{ Gq-Specific-Action }





 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]
z.3.4
Re-Auth-Answer (RAA) command

The RAA command, indicated by the Command-Code field set to 258 and the ‘R’ bit cleared in the Command Flags field, is sent by the AF to the CRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]




*[ Media-Component-Description ]





 [ Origin-State-Id ]




 [ Error-Message ]





 [ Error-Reporting-Host ] 





*[ Failed-AVP ]




*[ Proxy-Info ]





*[ AVP ]

z.3.5
Session-Termination-Request (STR) command

The STR command, indicated by the Command-Code field set to 275 and the ‘R’ bit set in the Command Flags field, is sent by the AF to inform the CRF that the AF session signalling has been released.
Message Format:

<ST-Request> ::= < Diameter Header: 275, REQ, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Auth-Application-Id }





 { Termination-Cause }





 [ Destination-Host ]





*[ Class ]





 [ Origin-State-Id ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
z.3.6
Session-Termination-Answer (STA) command

The STA command, indicated by the Command-Code field set to 275 and the ‘R’ bit cleared in the Command Flags field, is sent by the CRF to the AF in response to the STR command.

Message Format:

<ST-Answer>  ::= < Diameter Header: 275, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Auth-Application-Id }





 [ Result-Code ]





 [ Experimental-Result ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





 [ Origin-State-Id ]




*[ Redirect-Host ]





 [ Redirect-Host-Usase ]





 [ Redirect-Max-Cache-Time ]





*[ Proxy-Info ]





 [ AVP ]
Z.4
Rx Experimental-Result-Code AVP values

This subclause defines the Rx specific values of the Experimental-Result-Code AVP.
Errors that fall within the Permanent Failures category are used to inform the peer that the request failed, and should not be attempted again.

The Experimental-Result-Code AVP values defined for the Gq interface in TS 29.209 [xx] clause 6.4 are applicable. Also the following specific values:

DIAMETER_ERROR_XXX (5xx1)

Editor’s note: to be completed. No permanent error identified so far. 
Z.5
Gq specific AVPs

Attributes mentioned in the Rx messages (clause Z.3 above) and not listed in the table z.5.1 are as specified in table 6.5.1 of TS 29.209 [xx].

Table z.5.1 describes the Diameter AVPs defined for the Rx interface protocol that have either a different behaviour, meaning or a new added set of values on top of the Gq specified values.
Table z.5.1: Gq specific Diameter AVPs 

	
	AVP Flag rules (note 1)
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.

	Gq-Specific-Action
	513
	Z.5.1
	Enumerated
	M,V
	P
	
	
	Y

	Media-Component-Description
	517
	z.5.2
	Grouped
	M,V
	P
	
	
	Y

	Media-Sub-Component
	519
	z.5.3
	Grouped
	M,V
	P
	
	
	Y

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [6].

NOTE 2: 
The value types are defined in IETF RFC 3588 [6].


z.5.1
Gq-Specific-Action AVP
The Gq-Specific-Action AVP (AVP code 513) is of type Enumerated, and determines the type bearer events that are notified to the AF in a RAR, for it to take an appropriate action.

Within an initial AAR request the AF may use the Gq-Specific-Action AVP to request specific notifications from the CRF at the bearer authorization. If the Gq-Specific-Action AVP is omitted within the initial AAR, no notification of  any of the events defined below is requested.
INDICATION_OF_LOSS_OF_BEARER (2)

This value shall be used when the CRF reports a loss of a bearer (PDP context bandwidth modification to 0 kbit) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the loss of a bearer.

INDICATION_OF_RECOVERY_OF_BEARER (3)

This value shall be used when the CRF reports a recovery of a bearer (PDP context bandwidth modification from 0 kbit to another value) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the recovery of a bearer.

INDICATION_OF_RELEASE_OF_BEARER (4)

This value shall be used when the CRF reports the release of a bearer (PDP context removal) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the removal of a bearer.

Editor’s note: New values may be needed and should be added here. FFS. 
When values 0 (SERVICE_INFORMATION_REQUEST) or 1 (CHARGING_CORRELATION_EXCHANGE) are included in the AAR, the CRF shall ignore them. The AF will know that this has happen when in the AAA no token and charging identifier are included (the AF will realize then, that the server was a CRF and not a PDF).
z.5.2
Media-Component-Description AVP

The Media-Component-Description AVP (AVP code 517) is of type Grouped, and it contains service information for a single media component within an AF session. It may be based on the SDI exchanged between the AF and the AF client in the UE. The information is used by the CRF to dynamically configure the charging rules.
Within one Rx message, a single IP flow shall not be described by more than one Media-Component-Description AVP.

If a Media-Component-Description AVP is not supplied, or if optional AVP(s) within a Media-Component-Description AVP are omitted, but corresponding information has been provided in previous Rx messages, the previous information for the corresponding IP flow(s) remains valid. A Media-Component-Description AVP is disabled by supplying a Flow Status AVP with value "REMOVED".
AVP format:
Media-Component-Description ::= < AVP Header: ?>








   { Media-Component-Number } ; Ordinal number of the media comp.





              *[ Media-Sub-Component ]        ; Set of flows for one flow identifier

                               [ AF-Application-Identifier ]

                               [ Media-Type ]





    

   [ Max-Requested-Bandwidth ]


 




   [ Flow-Status ]

         




   [ RTCP-Flows ]


 




       [ RS-Bandwidth ]


    




   [ RR-Bandwidth ]
Note: If any of the the AVPs that are part of the Gq definition of the Media-Component-Description, that are of no use for the Rx reference point are included, the CRF shall ignore them as are of no use for the CRF and Rx interactions.
z.5.3
Media-Sub-Component AVP

The Media-Sub-Component AVP (AVP code 519) is of type Grouped, and contains the requested filters for the set of IP flows identified by their common Flow-Identifier. The Flow-Identifier is defined in 3GPP TS 29.207[4].
AVP format:

Media-Sub-Component ::= < AVP Header: ?>




    
      { Flow-Number }      ; Ordinal number of the IP flow

                       1*2[ Flow-Description ]        ; UL and/or DL

                          [ Flow-Status ]





    
  [ Max-Requested-Bandwidth-UL ]





   
      [ Max-Requested-Bandwidth-DL ]
Note: If any of the the AVPs that are part of the Gq definition of the Media-Sub-Component, that are of no use for the Rx reference point are included, the CRF shall ignore them as are of no use for the CRF and Rx interactions.

