Error! No text of specified style in document.
5
Error! No text of specified style in document.

5
Policy and Charging control procedures
5.1
CRF
5.1.1
Provision of policy control and charging rules information 

5.1.3
Gate function

5.1.4
Session modification


5.1.6
Bearer events
5.2
AF
5.2.1
Provision of policy control and charging rules information 

5.2.3
Gate function

5.2.4
Session modification


5.2.6
Bearer events
6
Rx protocol

6.1
Protocol support

The Diameter Base Protocol as specified in RFC 3588 [6] shall apply except as modified by the defined Rx application specific procedures and AVPs. Unless otherwise specified, the procedures (including error handling and unrecognized information handling) are unmodified.

In addition to the AVPs defined within the clause 6.5 the Diameter AVPs from the Diameter base application (RFC 3588 [6]) are reused within the Diameter messages of the Rx application. The support of AVPs from the Diameter Network Access Server Application (NASREQ) (draft-ietf-aaa-diameter-nasreq-17 [7]) is not required from Diameter implementations that conform to the present document.

Accounting functionality (Accounting Session State Machine, related command codes and AVPs) is not used in the Rx interface.

The Rx application is defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.

Editor's note: The application id needs to be allocated from IANA. With regard to the Diameter protocol defined over the Rx interface, the CRF acts as a Diameter server, in the sense that it is the network element that handles authorization requests for a particular realm. The AF acts as the Diameter Client, in the sense that is the network element requesting authorization to use bearer path network resources.
Editor's note: The need for an Rx specific application id is still not decided.

6.1.1
Advertising application support

The AF and the CRF shall advertise the support of the Rx specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol.

6.2 Securing Diameter messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [10].

6.3
Rx messages

Existing Diameter command codes from the Diameter base protocol RFC 2588 [6] and the NASREQ Diameter application (draft-ietf-aaa-diameter-nasreq-17 [7]) are used with the Rx specific AVPs. A Rx specific Auth‑Application id is used together with the command code to identify the Rx messages.

NOTE:
The notion of NAS (Network Access Server) is not used here, NASREQ is just used for protocol purposes, not for its functional meaning.

6.3.1
AA-Request (AAR) command

The AAR command, indicated by the Command-Code field set to 265 and the 'R' bit set in the Command Flags field, is sent by an AF to the CRF in order to provide policy control and charging rules information for the AF session.

Message Format:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





*[ Media-Component-Description ]

                 [ AF-Charging-Identifier ]





 [ SIP-Forking-Indication ]





*[ Specific-Action ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

Editor’s note: It is FFS if SIP-Forking-Indication shall be used.  


6.3.2
AA-Answer (AAA) command

The AAA command, indicated by the Command-Code field set to 265 and the 'R' bit cleared in the Command Flags field, is sent by the CRF to the AF in response to the AAR command.

Message Format:

<AA-Answer> ::=  < Diameter Header: 265, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]




*[ Proxy-Info ]





*[ AVP ]

6.3.3
Re-Auth-Request (RAR) command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the CRF to the AF in order to indicate  bearer events..

As an option, the AF may send an AAR command to the CRF to update the service information after sending an RAA command. However, application-specific authentication and/or authorization messages are not mandated for the Rx application in response to an RAR command.

The values INDICATION_OF_LOSS_OF_BEARER, INDICATION_OF_RECOVERY_OF_BEARER and INDICATION_OF_RELEASE_OF_BEARER of the Specific-Action AVP shall not be combined with each other in a Re-Auth-Request.

Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Auth-Application-Id }





*{ Specific-Action }

                *[ Flows ]





 [ Abort-Cause ]




 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

Editors Note: It is FFS if the Flows, Access-Network-Charging-Identifier, Access-Network-Charging-Address AVPs shall be included.
6.3.4
Re-Auth-Answer (RAA) command

The RAA command, indicated by the Command-Code field set to 258 and the 'R' bit cleared in the Command Flags field, is sent by the AF to the CRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]




*[ Media-Component-Description ]





 [ Origin-State-Id ]




 [ Error-Message ]





 [ Error-Reporting-Host ] 





*[ Failed-AVP ]




*[ Proxy-Info ]





*[ AVP ]

6.3.5
Session-Termination-Request (STR) command

The STR command, indicated by the Command-Code field set to 275 and the 'R' bit set in the Command Flags field, is sent by the AF to inform the CRF that an AF session has been released.

Message Format:

<ST-Request> ::= < Diameter Header: 275, REQ, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Auth-Application-Id }





 { Termination-Cause }





 [ Destination-Host ]





*[ Class ]





 [ Origin-State-Id ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

6.3.6
Session-Termination-Answer (STA) command

The STA command, indicated by the Command-Code field set to 275 and the 'R' bit cleared in the Command Flags field, is sent by the CRF to the AF in response to the STR command.

Message Format:

<ST-Answer>  ::= < Diameter Header: 275, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Auth-Application-Id }





 [ Result-Code ]





 [ Experimental-Result ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





 [ Origin-State-Id ]




*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]





*[ Proxy-Info ]





 [ AVP ]

6.3.7
Abort-Session-Request (ASR) command

The ASR command, indicated by the Command-Code field set to 274 and the 'R' bit set in the Command Flags field, is sent by the CRF to inform the AF that bearer resources for the authorized session are no longer available.

Message Format:

<AS-Request>  ::= < Diameter Header: 274, REQ, PXY >





  < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Auth-Application-Id }





 { Abort-Cause }





 [ Origin-State-Id ]




*[ Proxy-Info ]





*[ Route-Record ]





 [ AVP ]

6.3.8
Abort-Session-Answer (ASA) command

The ASA command, indicated by the Command-Code field set to 274 and the 'R' bit cleared in the Command Flags field, is sent by the AF to the CRF in response to the ASR command.

Message Format:

<AS-Answer>  ::=  < Diameter Header: 274, PXY >





  < Session-Id >





  { Origin-Host }





  { Origin-Realm }





  [ Result-Code ]





  [ Experimental-Result ]




  [ Origin-State-Id ]




  [ Error-Message ]





  [ Error-Reporting-Host ]





 *[ Failed-AVP ]





 *[ Redirected-Host ]





  [ Redirected-Host-Usage ]





  [ Redirected-Max-Cache-Time ]





 *[ Proxy-Info ]





 *[ AVP ]
6.4
Rx Experimental-Result-Code AVP values

The CRF shall usethe Experimental-Result-Code AVP value:

INVALID_SERVICE_INFORMATION (5061)

to indicate that the CRF cannot provide charging rules to the TPF  with the service information provided by the AF.
Editor’s Note: a CR to 29.209 is required.
6.5
Application specific AVPs used on Rx

Table 6.5.1 lists the Application specific AVPs defined in the Gq specification, see ref [12]. Table 6.5.2 describes the Application Specific Diameter AVPs defined for the Rx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 6.5.1: Rx re-used Gq Specific Diameter AVPs 

	Attribute Name
	AVP Code

	Abort-Cause
	500

	AF-Application-Identifier
	504

	AF-Charging-Identifier
	505

	Flow-Description
	507

	Flow-Number
	509

	Flows
	510

	Flow-Status
	511

	Flow-Usage
	512

	Max-Requested-Bandwidth
	514

	Max-Requested-Bandwidth-DL
	515

	Max-Requested-Bandwidth-UL
	516

	
	

	Media-Component-Number
	518

	
	

	Media-Type
	520

	RR-Bandwidth
	521

	RS-Bandwidth
	522

	SIP-Forking-Indication
	523

	
	

	
	

	
	

	
	


Table 6.5.2: Rx specific Diameter AVPs 

	
	AVP Flag rules (note 1)
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.

	Media-Component-Description
	xxx
	6.5.18
	Grouped
	M,V
	P
	
	
	Y

	Media-Sub-Component 
	xxx
	6.5.20
	Grouped
	M,V
	P
	
	
	Y

	Specific-Action
	xxx
	6.5.14
	Enumerated

	M,V
	P
	
	
	Y

	AF-Application-Event-Identifier
	xxx
	6.5.5a
	Enumerated

	M,V
	P
	
	
	Y

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [6].

NOTE 2: 
The value types are defined in RFC 3588 [6].


6.5.1
Abort-Cause AVP








Editors Note: a CR to 29.209 is needed to make the AVP generic
6.5.5
AF-Application-Identifier AVP

The AF-Application-identifier AVP (AVP code 504) is of type OctetString, and it contains information that identifies the particular service that the AF service session belongs to. This information may be used by the CRF to differentiate application services. For example the AF-Application-Identifier may be used as additional information together with the Media-Type AVP when the QoS class for the bearer and charging rules at the Gx interface are selected. The AF-Application-Identifier may be used also to complete the QoS information and charging rules selection with application specific default settings in the CRF if the AF does not provide full Session-Component-Description information.


6.5.5a
AF-Application-Event-Identifier AVP

The AF-Application-Event-identifier AVP (AVP code xxx) is of type Enumerated, and it contains information that identifies the particular service event  within a service session that affects the charging rules, e.g. triggers the generation of a new charging rule.
The following values are defined:
PAID_ADVERTISMENT (0)


In the AAR, this value indicates that the AF detects insertion of paid advertisement in the media stream.

Editors Note: Other values remains to be defined.
6.5.6
AF-Charging-Identifier AVP


Editors Note: a CR to 29.209 is needed to make the AVP generic
6.5.8
Flow-Description AVP


· 
· 
· 
· 

· 
· 
· 
· 



Editors Note: a CR to 29.209 is needed to make the AVP generic
6.5.13
Flow-Usage AVP









Editors Note: needed at all? If so, a CR to 29.209 is needed to make the AVP generic?

6.5.14
Specific-Action AVP

The Specific-Action AVP (AVP code xxx) is of type Enumerated, and determines the type of the Rx action within the CRF initiated request.

Within an initial AA request the AF may use the Specific-Action AVP to request specific actions from the CRF at the bearer authorization and to limit the contact at bearer authorization to such bearer authorization events where this action is required. If the Specific-Action AVP is omitted within the initial AA request, no notification of  any of the events defined below is requested.

The following values are defined:

SERVICE_INFORMATION_REQUEST (0)


This value shall be used when the CRF requests the service information from the AF for the bearer estavblishment. In the AAR, this value indicates that the AF requests the CRF to demand service information at each bearer establishment
CHARGING_CORRELATION_EXCHANGE (1)


This value shall be used when the  reports the access network charging identifier to the AF. The  shall include the Access-Network-Charging-Identifier AVP within the request. In the AAR, this value indicates that the AF requests the  to provide an access network charging identifier to the AF at each bearer authorization, when a new access network charging identifier becomes available.
INDICATION_OF_LOSS_OF_BEARER (2)


This value shall be used when the CRF reports a loss of a bearer (PDP context bandwidth modification to 0 kbit) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the loss of a bearer.

INDICATION_OF_RECOVERY_OF_BEARER (3)


This value shall be used when the CRF reports a recovery of a bearer (PDP context bandwidth modification from 0 kbit to another value) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the recovery of a bearer.

INDICATION_OF_RELEASE_OF_BEARER (4)


This value shall be used when the CRF reports the release of a bearer (PDP context removal) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the removal of a bearer.

INDICATION_OF_ESTABLISMENT_OF_BEARER (5)


This value shall be used when the CRF reports the establishment of a bearer (PDP context) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the establishment of a bearer.

INDICATION_OF_QOS_CHANGE_OF_BEARER (6)


This value shall be used when the CRF reports the change of QoS of a bearer (PDP context) to the AF. In the AAR, this value indicates that the AF requests the CRF to provide a notification at the change of QoS of a bearer.

Editors Note: it is FFS if values 5 an 6 are needed for Rx.
Note: value “1” shall not be used for Rx.





.
6.5.18
Media-Component-Description AVP

The Media-Component-Description AVP (AVP code xxx) is of type Grouped, and it contains service information for a single media component within an AF session. It may be based on the SDI exchanged between the AF and the AF client in the UE. The information is used by the CRF to determine bearer QoS and charging rules selection.

Within one Rx message, a single IP flow shall not be described by more than one Media-Component-Description AVP.

Bandwidth information and Flow-Status information provided within the Media-Component-Description AVP applies to all those IP flows within the media component, for which no corresponding information is being provided within Media-Sub-Component AVP(s).

If a Media-Component-Description AVP is not supplied, or if optional AVP(s) within a Media-Component-Description AVP are omitted, but corresponding information has been provided in previous Rx messages, the previous information for the corresponding IP flow(s) remains valid. 

All IP flows within a Media-Component-Description AVP are permanently disabled by supplying a Flow Status AVP with value "REMOVED". The CRF may delete corresponding filters and state information.

AVP format:

Media-Component-Description ::= < AVP Header: ?>








   { Media-Component-Number } ; Ordinal number of the media comp.





              *[ Media-Sub-Component ]        ; Set of flows for one flow identifier

                               [ AF-Application-Identifier ]
                               [ AF-Application-Event-Identifier]
                               [ Media-Type ]





    

   [ Max-Requested-Bandwidth ]





    




 




   [ Flow-Status ]


 




       [ RS-Bandwidth ]


    




   [ RR-Bandwidth ]

6.5.20
Media-Sub-Component AVP

The Media-Sub-Component AVP (AVP code xxx) is of type Grouped, and it contains the requested QoS and filters for the set of IP flows identified by their common Flow-Identifier. The Flow-Identifier is defined in 3GPP TS 29.207 [4].

Possible Bandwidth information and Flow-Status information provided within the Media-Sub-Component AVP takes precedence over information within the encapsulating Media Component Description AVP. If a Media‑Sub‑Component AVP is not supplied, or if optional AVP(s) within a Media-Sub-Component AVP are omitted, but corresponding information has been provided in previous Rx messages, the previous information for the corresponding IP flow(s) remains valid, unless new information is provided within the encapsulating Media-Component-Description AVP.

All IP flows within a Media-Sub-Component- AVP are permanently disabled by supplying a Flow Status AVP with value "REMOVED". The CRF may delete corresponding filters and state information.

AVP format:

Media-Sub-Component ::= < AVP Header: ?>




    
      { Flow-Number }      ; Ordinal number of the IP flow

                       1*2[ Flow-Description ]        ; UL and/or DL

                          [ Flow-Status ]





    
  [ Max-Requested-Bandwidth-UL ]





   
      [ Max-Requested-Bandwidth-DL ]



6.5.24
SIP-Forking-Indication AVP






Editors Note: If this AVP is needed is FFS.
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