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1. Introduction
CN3 has agreed on the Work Item for Gx interface specification for flow based charging. This will be specified in TS 29.210 “Charging rule provisioning over Gx interface”.  

The requirements in Stage 2 TS 23.125 define a set of information items and functionalities over the Gx interface. This discussion paper maps the required information items to Diameters AVPs to be transported over the Gx and proposes them to be approved as a basis for the work and to be included to the TS 29.210.
2. Proposed AVPs

2.1. Requirements form Stage2

The information that need to be transfer over the Gx interface (between the CRF and the TPF) to satisfy the requirements is highlighted here.

The main procedures requiring Gx specific information items to be exchanged over the Gx interface are:

· Request for Charging Rules (from TPF to CRF)

· Provision of Charging Rules (from CRF to TPF)
· Installing charging rules preconfigured at the TPF

· Installing charging rules preconfigured at the TPF where parts of the charging rule are derived dynamically

· Installing charging rules where the charging rule is derived dynamically

· Removing charging rules 

The information provided to the CRF for charging rule decision includes user information (IMSI, MSISDN) bearer characteristics (bearer identity, APN, QoS) and network related information (MCC and MNC). The charging rule includes charging mechanism (online/offline), volume- or time-based charging indication, charging key, service data flow filter(s), and precedence. 
The following proposed AVPs satisfy the main stage 2 requirements. It should be noted that stage 2 specification is still evolving thus new AVPs / AVP values will be added later to satisfy new requirements. Furthermore implications of some of the existing requirements such as precedence information in the charging rule and usage of TFT and traffic class in the charging rule request are FFS.

2.2 Proposed AVPs

The coding of the information to be transported into AVPs in detailed here.

The following Diameter AVPs are proposed as a basis for the charging rule request:

Charging-Rule-Request ::= < AVP Header: TBD >









  [ IMSI ]






 


  [ MSISDN ]





 



  [ Bearer-Identifier ]









  [ Bearer-Type ]









  [ Access-Point-Name ]









  [ 3GPP-GPRS-Negotiated-QoS-Profile ]





 



  [ Visited-Network-Identifier ]





 



  [ Rule-Error-Indicator ]









* [ Charging-Rule-Name ]









* [ AVP ]

In the above, the Bearer-Identifier AVP would include a unique bearer such as PDP context identifier. The Rule-Error-Indicator AVP and the Charging-Rule-Name AVP are used to indicate an error in a previously provisioned charging rule. 

The following Diameter AVPs are proposed as a basis for the charging rule installation:

Charging-Rule-Install ::= < AVP Header: TBD >









* [ Charging-Rule-Definition ]









* [ Charging-Rule-Name ]









* [ Charging-Rule-Base-Name ]









* [ AVP ]

In the above, the Charging-Rule-Name AVP and the Charging-Rule-Base-Name AVPs would be used to install entirely pre-configured charging rules at the TPF. Charging-Rule-Name AVP is a reference for a specific charging rule. Charging-Rule-Base-Name AVP serves the purpose of grouping several charging rules (e.g. “gold users” or “games”) enabling installation of charging rule “packages” instead of installing each rule individually, Charging-Rule-Definition AVP is used for installing charging rules that are not entirely pre-configured at the TPF e.g. parts or the entire rule is sent over the Gx interface.

A charging rule would be defined as follows:

Charging-Rule-Definition ::= < AVP Header: TBD >









  [ Charging-Rule-Name ]









  [ Charging-Key ]









* [ Service-Flow-Filter ]





 



  [ Online ]









  [ Offline ]









  [ Metering-Method ]








* [ AVP ]

The Charging-Rule-Definition AVP includes Charging-Rule-Name AVP that identifies the rule and is used as a reference to it. The Service-Flow-Filter AVP would be constructed as:
Service-Flow-Filter ::= < AVP Header: TBD >





 
  

  [ Uplink-Filter]









  [ Downlink-Filter]









* [ Protocol-Extension ]

And the Protocol-Extension AVP as:

Protocol-Extension ::= < AVP Header: TBD >








  [ Protocol-Type ]









  [ Protocol-Attributes ]

If a Service-Flow-Filter AVP would include Protocol-Extension AVP(s), a service flow has to first match to the Uplink-Filter AVP and to the Downlink-Filter AVP after which it is need to match to a Protocol-Extension AVP in order to belong to the service flow of the charging rule.
The following Diameter AVPs are proposed as a basis for the charging rule removal:

Charging-Rule-Remove ::= < AVP Header: TBD >









* [ Charging-Rule-Name ]









* [ Charging-Rule-Base-Name ]









* [ AVP ]

The charging rule removal is achieved by using the references to the charging rules via Charging-Rule-Name AVP(s) or Charging-Rule-Base-Name AVP(s).
3. CONCLUSION
It is proposed that the above-described Diameter AVPs are used as a basis of the Gx interface work. The detailed information describing the AVPs to also be included in the TS 29.210 is the annex below.

ANNEX

1
Gx specific AVPs 

The table x describes the Diameter AVPs defined for the Gx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table x: Diameter AVPs for Gx interface


	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	3GPP-GPRS-Negotiated-QoS-Profile
	
	
	Enumerated
	
	
	
	
	

	Access-Point-Name
	
	
	UTF8String
	
	
	
	
	

	Bearer-Identifier
	
	
	OctetString
	
	
	
	
	

	Bearer-Type
	
	
	Enumerated
	
	
	
	
	

	Charging-Key
	
	
	UTF8String
	
	
	
	
	

	Charging-Rule-Base-Name
	
	
	OctetString
	
	
	
	
	

	Charging-Rule-Definition
	
	
	Grouped
	
	
	
	
	

	Charging-Rule-Install
	
	
	Grouped
	
	
	
	
	

	Charging-Rule-Name
	
	
	OctetString
	
	
	
	
	

	Charging-Rule-Remove
	
	
	Grouped
	
	
	
	
	

	Charging-Rule-Request
	
	
	Grouped
	
	
	
	
	

	Downlink-Filter
	
	
	IPFilterRule
	
	
	
	
	

	IMSI
	
	
	UTF8String
	
	
	
	
	

	Metering-Method
	
	
	Enumerated
	
	
	
	
	

	MSISDN
	101
	TS29.329
	UTF8String
	
	
	
	
	

	Offline
	
	
	Enumerated
	
	
	
	
	

	Online
	
	
	Enumerated
	
	
	
	
	

	Protocol-Attributes
	
	
	UTF8String
	
	
	
	
	

	Protocol-Extension
	
	
	Grouped
	
	
	
	
	

	Protocol-Type
	
	
	Enumerated
	
	
	
	
	

	Rule-Error-Indicator
	
	
	 
	
	
	
	
	

	Service-Flow-Filter
	
	
	Grouped
	
	
	
	
	

	Uplink-Filter
	
	
	IPFilterRule
	
	
	
	
	

	Visited-Network-Identifier
	1
	TS29.229
	UTF8String
	
	
	
	
	

	NOTE:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].


1.1 3GPP-GPRS-Negotiated-QoS-Profile AVP

Editor’s note: This AVP is FFS. The 3GPP vendor specific Radius attribute 3GPP-GPRS-Negotiated-QoS-Profile in TS 29.061 may be taken as a basis for this AVP.

1.2
Access-Point-Name AVP

The Access-Point-Name AVP (AVP code x) is of type UTF8String, and in case of GPRS, contains the Access Point Name the PDP context is attached to. Access-Point-Name AVP may be sent from the TPF to the CRF. The CRF may use this information for charging rule decision.

1.3
Bearer-Identifier AVP

The Bearer-Identifier AVP (AVP code x) is of type OctetString, and it uniquely identifies the bearer session within a TPF. It identifies to which bearer session within a TPF the charging rules are requested or provisioned.

Editor’s note: Information recorded to this AVP may for example be GPRS Charging Identifier (unique for a bearer session)

1.4
Bearer-Type AVP

The Bearer-Type AVP (AVP code x) is of type Enumerated, and it defines the bearer type that is sent from the TPF to the CRF. The CRF may use this information for charging rule decision. The following values are defined:

GPRS_2G (0)

This value shall be used to indicate a GPRS bearer for 2G.

GPRS_3G (1)

This value shall be used to indicate a GPRS bearer for 3G.

Editor’s note: The values for other possible bearers is FFS.

1.5 Charging-Key AVP

The Charging-Key AVP (AVP code x) is of type UTF8String, and it contains a key used by the online and offline charging system for rating purposes. 

Editor’s note: The format of the charging identifier could be: " identifier" "@" "domain", where identifier is an arbitrary string of characters and digits and domain represents the entity that allocated the key. This format is used in Diameter Credit Control Application. Charging-Key AVP _could_ be used as a service identifier _if_ there is a one-to-one mapping from the charging rule to the actual service. Charging-Key AVP _could_ also be used as a service component identifier _if_ there is a one-to-one mapping from the charging rule to the actual service component using the FQDN structure (e.g. componentY.serviceX@operatorZ.gprs)

1.6 
Charging-Rule-Base-Name AVP


The Charging-Rule-Base-Name AVP (AVP code TBD) is of type OctetString, and indicates the name of a pre-defined group of charging rules.

1.7
Charging-Rule-Definition AVP

The Charging-Rule-Definition AVP (AVP code x) is of type Grouped, and it defines the charging rule for a service flow sent by the CRF to the TPF. The Charging-Rule-Name AVP uniquely identifies the charging rule within the bearer session and it is used to reference to a charging rule in communication between the TPF and the CRF. The Service-Flow-Filter AVP determines the traffic that belongs to the service flow. 

AVP Format:

Charging-Rule-Definition ::= < AVP Header: TBD >









  [ Charging-Rule-Name ]









  [ Charging-Key ]









* [ Service-Flow-Filter ]





 



  [ Online ]









  [ Offline ]









  [ Metering-Method ]








* [ AVP ]

1.8 Charging-Rule-Install AVP

The Charging-Rule-Install AVP (AVP code TBD) is of type Grouped, and it is used for installing charging rules for bearer session as instructed from CRF to TPF. Charging-Rule-Name AVP is a reference for a specific charging rule entirely pre-configured at the TPF. The Charging-Rule-Base-Name AVP is a reference for a group of charging rules entirely pre-configured at the TPF. The Charging-Rule-Definition AVP is used for installing charging rules where parts or entire charging rule is is sent over the Gx interface.
AVP Format:

Charging-Rule-Install ::= < AVP Header: TBD >









* [ Charging-Rule-Definition ]









* [ Charging-Rule-Name ]









* [ Charging-Rule-Base-Name ]









* [ AVP ]

1.9
Charging-Rule-Name AVP

The Charging-Rule-Name AVP (AVP code TBD) is of type OctetString, and uniquely identifies a charging rule within the bearer session.

1.10 Charging-Rule-Remove AVP

The Charging-Rule-Remove AVP (AVP code TBD) is of type Grouped, and it is used for removing charging rules from a bearer session. Charging-Rule-Name AVP is a reference for a specific charging rule at the TPF to be removed. The Charging-Rule-Base-Name AVP is a reference for a group of charging rules at the TPF to be removed.

AVP Format:

Charging-Rule-Remove ::= < AVP Header: TBD >









* [ Charging-Rule-Name ]









* [ Charging-Rule-Base-Name ]









* [ AVP ]

1.11 Charging-Rule-Request AVP

The Charging-Rule-Request AVP (AVP code TBD) is of type Grouped, and it is used in requesting charging rules ftom TPF to CRF.

AVP Format:

Charging-Rule-Request ::= < AVP Header: TBD >









  [ IMSI ]






 


  [ MSISDN ]





 



  [ Bearer-Identifier ]









  [ Bearer-Type ]









  [ Access-Point-Name ]









  [ 3GPP-GPRS-Negotiated-QoS-Profile ]





 



  [ Visited-Network-Identifier ]





 



  [ Rule-Error-Indicator ]









* [ Charging-Rule-Name ]









* [ AVP ]

1.12 Downlink-Filter

The Downlink-Filter AVP (AVP code x) is of type IPFilterRule, and it and defines a packet filter for downlink IP flow. It is used to identify IP traffic for a service flow with following information: 

Editor’s note: IPFilterRule includes several parameters for traffic identification. The use of these parameters is FFS.

1.13 IMSI AVP

The IMSI AVP (AVP code x) is of type UTF8String, and it includes the International Mobile Subscriber Identity. 

1.14
Metering-Method AVP

The Metering-Method AVP (AVP code x) is of type Enumerated, and it defines what parameters should be metered. The following values are defined:

DURATION (0)

This value shall be used to indicate that the duration of the service flow should be metered.

VOLUME (1)

This value shall be used to indicate that volume of the service flow traffic should be metered.

DURATION_VOLUME (2)

This value shall be used to indicate that the duration and the volume of the service flow traffic should be metered.

1.15
MSISDN

The MSISDN AVP (AVP code 101) is of type UTF8String, and it includes the mobile subscriber international ISDN number as specified in TS 29.329.
1.16
Offline AVP

The Offline AVP (AVP code x) is of type Enumerated, and it defines whether the offline charging interface from the TPF for the associated charging rule should be enabled. The absence of this AVP indicates that the default configuration should be used. The following values are defined:

DISABLE_OFFLINE (0)

This value shall be used to indicate that the offline charging interface for the associated service flow should be disabled.

ENABLE_OFFLINE (1)

This value shall be used to indicate that the offline charging interface for the associated service flow should be enabled.

1.17
Online AVP

The Online AVP (AVP code x) is of type Enumerated, and it defines whether the online charging interface from the TPF for the associated charging rule should be enabled. The absence of this AVP indicates that the default configuration should be used. The following values are defined:

DISABLE_ONLINE (0)

This value shall be used to indicate that the online charging interface for the associated service flow should be disabled.

ENABLE_ONLINE (1)

This value shall be used to indicate that the online charging interface for the associated service flow should be enabled.

1.18
Protocol-Attributes AVP

The Protocol-Attributes AVP (AVP code x) is of type UTF8String, and it defines the rules based on which the service flow traffic is identified. The IP-Service-Flow AVP first identifies the L3/4 traffic for which this AVP is applied.

Editor’s note: The use and semantics of this AVP is FFS. 

1.19
Protocol-Extension AVP

The Protocol-Extension AVP (AVP code x) is of type Grouped, and it defines the upper layer protocol and rules to identify the service flow traffic. 

AVP Format:

Protocol-Extension ::= < AVP Header: x >







  [ Protocol-Type ]







  [ Protocol-Attributes ]

Editor’s note: The use and semantics of this AVP is FFS. 

1.20
Protocol-Type AVP

The Protocol AVP (AVP code x) is of type Enumerated, and it defines the protocol for which the attributes in Protocol-Attributes AVP are applied.

HTTP (0)

This value shall be used to indicate that the protocol for the associated service flow is http.

WAP (1)

This value shall be used to indicate that the protocol for the associated service flow is wap.

Editor’s note: The use of this AVP is FFS. 

1.21
Rule-Error-Indicator AVP

The Rule-Error-Indicator AVP (AVP code x) is of type xx, and it defines that the previously provisioned charging rule was erroneous and. 

1.22
Service-Flow-Filter AVP

The Service-Flow-Filter AVP (AVP code x) is of type Grouped, and it defines to rules based on which a service flow is identified. It consists of the Uplink-Filter and Downlink-Filter AVP(s) that define the Layer 3/4 traffic filter and optionally Protocol-Extension AVP(s) that define the upper layer protocol filter.

AVP Format:

Service-Flow-Filter ::= < AVP Header: x >







  [ Uplink-Filter ]







  [ Downlink-Filter ]








 *[ Protocol-Extension ]

1.23
Uplink-Filter

The Uplink-Filter AVP (AVP code x) is of type IPFilterRule, and it and defines a packet filter for uplink IP flow. It is used to identify IP traffic for a service flow with following information: 

Editor’s note: IPFilterRule includes several parameters for traffic identification. The use of these parameters is FFS.

1.24
Visited-Network-Identifier AVP

The Visited-Network-Identifier AVP (AVP code 1) is of type UTF8String and it contains the visited network domain ID  (i.e. in GPRS case SGSN PLMN ID) as specified in TS 29.229.
