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1
Scope

The present document defines from clause 4 to 16 the requirements for Packet Domain interworking between a:

a)
PLMN and PDN;

b)
PLMN and PLMN. 

The present document is valid for a PLMN in A/Gb mode as well as for a PLMN in Iu mode. If text applies only for one of these systems it is explicitly mentioned by using the terms "A/Gb mode" and "Iu mode". Please note, that the A interface does not play any role in the scope of the present document although the term "A/Gb mode" is used.
Clause 18 provides the stage 3 specification of the Gx reference point. The functional requirements and the stage 2 specifications of the Gx reference point are contained in 3GPP TS 23.125 [66]. 
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3
Definitions, abbreviations and symbols

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 22.060 [2] and 3GPP TS 23.060 [3] and 3GPP TS 23.125 [66] and the following apply:

2G- / 3G-: prefixes 2G‑ and 3G‑ refers to functionality that supports only A/Gb mode GPRS or Iu mode, respectively, e.g., 2G‑SGSN refers only to the A/Gb mode GPRS functionality of an SGSN. When the prefix is omitted, reference is made independently from the A/Gb mode GPRS or Iu mode functionality.

A/Gb mode: indicates that the text applies only to a system or sub-system which operate in A/Gb mode of operation, i.e. with a functional division that is in accordance with the use of an A or a Gb interface between the radio access network and the core network.

Iu mode: indicates that the text applies only to a system or a sub-system which operates in Iu mode of operation, i.e. with a functional division that is in accordance with the use of an Iu-CS or Iu-PS interface between the radio access network and the core network.

3.2
Abbreviations

Abbreviations used in the present document are listed in 3GPP TS 21.905 [42]. For the purposes of the present document, the following additional abbreviations apply:

AF
Application Function

APN
Access Point Name

ATM
Asynchronous Transfer Mode
AVP
Attribute Value Pair
BG
Border Gateway
CCF
Charging Collection Function

CGF
Charging Gateway Function
CHAP
Challenge Handshake Authentication Protocol
CRF
Charging Rules Function
DHCP
Dynamic Host Configuration Protocol

DHCPv6
Dynamic Host Configuration Protocol version 6

DNS
Domain Name System
DVMRP
Distance Vector Multicast Routing Protocol

GGSN
Gateway GPRS Support Node

GTP-U
GPRS Tunnelling Protocol for user plane

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IGMP
Internet Group Management Protocol

IMS
IP Multimedia Core Network Subsystem

IP
Internet Protocol

IPCP
IP Control Protocol (PPP NCP for IPv4)

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IPV6CP
IPv6 Control Protocol (PPP NCP for IPv6)

ISDN
Integrated Services Digital Network

ISP
Internet Service Provider

LAC
L2TP Access Concentrator

LAN
Local Area Network 

LNS
L2TP Network Server

MIP
Mobile IP

MLD
Multicast Listener Discovery

MOSPF
Multicast Open Shortest Path First

MS
Mobile Station

MT
Mobile Terminal

MTU
Maximum Transfer Unit

NAI
Network Access Identifier

OCS
Online Charging System

PAP
Password Authentication Protocol

PDF
Policy Decision Function

PDCP
Packet Data Convergence Protocol
PDN
Packet Data Network

PDU
Protocol Data Unit

PEP
Policy Enforcement Point

PIM-SM
Protocol Independent Multicast – Sparse Mode

PPP
Point-to-Point Protocol

PS
Packet Switched

RADIUS
Remote Authentication Dial In User Service

SBLP
Service Based Local Policy
SDF
Service Data Flow
SGSN
Serving GPRS Support Node

SMDS
Switched Multimegabit Data Service

TCP
Transmission Control Protocol

TE
Terminal Equipment

TEID
Tunnel End-point Identifier
TPF
Traffic Plane Function
UDP
User Datagram Protocol

3.3
Symbols

For the purposes of the present document, the following symbols apply:

Gb
Interface between an SGSN and a BSC.

Gi
Reference point between Packet Domain and an external packet data network.

Gn
Interface between two GSNs within the same PLMN.

Go
Interface between a GGSN and a PDF.

Gp
Interface between two GSNs in different PLMNs. The Gp interface allows support of Packet Domain network services across areas served by the co-operating PLMNs.

Gs
Interface between an SGSN and MSC.
Gx
Reference Point between the TPF and the CRF.
Iu
Interface between the RNS and the core network. It is also considered as a reference point.

R
The reference point between a non-ISDN compatible TE and MT. Typically this reference point supports a standard serial interface.

Um
The interface between the MS and the fixed network part in A/Gb mode. The Um interface is the A/Gb mode network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the GSM services through this interface.

Uu
Interface between the mobile station (MS) and the fixed network part in Iu mode. The Uu interface is the Iu mode network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the UMTS services through this interface.



***********NEXT MODIFIED SECTION *******
18
Gx Reference Point

18.1
General

The Gx reference point is used for service data flow based charging rules between the Traffic Plane Function (TPF) and the Charging Rules Function (CRF), also known as Service Data Flow Based Charging Rules Function. 

The Gx reference point and the architectural model are described in 23.125 [66].

To fullfill the requirements and functionalities of the Gx reference point, a set of AVPs is defined. These can be used within the RADIUS and DIAMETER interfaces on the GGSN (specifically Gi and Gy) as requested by the operator specific configuration. 
NOTE: 
The use of these AVPs with other interfaces (e.g. Wm) is FFS. It is anticipated that exactly the same AVPs would be used.

NOTE: 
The definition of a separate DIAMETER NASREQ interface towards a stand-alone Charging Rules Function is FFS

18.2 
Gx attributes

DIAMETER messages that can be used to carry the AVPs at bearer establishment or modification from the GGSN to the CRF (and back) are the pair Credit Control Request/Answer (CCR-CCA) as defined in DIAMETER Credit Control [68].

RADIUS messages that can be used at bearer establishment or modification are Access-Request and Access-Accept.

Editor’s Note: Since RADIUS authentication only applies to primary PDP Contexts, it is FFS whether other RADIUS messages are to be used for secondary PDP contexts, or whether usage of DIAMETER is required in case Gx information is to be provided for secondary PDP contexts.
The DIAMETER messages that may be used to carry the AVPs at bearer service termination from the GGSN to the CRF (and back) are the pair Session Termination Request (stop)/Answer (STR-STA) or the parr Abort Session Request/Answer as defined in DIAMETER base protocol [67], or the pair Credit Control Request/Answer (CCR-CCA) as defined in DIAMETER Credit Control [68].
RADIUS messages that can be used at bearer service termination are Accounting-Request (stop) and Accounting-Response (stop).

DIAMETER messages that can be used to carry the AVPs for unsolicited provision (push information) from CRF to TPF are the pair Re-Authorisation Request/Answer (RAR-RAA) as defined in DIAMETER base protocol [67].

RADIUS messages that can be used for unsolicited provision of charging rules information, are Disconnect-Request and Disconnect-Accept.
Editor’s Note: it would have to be specified that the TPF does not terminate the bearer when receiving the Disconnect-Request.
The CRF shall identify the Charging Rules to be applied based on the following information supplied by the TPF:

· User identity

· Network identity

· Service Request (for GPRS this includes APN, QoS, TFT)

The above information is available in the RADIUS/DIAMETER protocol using attributes/AVPs as shown in Table xx.

Table yy shows the sub-attributes of the 3GPP Vendor-Specific AVP which are re-used for the Gx information for the TPF to query the CRF.

Table zz describes the sub-attributes of the 3GPP Vendor-Specific AVP defined for the Gx information returned to the TPF.
Table xx: List of the attributes used for identifying Charging Rules

	Name
	Purpose
	Reference

	Called-Station-ID
	APN
	16.4.1, [SA5 DIAMETER CC FFS]

	Calling-Station-ID
	User identity
	16.4.1, [SA5 DIAMETER CC FFS]

	3GPP-Vendor-Specific
	User identity, QoS, TFT
	See table yy below


Table yy: List of the sub-attributes of the 3GPP-Vendor-Specific attribute/AVP used for identifying charging rules

	Name
	Purpose
	Reference

	3GPP-IMSI
	User identity
	16.4.7

	3GPP-PDP Type
	Type of PDP Context (IP or PPP)
	16.4.7

	3GPP-GPRS-Negotiated-QoS-Profile
	QoS
	16.4.7

	3GPP-GGSN-Address
	GGSN identification
	16.4.7

	3GPP-GGSN-MCC-MNC
	Network identification
	16.4.7

	3GPP-SGSN-MCC-MNC
	Network identification
	16.4.7

	3GPP-Packet-Filter
	Packet Filter used for this PDP context
	16.4.7


Table zz: List of the sub-attributes used for providing Charging Rules

	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Message
	Reference

	tbd
	Rule-Base-Name
	Name of rule base to apply
	Optional
	Access-Accept, Credit Control Answer, Disconnect-Request, Re-authorisation Request
	18.4

	tbd
	Charging-Rules-Install
	Charging rules to be installed
	Optional
	Access-Accept, Credit Control Answer, Disconnect-Request, Re-authorisation Request
	18.4

	tbd
	Charging-Rules-Remove
	Charging rules to be removed
	Optional
	Access-Accept, Credit Control Answer, Disconnect-Request, Re-authorisation Request
	18.4

	11
	3GPP- Session-Stop-Indicator
	Indicates to the AAA server that the session is released (PDP session for GPRS).
	Optional
	Accounting-Request STOP, Session Termination Request
	16.4.7


Existing RADIUS and DIAMETER capabilities shall identify the TPF/CRF connection, and the specific instance of the TPF/CRF connection for subsequent data exchange, as well as the type of instance (initial request or subsequent request).

For DIAMETER and GPRS, the mapping of PDP Contexts to DIAMETER session and sub-sessions is defined in [kk].

Editor’s note: reference to SA5 specification for Gy to be filled in.

18.3


Gx reference point functionality

18.3.1
Request for charging rules
In order to request, update and terminate charging rules, the TPF needs to notify events to the CRF. A set of AVPs are defined to transport the necessary event information.

At a bearer establishment (PDP context establishment for GPRS) or, if the event trigger is met, at modification (PDP context modification for GPRS), the TPF requests the charging rules to be applied.

This functionality is achieved through the use of the 3GPP-Vendor-Specific attribute, as per table xx. 

· 18.3.2
Provision of pre-defined charging rules
18.3.2.1 Pre-defined rule-base

For a pre-defined charging rules data repository, it is only necessary to instruct which rule-base to apply (e.g. "gold-user-rulebase"). The rule-base on the TPF contains all the individual charging rules. The following AVPs are used for this purpose:
The Rule-Base-Name AVP (AVP code TBD) is of type OctetString, and indicates the name of a pre-defined charging rule-base.

In this case, event triggers associated with the rule-base are pre-defined in the GGSN.
18.3.2.2
Individual pre-defined charging rules

For pre-defined charging rules, it is only necessary to instruct which charging rule to apply (e.g. charging rule numbers 1, 6 and 8).

The Charging-Rule-Name AVP (AVP code TBD) is of type OctetString, and indicates the charging rule name of a pre-defined charging rule. In this case, event triggers associated with the set of charging rules for a user and IP network connection, are pre-defined in the TPF.

Note that when this AVP appears within a Charging-Rule-Definition AVP, it provides the name of the dynamic charging rule that is defined by the other AVPs within the Charging-Rule-Definition AVP. This identifier can be used later for removing or modifying the rule.
· 18.3.3
Provision of dynamic charging rules

In order to communicate in a dynamic way the contents of a charging rule, a new sub-attribute is defined to contain the charging rule definition. This sub-attribute transports the following information. 

- Name of the rule

The name of the rule uniquely identifies the rule within the session and is allocated by the CRF. It can be used later to identify the rule for removal or modification.

- Filtering information 

This can be provided in the form of 5 tuple information (source IP address, destination IP address, source port number, destination port number, protocol ID of the protocol above IP). Multiple 5-tuples can be provided within a single charging rule. Separate filters are provided for uplink and downlink.

Reference to a pre-defined filter is FFS.

- Indication of online or offline charging

- For offline charging, indicatation of volume and/or time based charging.

- For online charging, indication of the termination action to be done by the TPF when the online charging system indicates the credit for the service data flow has expired: dropping packets, default termination, re-directing of packets

- Charging Key
- Precedence of the rule

Additionally, event triggers are associated with all charging rules for a user and IP network connection.

18.4


Gx AVPs

Editor’s note: it is FFS how the below AVPs are carried in case of RADIUS.
18.4.1 Rule-Base-Name AVP

The Rule-Base-Name AVP (AVP code TBD) is of type OctetString, and indicates the name of a pre-defined charging rule-base.

18.4.2
Charging-Rule-Install AVP

The Charging-Rule-Install AVP (AVP code TBD) is of type Grouped and contains a set of charging rules to be installed in the TPF. The charging rules to be installed may be provided by reference to pre-defined charging rules using the Charging-Rule-Name AVP and/or as fully defined charging rules using the Charging-Rule-Definition AVP.

AVP format:


< Charging-Rule-Install > ::= < AVP Header: TBD >











* [ Charging-Rule-Definition ]










* [ Charging-Rule-Name ]











* [ AVP ]

18.4.3
Charging-Rule-Remove AVP

The Charging-Rule-Remove AVP (AVP code TBD) is of type Grouped and contains a set of charging rules to be removed at the TPF. The charging rules to be removed are indicated using the Charging-Rule-Name AVP, which contains the name of a pre-defined charging rule to be removed or a name of a dynamically provided charging rule that was previously installed within the same session.

< Charging-Rule-Remove > ::= < AVP Header: TBD >











* [ Charging-Rule-Name ]










* [ AVP ]

18.4.4
Charging-Rule-Name AVP

The Charging Rule Name AVP (AVP code TBD) is of type OctetString and uniquely identifies a charging rule within the session. A charging rule name may be pre-defined at the CRF and TPF (for pre-defined charging rules) or dynamically allocated by the CRF (for dynamically provided charging rules).
18.4.5 Charging-Rule-Definition AVP

The Charging-Rule-Definition AVP (AVP code TBD) is of type Grouped, and is used to contain a detailed definition of a charging rule.

AVP Format

      < Charging-Rule-Definition > ::= < AVP Header: TBD >












[ Uplink-Filtering-Information ]











[ Downlink-Filtering-Information ]












[ Type-charging-indicator ]












[ Charging-Key ]











[ Recording-Type ]











[ Termination-Action ]











[ Charging-Rule-Name ]
18.4.6 Uplink-Filtering-Information AVP

The Uplink-Filtering-Information AVP (AVP code TBD) is of type IPFilterRule, and is used to describe the filter for the service data flow.

Editor’s note: a mechanism to indicate pre-defined filters is FFS

18.4.7 Downlink-Filtering-Information AVP

The Downlink-Filtering-Information AVP (AVP code TBD) is of type IPFilterRule, and is used to describe the filter for the service data flow.

Editor’s note: a mechanism to indicate pre-defined filters is FFS

18.4.8 Type-Charging-Indicator AVP

The Type-Charging-Indicator AVP (AVP code TBD) is of type Enumerated, and is used to indicate whether online or offline charging is to be used. The following values are supported:

ONLINE



0

The Charging-Rule-Definition AVP that contains this Type-Charging-Indicator is to be used for online charging.

OFFLINE



1

The Charging-Rule-Definition AVP that contains this Type-Charging-Indicator is to be used for offline charging.

18.4.9 Charging-Key AVP

The Charging-Key AVP (AVP code TBD) is of type OctectString, and is used to indicate the charging key to use with a given charging rule definition.

18.4.10 Termination-Action AVP

The Termination-Action AVP (AVP code TBD) is of type Enumerated. The Termination Action applies only in case of online charging. The termination action indicates the action, which the Traffic Plane Function should perform when the online charging system indicates the credit for the service data flow has expired. The following values are supported:

DROP





0

The termination action when the credit for the Charging-Rule-Definition AVP that conatins this Termination-Action AVP has expired is to drop the packets of the terminated service date flow as they pass through the TPF.

DEFAULT




1

The termination action when the credit for the Charging-Rule-Definition AVP that conatins this Termination-Action AVP has expired is the default behaviour pre-configured in the TPF according to operator’s policy. For instance, default behaviour may consist of allowing packets of the corresponding service data flow to pass through the TPF.

REDIRECT





2

The termination action when the credit for the Charging-Rule-Definition AVP that conatins this Termination-Action AVP has expired is re-directing of packets to an application server.

18.4.11 Recording-Type AVP

The Recording-Type AVP (AVP code TBD) is of type Enumerated. The Recording Type applies only in case of offline charging. The recording type indicates the information that need to be recorded. The following values are supported:

VOLUME



0

The Charging-Rule-Definition AVP that contains this Recording-Type AVP value will use a volume based charging.

TIME




1

The Charging-Rule-Definition AVP that contains this Recording-Type AVP value will use a time based charging.

VOLUME AND TIME



2

The Charging-Rule-Definition AVP that contains this Recording-Type AVP value will use time and volume based charging.
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