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Introduction

CN3 has the responsibility for choosing the protocol for the Gq interface. This document compares the two most relevant protocol candidates and proposes which protocol should be used for the Gq interface, taking into account the requirements specific for the Gq interface. The proposal also contains examples of the Gq message definitions and usage based on the selected protocol.

Discussion

Overview of the Gq interface

The Gq interface is used for service-based policy information exchange between the Policy Decision Function (PDF) and an Application Function (AF), e.g. the P-CSCF. This information is used by the PDF for service based local policy decisions. In Release 5 the PDF was able to communicate only with P-CSCF as it was a logical part of the P-CSCF and there was no standardized interface between the P-CSCF and PDF in Release 5. The Gq interface allows also other session-based AFs than P-CSCF to communicate with the PDF.

Requirements for the Gq protocol

· Easy and fast protocol implementation.

· Extensibility in next releases (New messages and new parameters can be included in next releases).

· Fast real time connection.

· Possibility to exchange device capabilities.

· Support for inter-domain communication.

Relevant options for the Gq protocol

Based on protocol evaluations against AAA Network Access Requirements done in the IETF (RFC3127) and the Gq interface requirements listed above and derived from the 3GPP SA2 Policy Control Evolution feasibility study (TR 23.917), following two protocol candidates are considered as the most relevant options for the Gq interface. 

COPS-PR:

The COPS protocol is aimed at the exchange of policy information between a policy server and its clients. The COPS-PR is a protocol used in Go interface for the policy control between PDF and GGSN.

1) COPS-PR is a particular way to use the base COPS protocol. The base COPS protocol provides a mechanism to carry and ensure delivery of application specific data between the Policy Decision Point and the Policy Enforcement Point. 

2) The COPS-PR protocol provides a means to define and carry the application specific data for any application, and the process to extend/modify the application-defined interface is simple and straightforward.

3) The COPS-PR supports capability exchange in the connection set-up.

4) Re-use of Go PIB definitions is possible for similar data in the Gq interface. The PIB can import part of definitions from existing PIBs.

Diameter:

Diameter is a protocol aimed to support authentication, authorisation and accounting. Diameter is developed to overcome some limitations with RADIUS, which is in widespread use today. Diameter is used for Cx, Dx, Ro, Rf and Sh interfaces in 3GPP architecture.

1) The Diameter protocol provides a mechanism to carry and ensure delivery of application specific data between the authorisation client and the authorisation server.

2) Diameter provides a means to define and carry the application specific data for any application, and the process to extend/modify the application-defined interface is simple and straightforward.

3) Diameter supports the authorisation request to be received from the client, after which the client and server both can initiate events related to that authorisation.
4) The Diameter base protocol supports capability exchange in connection set-up.
5) Diameter supports SCTP as an option with the advantages it gives for real-time mission critical applications. 

6) Diameter supports network nodes for proxies and redirect servers. This is advantage for inter-operator interface to support roaming users to use home AF in visiting network or to use e.g. streaming server outside of PLMN. The proxy chaining is deployed for the purposes of providing roaming services. The redirect servers/agents enable operator’s to do changes in their infrastructure without requiring configuration changes in other operator’s network. The security configurations in Diameter network, also for roaming cases, are defined in the AAA specifications. 
Conclusion

The basic operations of both COPS and Diameter are suitable for the base protocol for the Gq interface supporting simple and straightforward extensions for a new application. Both protocols also support capability exchange in the connection set-up. The main difference of the Gq interface requirements compared to the Go interface requirements is that the Gq interface may be an inter-domain interface whereas the Go interface is an intra-domain interface. The Diameter specifications give better support for a secure and scalable inter-operator interface implementation than COPS, as currently there are no inter-domain policy interactions defined for COPS. The Diameter has also a slight advantage for time critical applications by supporting SCTP.

Proposal

For the above reasons we propose the Diameter to be selected for the Gq interface.

It is proposed that existing Diameter command codes from the Diameter base protocol and the NASREQ Diameter application are used with Gq specific AVPs. A new application ID is needed for the Gq interface to distinguish the Gq messages from the existing Diameter application messages. Gq specific messages will be defined in the new TS “policy control over Gq interface” specification. The Diameter application ID and AVP IDs can be booked from IANA for the Gq interface with a pointer to the 3GPP TS.

The appendix shows an example of the definitions of Diameter based Gq messages, Gq specific AVP definitions and a message flow diagram for the Diameter based Gq interface.

Appendix:

Example message definitions

AA-Request (AAR) Command

The AAR command, indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field, is sent by an AF to the PDF in order to request the authorization for the bearer usage for the AF session. 

Message Format:

< AA-Request> ::= < Diameter Header: 265, TBD, REQ, PXY >





< Session-Id >





{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]





{ Destination-Realm }

{ User-Name }

      * [ Session-Description ]

[ AF-Charging-Identifier ]

{ Session-Authorization-Type }





*[ AVP ]





*[ Proxy-Info ]






*[ Route-Record ]

AA-Answer (AAA) Command

The AAA command, indicated by the Command-Code field set to 265 and the ‘R’ bit cleared in the Command Flags field, is sent by the PDF in response to the AAR command.

Message Format:

< AA-Answer> ::= < Diameter Header: 265, TBD >





< Session-Id >





{ Vendor-Specific-Application-Id }





[ Result-Code ]






[Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }






[ Authorisation-Token ]

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

Example AVP definitions

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Session-Description
	N
	x.x.x
	OctetString
	
	
	
	
	

	AF-Charging_Identifier
	N+1
	x.x.x
	Unsigned32
	
	
	
	
	

	Session-Authorisation-Type
	N+2
	x.x.x
	Enumerated
	
	
	
	
	

	Authorisation-Token
	N+3
	x.x.x
	OctetString
	
	
	
	
	


Session-Description AVP

The AVP contains a session description information based on the SDP. The information is used by PDF to determine authorised QoS and IP flow classifiers for bearer authorisation.

AF-Charging-Identifier AVP

The AVP contains a AF charging Identifier that is sent from the AF to the PDF. The PDF may use this information for charging correlation with bearer layer.

Session-Authorisation-Type AVP

The AVP determines the type of the session authorisation request. For example following values could be defined defined:

INITIAL_REQUEST (0)

This value is used when AF requests the authorisation for the session at first time in order to obtain Authorisation-Token for the session from the PDF.

MODIFY_REQUEST (1)

This value is used when the session has been modified and the AF updates a new session description for the PDF.

Authorisation-Token AVP

The AVP contains the Authorisation Token defined in the [x].

Example message flows

The following message flow diagram shows an example of usage of Diameter based Gq in an IMS call setup and disconnection. The basic assumption is that existing command codes from the Diameter base protocol and NASREQ Diameter application are used. 





















1. UE initiates an IMS session set up by sending SIP Invite to P-CSCF. The message may include SDP information.

2. The P-CSCF requests Authorisation Token by sending Diameter NASREQ - Authentication and Authorisation Request (AAR) message to the PDF. The message may contain authorization information based on SDP if available. 

3. The PDF responses to the P-CSCF with Diameter NASREQ - Authentication and Authorisation Answer (AAA) message that contains Authorisation Token allocated by the PDF.

4. P-CSCF sends 183 response to the UE. The Authorisation Token is given to the UE in the message.

5. The UE requests secondary PDP context for the media with the Authorisation Token.

6. GGSN resolves the PDF address from the Authorisation Token and sends the COPS REQ message to PDF to request authorization for the bearer.

7. The PDF may request the authorisation information from the P-CSCF at this stage, by sending Diameter Re-Auth-Request (RAR) message to the P-CSCF.

8. The P-CSCF responds with authorization information included into the Diameter Re-Auth-Answer (RAA) message.

9. The PDF sends authorization decision to the GGSN.

10. The GGSN accepts the authorised PDP context.

11. The GGSN indicates the success of an enforcement of the authorisation decision to the PDF.

12. The UE terminates the IMS session.

13. The P-CSCF requests the PDF to revoke the authorisation by sending Session Termination Request (STR) message to the PDF.

14. The PDF responds with the Session Termination Answer message to the P-CSCF.

15. If the PDF has not received the COPS DRQ message (UE hasn’t deactivated the media PDP context) in an operator specific timeout the PDF sends Remove Decision to the GGSN.

16. If the UE hasn’t deactivated the media PDP context, the GGSN initiates the PDP context deactivation.

17. The GGSN resonds to the Remove Decision by RPT message.

18. The GGSN deletes the authorization request state from the PDF by sending the DRQ message.
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