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< First amended section >

4.3.1.5
Binding mechanism handling

The binding information is used by the GGSN to identify the correct PDF and subsequently request service-based local policy information from the PDF. The binding information associates a PDP context with one or more media components of an IMS session. The GGSN may receive one or more sets of the binding information during an activation or modification of a secondary PDP context. Each set of binding information consists of an authorisation token and the flow identifier(s) related to the IP flows of the actual media component. If there is more than one media component to be transported within the PDP context the binding information includes the flow identifier(s) for the IP flows of each of the media components.

The GGSN shall store the binding information and apply it to correlate events and actions between the PDP context and the service-based local policy.

The GGSN shall determine the IP address of the PDF from the PDF identifier received as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name. If the GGSN receives multiple sets of binding information in the secondary PDP context activation, the GGSN shall search for the first Authorization Token containing the PDF identifier (Authorization Token is of type AUTH_SESSION and contains AUTH_END _ID) and use that to identify the correct PDF. If none of the tokens included in the binding information are of type AUTH_SESSION, or they do not contain an AUTH_ENT_ID attribute to resolve the PDF address, then the GGSN shall reject the secondary PDP context activation request. The reason for the rejection is indicated to the UE with the error code value "Invalid binding information" (see annex D). 
The GGSN shall forward the binding information received from the UE to the PDF. If multiple sets of binding information are received by the GGSN, it shall forward them to the PDF. 
If the binding information is successfully modified using the PDP context modification procedure, the GGSN shall replace the old binding information with the new binding information.
When the GGSN receives a secondary PDP context activation request to an APN for which the Go interface is enabled and no binding information is received, the GGSN may either reject the secondary PDP context activation request, or accept it within the limit imposed by a locally stored QoS policy. This local QoS policy shall be operator configurable within the GGSN. If the request is rejected, the reason for the rejection is indicated to the UE with the error code value "Missing binding information" (see annex D). 
When the GGSN receives a secondary PDP context modification request to an APN for which the Go interface is enabled, and no binding information is received, the GGSN shall reject the secondary PDP context modification if binding information has been previously provided for the PDP context. If no binding information has previously been received, the GGSN may either reject the secondary PDP context modification request, or accept it within the limit imposed by a locally stored QoS policy. This local QoS policy shall be operator configurable within the GGSN. If the request is rejected, the reason for the rejection is indicated to the UE with the error code value "Missing binding information" (see annex D). 
When binding information is received, the GGSN shall ignore any UE supplied TFT, and filters in that TFT shall not be installed in the packet processing table.


The GGSN shall reject a secondary PDP context activation or PDP context modification request with the error code "Binding information not allowed" (see annex D) in the following cases:

· The Go interface is disabled and the GGSN receives a Create PDP Context Request or Update PDP Context Request message that includes binding information.
· The GGSN receives a Create PDP Context Request or Update PDP Context Request message that includes both binding information and the IM CN Subsystem Signalling Flag.

The GGSN receives an Update PDP Context Request message that includes binding information to modify a previously non-authorized PDP context.

· < Next amended section >

5.1.1
Initial authorization at PDP context activation

The GGSN may receive binding information during the activation of a secondary PDP context by the UE. To perform initial authorization at the secondary PDP context activation the GGSN shall send an authorisation request to the PDF including the binding information received from the UE.

The GGSN identifies the required PDF from the authorisation token of the binding information. The authorisation token is formatted according to the structure of the policy element AUTH_SESSION defined in [11]. The policy element AUTH_SESSION shall include the AUTH_ENT_ID and the SESSION_ID attributes. The GGSN checks for that Policy Element and retrieves the AUTH_ENT_ID attribute from this. If this is in the form of a Fully Qualified Domain Name, then this is used to identify the correct PDF.

The GGSN authorisation request message to the PDF shall allow the GGSN to request policy information for authorisation of the media components carried by a PDP context identified by binding information.

When the GGSN receives the PDF decision regarding authorisation of the media components, the GGSN shall enforce the policy decision. To enforce the policy decision, the GGSN shall install the packet filters received from the PDF, and ignore the UE supplied TFT.

If the PDF decision information indicates that the binding information provided by the GGSN is authorised, the GGSN shall proceed with activation of the secondary PDP context. The GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

To ensure charging correlation, the GGSN shall send the GCID and GGSN address information to the PDF after the successful establishment of the secondary PDP context, i.e. with the report following the initial authorization decision.

When the PDF detects that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, or is otherwise unable to authorise the binding information, the GGSN will receive a COPS decision message from the PDF carrying both an INSTALL and REMOVE decision. The reason for the rejection is indicated by the INSTALL decision with an appropriate authorisation request failure reason. The GGSN shall reject the secondary PDP context activation with a corresponding error code, see annex D. The GGSN shall subsequently remove this state according to the REMOVE decision. For an initial authorisation request, the GGSN shall then send a COPS Delete Request State (DRQ) message to the PDF to remove the state in the GGSN and the PDF.

When the GGSN sends an authorization request to the PDF but the PDF does not respond with the decision message or the communication between the GGSN and the PDF fails, the GGSN shall reject the secondary PDP context activation with the error code "Authorizing entity temporarily unavailable" (see annex D).

< Next amended section >

6.1.1
TCP connection for COPS protocol

The GGSN receives the PDF identifier received as part of the Authorization Token, during the secondary PDP context activation or PDP context modification procedure. The GGSN resolves the PDF IP address from the PDF identifier, which is in the form of a fully qualified domain name.

If there is no existing TCP connection to the PDF, the GGSN shall establish a TCP connection for COPS interactions to the PDF. The GGSN shall use an existing TCP connection to the PDF, whenever present.

The TCP connection between the GGSN and the PDF may be pre-established by configuring the PDF addresses on the GGSN.

All communication between the GGSN and the PDFs shall use a standardised Client-Type with a corresponding standardised PIB, as defined in annex B.

The validity of the PDF may be ensured either by using a private DNS for resolving the PDF IP address or by configuring a list of allowed PDF IP addresses on the GGSN.

< Next amended section >

Annex D (normative):
Go interface related error code values for the PDP context handling

The following error codes are used to indicate Go interface related errors from the GGSN to the UE. The error codes listed below are transferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12]:


The error code values transported in the container contents field shall be the binary representations of the error code numbers listed below.


In all the cases listed below a common GTP cause code, "User authentication failed", see 3GPP TS 29 060 [20], shall be used in the response message.

Error code No. 1 "Authorization failure of the request"

This error code indicates that the secondary PDP context activation or PDP context modification request is rejected because the authorizing entity is unable to provide an authorization decision for the binding information.
Error code No. 2 "Missing binding information"

This error code indicates that the secondary PDP context activation or PDP context modification request is rejected because the binding information was not included in the request although required.
Error code No. 3 "Invalid binding information"

This error code indicates that the secondary PDP context activation or PDP context modification request is rejected because the authorizing entity could not be resolved from the binding information.

Error code No. 4 "Binding information not allowed"

This error code indicates that the secondary PDP context activation or PDP context modification request is rejected because the Go interface is disabled or not supported in the GGSN and hence binding information is not allowed. The error code may also indicate that the PDP context modification is rejected because binding information is not allowed for modification of previously non-authorised PDP context or that the binding information is not allowed when the PDP context is indicated to be used for IMS signaling.
Error code No.5 "Authorizing entity temporarily unavailable"

This error code indicates that the secondary PDP context activation or PDP context modification request is rejected because the authorizing entity indicated by the binding information is temporarily unavailable.

Error code No. 6 "No corresponding session"

This error code indicates that the secondary PDP context activation request is rejected because the authorizing entity cannot associate the Authorisation token of binding information with any ongoing session or binding information contains invalid flow identifier(s).The error code also indicates that the PDP context modification request is rejected by the authorizing entity because the authorization token has changed or the binding information contains invalid flow identifier(s).
Error code No. 7 "Invalid bundling"

This error code indicates that the secondary PDP context activation request is rejected because the authorizing entity doesn't allow the grouping of the flow identifiers contained in the PDP context activation request to be carried in the requested PDP Context.
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