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Introduction

The following is a discussion on how to indicate to the AAA server  that the IP address/prefix can be released. It applies to the case where the IP address/prefix has been assigned via the RADIUS interface, and there are several (primary/secondary) PDP contexts using the same address.

The current 3GPP approach is described in TS 29.061 v5.4.0 subclause 16.2, as follows:

“If the AAA server is used for IP address or IPv6 prefix assignment, then, upon reception of a RADIUS Accounting-Request STOP message for all PDP contexts associated to a session defined by APN and IMSI or MSISDN, the AAA server may make the associated IP address or IPv6 prefix available for assignment.

In order to avoid race conditions, the GGSN shall include a 3GPP Vendor-Specific sub-attribute "Session Stop indicator" when it sends the Accounting-Request STOP for the last PDP context of a PDP session and the PDP session is terminated  (i.e. the IP address or IPv6 prefix and all GTP tunnels can be released). The AAA server shall not assume the PDP session terminated until an Accounting-Request STOP with the Session Stop indicator is received.”

This change of a RADIUS server when made compliant to 3GPP may not be very logical. The normal (i.e.Non-3GPP) behavior is to always release the IP address at the Accounting-Request STOP message. The 3GPP behavior on the contrary is to never release the IP address at the Accounting-Request STOP message, except when the 3GPP Stop Indicator is included. 

The main problem we fear is that there is a risk that in some network configurations we may end up with RADIUS servers that by e.g. configuration mistake are assigning the same IP address to two UE’s at the same time. (An IP address being incorrectly released when an UE deactivates one of its secondary PDP contexts, and the RADIUS server subsequently reusing the address and assigns it to another UE which activates a new PDP Context -  while the IP address still being used by the first UE.)

It would have been more logical to change the normal RADIUS behavior if a 3GPP specific indicator is included and keep  the normal RADIUS behavior unchanged when no indicators are present. This can be achieved by an alternative approach where the  GGSN  sends a new  “Session Continue Indicator”  in the Accounting-Request STOP message for all PDP contexts of a PDP session except for the last one.  This seem to be the approach chosen by 3GPP2.

Many (all?)  Radius vendors provide their products to both 3GPP and 3GPP2 networks and with the standards being different in this specific detail, there is a risk that this might be a source to future difficult-to-detect problems when secondary PDP contexts starts to be widely used.

A third approach would be to have a new  “Session Continue Indicator” in all the first Accounting-Request STOP messages, and have the existing "Session Stop indicator" in the Accounting-Request STOP message for the last PDP context.
Question

Considering the three alternatives,

1. Stick to the existing solution with a "Session Stop indicator" for the last PDP context. No changes would be required. However, there is a risk of certain serious errors, e.g. the same IP address be assigned to several UE’s at the same time.

2. Introduce a new  “Session Continue Indicator”  to be used for all PDP contexts except for the last one. Normal RADIUS indication for releasing the IP address is retained, hence error probability may be reduced. Also, this would imply an alignment with 3GPP2

3. Combine 1 and 2 above. This would imply an explicit indication in all cases, and may be a robust solution,

which alternative would be the preferred one by CN3 ?

