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5.1.1
Initial authorization at PDP context activation
The GGSN receives binding information during the activation of a PDP context by the UE. To perform initial authorization at the PDP context activation the GGSN shall send an authorisation request to the PCF including the binding information received from the UE.
The GGSN identifies the required PCF from the binding information. The binding information is formatted according to the structure of the policy element defined in [11] and shall include the AUTH_ENT_ID and the SESSION_ID attributes. The GGSN checks for a Policy Element of type AUTH_SESSION ([11]) and retrieves the AUTH_ENT_ID attribute from this. If this is in the form of a Fully Qualified Domain Name, then this is used to identify the correct PCF.
The GGSN authorisation request message to the PCF shall allow the GGSN to request policy information for authorisation of the media components carried by a PDP context identified by binding information.

When the GGSN receives the PCF decision regarding authorisation of the media components, the GGSN shall enforce the policy decision. To enforce the policy decision, the GGSN shall install the packet filters received from the PCF, and ignore the UE supplied TFT.
If the PCF decision information indicates that the binding information provided by the GGSN is authorised, the GGSN shall proceed with activation of the PDP context. The GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

To ensure charging correlation, the GGSN shall send the GCID and GGSN address information to the PCF after the successful establishment of the PDP context, i.e. with the report following the initial authorization decision.
When the PCF detects that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, or is otherwise unable to authorise the binding information, the GGSN will receive a COPS decision message from the PCF carrying both an INSTALL and REMOVE decision. The GGSN shall reject the PDP context activation with the error code value 'Authorization failure of the request'. The error code is transferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12]. The GGSN shall subsequently remove this state according to the REMOVE decision. For an initial authorisation request, the GGSN shall then send a COPS Delete Request State (DRQ) message to the PCF to remove the state in the GGSN and the PCF.
When the GGSN sends an authorization request to the PCF but the PCF does not respond with the decision message or the communication between the GGSN and the PCF fails, the authorization action is according to the local policy in the GGSN. The local policy may be configured by the operator. If the local policy in the GGSN does not allow the GGSN to make local policy decisions in the absence of the PCF, the GGSN shall reject the PDP context activation with the error code "Authorizing entity temporarily unavailable" (see annex D). 
If the GGSN supports a local policy decision point (LPDP) configuration it may make local policy decisions in the absence of the PCF. The local policy decisions may be used to accept new PDP context activations while the connection to the PCF is lost. The synchronization behaviour between the GGSN and the PCF is based on the local policy configured by operators.
5.1.2
Modification of previously authorized PDP context
The GGSN is responsible for notifying the PCF when a procedure of PDP context modification of a previously authorized PDP context is performed. To authorise the PDP context modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE in the following cases:
-
Requested QoS exceeds "Authorised QoS";
-
New binding information is received.
The GGSN on receiving the PDP context modification request from the UE will verify the authorisation. If the GGSN does not have sufficient information to authorize the PDP context modification request then the GGSN shall interrogate the PCF for modification request authorisation.

If the requested QoS is within the already "Authorized QoS" and the binding information is not changed, the GGSN need not send an authorization request to the PCF.
If the PCF does not respond with a decision message to an authorization request sent by the GGSN or the communication between the GGSN and the PCF fails, and if the local policy in the GGSN does not allow the GGSN to make local policy decisions in the absence of the PCF, the GGSN shall reject the PDP context modification with the error code "Authorizing entity temporarily unavailable" (see annex D).
The GGSN is responsible for notifying to the PCF when the procedure of the PDP context modification is performed in the following cases:
-
Requested QoS maximum bit rate is 0 kbit/s;
-
Requested QoS maximum bit rate changes from 0 kbit/s.
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Annex D (normative):
Go interface related error code values for the PDP context handling

The following error codes are used to indicate Go interface related errors from the GGSN to the UE. The error codes are transferred to the UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12]: 

Error code No. 1 "Authorization failure of the request"

This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity is unable to provide an authorization decision for the binding information.
Error code No. 2 "Missing binding information"

This error code indicates that the PDP context activation/modification request is rejected because the binding information was not included in the request although required.
Error code No. 3 "Invalid binding information"

This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity could not be resolved from the binding information.
Error code No.X "Authorizing entity temporarily unavailable"

This error code indicates that the PDP context activation/modification request is rejected because the authorizing entity indicated by the binding information is temporarily unavailable. 
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