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	In TS 29.207, the UE provides binding information that is used for authorisation against the session. The binding information is sent up to the PCF for validation. The PCF validates that the token and media flow identifier received in the binding information are correct for a SIP session. The PCF will then authorise the PDP context in a COPS decision message to the GGSN. The decision message may contain authorisation data and filters to be applied to the PDP context at the GGSN.

In addition to the authorisation data, the GGSN and PCF shall also exchange charging identifiers which are output in charging records.

The binding information identifies the session, and so the PCF can be sure that the sender of the binding information is the entity involved in the SIP layer session (or something acting on its behalf). It is important, or rather essential, that the PCF does not authorise the same bandwidth more than once.

Consider the following case: UE-A initiates a SIP session and receives a token from the PCF. UE-A then requests a PDP context, including binding information for a media component within the SIP session. The PCF authorises the binding information and sends authorisation data to the GGSN, which completes establishing the PDP context. The GGSN and PCF exchange and record the charging identifiers.

Now, UE-A uses a background bearer to pass this binding information to a cooperating UE-X which is connected to the same PLMN. UE-X then requests a PDP context, including the same binding information as previously used by UE-A. The GGSN identifies the PCF, and sends the binding information. As in the earlier sequence, the PCF will validate the binding information, and reply to the GGSN with the authorisation data, and the GGSN would complete the PDP context establishment. Again, the GGSN and PCF would exchange and record the charging identifiers.

At this point, the PCF has authorised the same bandwidth twice, which as noted above is not allowed.

It should be noted that the same effect as above could be achieved if UE-A simply initiated two PDP Contexts with the same binding information – the PCF has no information which indicates from which UE a particular PDP Context activation originated. It has been suggested that the IP address of the UE could be used to ensure that the activation comes from the same UE, but this does not avoid the case where UE-A activates two PDP Contexts itself. Nor do UEs necessarily have a unique IP address since with stateless address autoconfiguration the UE is allocated an entire 64-bit prefix.

The following principles are proposed:

1) Each flow authorised by the PCF should only be authorised once at any given time

2) The most recent mapping of components to PDP Contexts, proposed by the SIP User Agent, should be honoured.

So, on receipt of a new Go Request containing binding information for a flow which has already been authorised, the previous authorisation is revoked, at the same time as the new one is approved. This will result in the downgrading of the QoS for the old PDP Context.
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First amended section
4.3.2.3
Binding mechanism handling

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF. Each set of binding information consists of an authorisation token and one or more flow identifier(s).

During the session set-up the PCF generates an Authorisation Token for the IMS session. The Authorisation token shall be sent to the P-CSCF which forwards it to the UE in the SIP signalling. The PCF shall allocate its PCF identifier as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.

The PCF receives the binding information and a Client Handle as part of a REQ from the GGSN. The PCF shall store the Client Handle for each media component identified by the binding information for subsequent message exchanges.

The authorisation token is applied by the PCF to identify the IMS session. If no IMS session can be found for an authorisation token, or if the PCF is otherwise unable to authorise the binding information, the PCF shall send a COPS decision message carrying both an INSTALL and REMOVE decision. The INSTALL decision shall identify an authorisation failure to the GGSN, and may include further details identifying the cause. The REMOVE decision shall subsequently remove this state from the GGSN. For an initial authorisation, the PCF shall then initiate a remove for the authorisation request.

For a valid authorisation token the flow identifier(s) is used to select the available information on the media component(s) of this IMS session. The PCF sends the available authorisation information on the media component(s) back to the GGSN. If the PCF has already communicated authorisation for the same authorisation token and Flow Id(s) to this (or another) GGSN on this IMS session, then the previous authorisation shall be revoked, and this revocation shall be communicated to the appropiate GGSN. 
If the binding information consists of more than one flow identifier, the PCF shall also verify that the media components identified by the flow identifiers are allowed to be transferred in the same PDP context. If any of these media components was mandated to be carried in a separate PDP Context, the PCF shall send a COPS decision message carrying both an INSTALL and REMOVE decision. The INSTALL decision shall identify an authorisation failure to the GGSN, and may include further details identifying the cause. The REMOVE decision shall subsequently remove this state from the GGSN. For an initial authorisation, the PCF shall then initiate a remove for the authorisation request.

For a valid binding information consisting of more than one flow identifier, the information sent back to the GGSN shall include the aggregated QoS for all the flows and a packet filter for each flow. The flow identifiers within the binding information can span one or more media components.
********************** Next amended section *************************

5.2
PCF

5.2.1 SBLP decisions

5.2.1.1
SBLP authorisation decision

The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements.
All media components in the SDP are authorised. The media components contain one or more IP flows each represented by a flow identifier. Cf. the definition of flow identifier in clause 3.1. The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios. The policy setup information provided by the P-CSCF to the PCF for each media component shall contain the following:
-
Destination IP address;

-
Destination port number;

-
Transport Protocol id;

-
Media direction information;

-
Direction of the source (originating or terminating side);

-
Indication of the group that the media component belongs to;
Editor's note: The format of this group indication in SIP/SDP is subject to CN1's decision.
-
Media type information;

-
Bandwidth parameter;

-
Indication of forking/non-forking.
Additionally, upon the P-CSCF receives the ICID in SIP signalling, it shall send the ICID to the PCF.
The PCF stores the authorised policy information, and generates an Authorisation Token to identify this decision. The Authorisation Token is passed back to the P-CSCF for inclusion in the SIP signalling back to the UE.

The Authorisation Token is in the form of a Session Authorisation Data Policy Element as described in [11]. The PCF shall include an AUTH_ENT_ID attribute containing the Fully Qualified Domain Name of the PCF and the SESSION_ID attribute.
Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information in the request.
-
Decision on the binding information:

The authorisation shall contain the decision on verifying the binding information. The PCF shall identify whether the binding information indeed corresponds to an initiated SIP session.


The authorization shall also contain decision on the list of flow_IDs contained in the bearer authorisation request sent by the GGSN representing the list of media components intended to be carried in the same PDP Context. This decision shall verify that these media components are indeed allowed to be carried in the same PDP Context. The PCF shall make this decision by comparing the list of flow_IDs contained in the bearer authorization request received from the GGSN to the media component grouping indication information received from the P-CSCF.

In case the UE violates the IMS level indication, and attempts to set up multiple IMS media components in a single PDP context despite of an indication that mandated separate PDP contexts, the PCF shall enforce the rejection of this PDP context request by sending an INSTALL and REMOVE decision to the GGSN.

If the binding information and the list of flow_IDs are successfully authorised (verified) as per the means described above, the PCF shall also communicate the authorisation details for each media component to the GGSN.
      If the PCF has already communicated authorisation for the same authorisation token and Flow Id(s) to this (or another) GGSN, then the previous authorisation shall be revoked, and this revocation shall be communicated to the GGSN.

The authorisation details contain the "Authorised QoS" and the packet classifier(s) of the associated IP flows. In case of an aggregation of multiple media components within one PDP context, the combination of the "Authorised QoS" information of the individual media components is provided as the "Authorised QoS".


Based on the media direction information and the direction of the source provided by the P-CSCF, the PCF shall define the direction (upstream or downstream) of the "Authorised QoS" and the packet classifier(s).

-
Packet classifier(s):

The PCF shall use the destination IP address(s), destination port number(s) and transport protocol id(s) to formulate a packet classifier(s).

-
If the source IP address, which is part of the standard 5-tuple for packet classifying, is provided by the P-CSCF in the SDP, then this shall be used. Based on operator policy the source IP address for bi-directional flows may be identified from the 64 bit prefix of the destination IP address. If the source IP address is not identified by the SDP information and not identified by the 64 bit prefix of the destination IP address then the source IP address shall be wildcarded by the PCF.

· If the source port number, which is part of the standard 5-tuple for packet classifying, is not provided by the P-CSCF in the SDP then the source port number shall be wildcarded by the PCF in the packet classifier.

-
The PCF shall send the destination address and the destination port number for each IP flow associated with the media component.
-
"Authorized QoS":

The "Authorised QoS" information (consisting of maximum DiffServ Class and Data Rate) for a media component is extracted from the media type information and bandwidth parameter of the SDP. The PCF shall map the media type information into a DiffServ Class which is the highest class that can be used for the media. As an example, the audio media type shall be mapped into Expedited Forwarding PHB.


The PCF shall extract the Data Rate value from the "b=AS" SDP parameter. The "b=AS" parameter in the SDP shall contain all the overhead coming from the IP-layer and the layers above, e.g. UDP, RTP. The Data Rate includes the overhead coming from the possible usage of RTCP. The PCF shall use this value when determining the data rate value applicable for the media component.


For non-real-time bearers the Data rate value shall be considered as the maximum value of the 'Maximum bitrate' parameter.


In case of an aggregation of multiple media components within one PDP context, the PCF shall provide the "Authorised QoS" for the bearer as the combination of the "Authorised QoS" information of the individual media components. The DiffServ Class in the "Authorised QoS" for the bearer shall contain the highest PHB amongst the ones applied for the individual media components and indicates the highest UMTS traffic class that can be applied to the PDP context.

Editor's note: It shall be possible the group identifiers to restrict the individual media components carried by the same PDP context to have the same PHBs.


The Data Rate of the "Authorised QoS" for the bearer shall be the sum of the Data Rate values of the individual media components/IP flows and it is used as the maximum Data Rate value for the PDP context.
The PCF may include the gate enabling command as part of the authorisation decision. Alternatively, the PCF may provide a separate decision for opening the gate.

The PCF shall send the IMS charging identifier provided by the P-CSCF as part of the authorisation decision to the GGSN.
Upon receiving the modified SDP information from the P-CSCF, the PCF shall update the media authorization information for the session. The PCF may push this updated authorisation information to the GGSN. Under certain condition e.g. revoke of authorization, the PCF shall push the updated policy decision to the GGSN.

5.2.1.2
Session modification initiated decision

A session modification may occur that modifies the media components without adding or removing media lines, for example, a change in the bandwidth for the media line, or a change to the port number.

When there are updates to the SDP parameters for media lines which are currently authorised, the authorisation information (QoS, packet classifiers) may change. The updated information (QoS, packet classifiers) shall be pushed down to the GGSN using an unsolicited authorisation decision.

5.2.1.3
SBLP revoke decision
Upon SIP session release the PCF shall send a revoke authorisation decision to the GGSN after an operator specific time. The revoke authorisation decision shall be sent for each handle (PDP context) related to the session as a separate decision to the GGSN corresponding to the previous SBLP authorisation decision.
The timer for a pending session release shall be terminated if the PCF receives an indication on the termination of all PDP context(s) related to the released session.

Additionally, when a media component which is bound to a PDP context is removed from a SIP session and the UE has not performed the corresponding modification or deactivation of the PDP context within an operator specific time the PCF shall revoke the authorisation for the set of media components on that PDP context.

The timer for a pending media component removal shall be terminated if the PCF receives either a new authorisation request with the same handle where that media component has been removed, or an indication of the termination of the PDP context.

NOTE: 
The values of the timers for session termination and media component removal might be different, e.g. to allow for some more time for the required modification of the PDP context.

If the PCF receives a request from a GGSN for the same authorisation token and Flow Id(s) that this (or another) GGSN was already communicated authorisation, then the previous authorisation shall be revoked, and this revocation shall be communicated to the GGSN.
************** End of amended section *************
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