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First Modification

4.3
Functional elements and capabilities

4.3.1
GGSN

4.3.1.1
Service-based local policy enforcement point

The Service-based Local Policy Enforcement Point (PEP) is a logical entity which resides in the GGSN and communicates with the PCF regarding Service-based local policy control. Hereafter in the present document, the GGSN is assumed to contain the PEP implicitly unless otherwise stated. The GGSN sends requests to and receives decisions from the PCF. The GGSN may cache the policy decision data of the PCF decisions. This cached information may be used later for a local policy decision allowing the GGSN to make policy control decision about the QoS authorization for PDP context modifications without requiring additional interaction with the PCF.
The following service-based local policy enforcement point functionalities in the GGSN are identified:
-
Authorisation request:

The GGSN requests authorisation information from PCF for the media components carried by a PDP context. The GGSN enforces the PCF decisions related to the media components carried by a PDP context.
-
Authorisation report:

The GGSN shall also report to the PCF its success or failure in carrying out the PCF decision.
-
Policy based admission control:

The GGSN includes policy-based admission control that is applied to the bearers associated with the media components, and configures the policy based "gating" functionality in the user plane.


Policy-based admission control ensures that the GPRS bearer carrying media components, which is activated in the GGSN, is authorised by the PCF decision.


Additionally, policy-based admission control ensures that the resources, which can be used by each particular media component, are within the "Authorised QoS" specified by the PCF. This information is mapped by the Translation/mapping function in the GGSN to give the authorised resources for GPRS bearer admission control.


To ensure charging correlation, the PEP shall send the GPRS charging identifier and the GGSN address to the PCF.
-
Policy based gating functionality:

Policy based gating functionality represent the control of the GGSN over the Gate Function in the user plane, i.e. the forwarding of IP packets associated with a media component. In the user plane, a "gate" is defined for each direction of a media component. The PCF provides the gate description and the commands to open or close the gate. The gate description is received from the PCF in the authorisation decision. The command to open or close the gate shall be sent either in the authorisation decision or in subsequent decisions from the PCF.
4.3.1.1.1
QoS Information processing

The GGSN is responsible for the policy based admission control, i.e. to ensure that the requested QoS is in-line with the "Authorized QoS".
The GGSN needs the "Authorised QoS" information of the PDP context for the uplink as well as for the downlink direction. Therefore, the "Authorized QoS" information for the combination of all IP flows of each direction associated with the media component as determined by the PCF is used.
In case of an aggregation of multiple media components within one PDP context, the "Authorised QoS" for the bearer is provided by the PCF as the combination of the "Authorised QoS" information of the individual media components.
The GGSN shall perform the proper mapping between the IP QoS information and the UMTS QoS information. This mapping is performed by the Translation/mapping function which maps the "Authorised QoS" information for the PDP context into authorised UMTS QoS information.
It is recommended, the GGSN to derive the highest allowed UMTS Traffic class for the PDP context from the Diffserv PHB in the "Authorized QoS" according to table 4.3.1.1.1.
Table 4.3.1.1.1

	Diffserv PHB
	Traffic Class
	Traffic Handling Priority

	EF
	Conversational
	N/A

	AF41
	Streaming
	N/A

	AF31
	Interactive
	1

	AF21
	
	2

	AF11
	
	3

	BE
	Background
	N/A


The Data rate within the "Authorized QoS" information for the bearer is the combination of the data rate values of the "Authorised QoS" of the individual media components and shall be used by the GGSN as the maximum bandwidth value for the PDP context. This bandwidth value shall include all the overhead coming from the IP-layer and the layers above. If RTP is used, then all the overhead coming from the UDP, RTP and RTCP layers shall be included.

In the case of real-time UMTS bearers (conversational and streaming traffic classes), the Data rate value of the "Authorized QoS" information shall be considered as the maximum value of the 'Guaranteed bitrate' UMTS QoS parameter. In the case of non-real-time bearers (interactive and background traffic classes), the Data rate value shall be considered as the maximum value of the 'Maximum bitrate' UMTS QoS parameter.

Editor's note: Mapping the Data rate value for the real time into 'Guaranteed bitrate' or 'Maximum bitrate' parameter is for FFS.
The UMTS BS Manager receives the authorised UMTS QoS information for the PDP context from the Translation/mapping function. If the requested QoS exceeds the authorised QoS it may either reject the activation/modification of the PDP context or downgrade the requested UMTS QoS information to the authorised UMTS QoS information. In case of rejection of the activation/modification, the authorization failure is indicated to UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12].
The GGSN may store the authorized QoS for the binding information of an active PDP context in order to be able to make local decisions, when the UE requests for a PDP context modification.
4.3.1.2
Initialisation and maintenance

Editor's note: This describes the initialisation and maintenance of the COPS protocol over Go interface. It may be simplified by referring to IETF RFC.

4.3.1.3
Gate function
The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gate is described by a set of packet classifiers that identify IP flows associated to the gate. The packet classifier includes the standard 5-tuple (source IP address, destination IP address, source port, destination port, protocol) explicitly describing a unidirectional IP flow.

The packet classifier is received from the PCF in an authorisation decision. In the packet classifier the source IP address shall be taken from the SDP information if provided. Otherwise, for bi-directional flows the operator may choose to identify the source IP address from the 64 bit prefix of the destination IP address in order to reduce the possibilites of bearer misuse. If the source IP address is not identified by the SDP information and not identified by the 64 bit prefix of the destination IP address then the source IP address shall be wildcarded by thePCF.  If the source port number is not identified by the SDP information thenthe source port number  shall be wildcarded by the PCF.

The GGSN installs the packet filter applying the packet classifier. After installation of the packet filter the gate shall be closed until the GGSN receives a command to open the gate.

The commands to open or close the gate lead to the enabling or disabling of the passage for IP packets. If the gate is closed all packets of the related IP flows are dropped. If the gate is opened the packets of the related IP flows are allowed to be forwarded. The opening of the gate may be part of the authorisation decision event. The closing of the gate may be part of the revoke authorisation decision event.

IP Packets of a PDP context not matching any packet classifier associated with this PDP context shall be dropped.

If the packet classifier is included as an additional IE in the authorisation information, the GGSN shall check for validity of the TFT in the Create PDP Context Request or Update PDP Context Request. If the TFT proposed will result in packets from the media component being unable to pass through, the PDP context will be rejected with cause value indicating a semantic error in the TFT.

Editor's note: This issue should still be discussed in SA2.
*****End of first Modification*****

*****Second modification*****

5.2
PCF

5.2.1
SBLP decisions
5.2.1.1
SBLP authorisation decision

The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements.
All media components in the SDP are authorised. The media components contain one or more IP flows each represented by a flow identifier. Cf. the definition of flow identifier in clause 3.1. A flow identifier is expressed as a 2-tuple as follows:
<Media component no, IP flow no.>

where both are numbered starting from 1.

	0
	3

	Media component  no.
	IP flow no.


As an example, if the second "m=" - line in the SDP information contains one RTP media specification, the following flow identifiers would be assigned:

	IP flow
	Flow id.

	RTP
	<2,1>

	Associated RTCP
	<2,2>


The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios. The policy setup information provided by the P-CSCF to the PCF for each media component shall contain the following:
-
Destination IP address;

-
Destination port number;

-
Transport Protocol id;

-
Media direction information;

-
Direction of the source (originating or terminating side);

-
Indication of the group that the media component belongs to;
Editor's note: The format of this group indication in SIP/SDP is subject to CN1's decision.
-
Media type information;

-
Bandwidth parameter.
Additionally, upon the P-CSCF receives the ICID in SIP signalling, it shall send the ICID to the PCF.
The PCF stores the authorised policy information, and generates an Authorisation Token to identify this decision. The Authorisation Token is passed back to the P-CSCF for inclusion in the SIP signalling back to the UE.

The Authorisation Token is in the form of a Session Authorisation Data Policy Element as described in [11]. The PCF shall include an AUTH_ENT_ID attribute containing the Fully Qualified Domain Name of the PCF and the SESSION_ID attribute.
Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information in the request.
-
Decision on the binding information:

The authorisation shall contain the decision on verifying the binding information. The PCF shall identify whether the binding information indeed corresponds to an initiated SIP session.


The authorization shall also contain decision on the list of flow_IDs contained in the bearer authorisation request sent by the GGSN representing the list of media components intended to be carried in the same PDP Context. This decision shall verify that these media components are indeed allowed to be carried in the same PDP Context. The PCF shall make this decision by comparing the list of flow_IDs contained in the bearer authorization request received from the GGSN to the media component grouping indication information received from the P-CSCF.

In case the UE violates the IMS level indication, and attempts to set up multiple IMS media components in a single PDP context despite of an indication that mandated separate PDP contexts, the PCF shall enforce the rejection of this PDP context request by sending the an INSTALL and REMOVE decision to the GGSN.

If the binding information and the list of flow_IDs are successfully authorised (verified) as per the means described above, the PCF shall also communicate the authorisation details for each media component to the GGSN.


The authorisation details contain the "Authorised QoS" and the packet classifier(s) of the associated IP flows. In case of an aggregation of multiple media components within one PDP context, the combination of the "Authorised QoS" information of the individual media components is provided as the "Authorised QoS".


Based on the media direction information and the direction of the source provided by the P-CSCF, the PCF shall define the direction (upstream or downstream) of the "Authorised QoS" and the packet classifier(s).

-
Packet classifier(s):

The PCF shall use the destination IP address(s), destination port number(s) and transport protocol id(s) to formulate a packet classifier(s).

· If the source IP address , which is part of the standard 5-tuple for packet classifying, is provided by the P-CSCF in  the SDP, then this shall be used. Based on operator policy the source IP address for bi-directional flows may be identified from the 64 bit prefix of the destination IP address. If the source IP address is not identified by the SDP information and not identified by the 64 bit prefix of the destination IP address then the source IP address shall be wildcarded by the PCF.

· If the source port number, which is part of the standard 5-tuple for packet classifying, is not provided by the P-CSCF in the SDP then the source port number shall be wildcarded by the PCF in the packet classifier.

-
The PCF shall send the destination address and the destination port number for each IP flow associated with the media component.
-
"Authorized QoS":

The "Authorised QoS" information (consisting of maximum DiffServ Class and Data Rate) for a media component is extracted from the media type information and bandwidth parameter of the SDP. The PCF shall map the media type information into a DiffServ Class which is the highest class that can be used for the media. As an example, the audio media type shall be mapped into Expedited Forwarding PHB.


The PCF shall extract the Data Rate value from the "b=AS" SDP parameter. The "b=AS" parameter in the SDP shall contain all the overhead coming from the IP-layer and the layers above, e.g. UDP, RTP. The Data Rate shall also include the overhead coming from the possible usage of RTCP.

NOTE:
The overhead coming from the IP-layer and the layers above is also included in the UMTS QoS bitrate parameters and the IP QoS parameters (e.g. RSVP flowSpec).


When the GGSN uses IP QoS parameters for resource reservation, the Data rate value shall be considered as the maximum value of the 'Token Bucket Rate' IP QoS parameter. When the GGSN uses UMTS QoS parameters, the Data rate value shall be considered as the maximum value of the 'Guaranteed bitrate' parameter for real-time bearers.

Editor's note: Mapping the Data rate value for the real time into 'Guaranteed bitrate' or 'Maximum bitrate' parameter is for FFS.


For non-real-time bearers the Data rate value shall be considered as the maximum value of the 'Maximum bitrate' parameter.


In case of an aggregation of multiple media components within one PDP context, the PCF shall provide the "Authorised QoS" for the bearer as the combination of the "Authorised QoS" information of the individual media components. The DiffServ Class in the "Authorised QoS" for the bearer shall contain the highest PHB amongst the ones applied for the individual media components and indicates the highest UMTS traffic class that can be applied to the PDP context.

Editor's note: It shall be possible the group identifiers to restrict the individual media components carried by the same PDP context to have the same PHBs.


The Data Rate of the "Authorised QoS" for the bearer shall be the sum of the Data Rate values of the individual media components and it is used as the maximum Data Rate value for the PDP context.
The PCF may include the gate enabling command as part of the authorisation decision. Alternatively, the PCF may provide a separate decision for opening the gate.

The PCF shall send the IMS charging identifier provided by the P-CSCF as part of the authorisation decision to the GGSN.
Upon receiving the modified SDP information from the P-CSCF, the PCF shall update the media authorization information for the session. The PCF may push this updated authorisation information to the GGSN. Under certain condition e.g. revoke of authorization, the PCF shall push the updated policy decision to the GGSN.

5.2.1.2
SBLP revoke decision
The PCF shall send a revoke authorisation decision to the GGSN upon SIP session release. The revoke authorisation decision shall be sent as a separate decision to the GGSN corresponding to the previous SBLP authorisation decision.
Additionally, when a media component which is bound to a PDP context is removed from a SIP session and the UE has not performed the corresponding modification of the PDP context within an operator specific time the PCF shall revoke the authorisation for the set of media components on that PDP context.

The timer shall be terminated if the PCF receives a new authorisation request with the same handle where that media component has been removed, or by termination of the PDP context.
*****End of Second Modification*****
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