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Introduction

A MS using IPv6 PDP type can have its IPv6 address configured via several mechanisms: stateless address autoconfiguration, DHCPv6, RADIUS, etc. This configuration only provides packet-level connectivity, however most of the applications will require information about DNS services to make use of the basic IPv6 services.

3G TS 29.061 only specifies the use of DHCPv6 to configure a MS with DNS server addresses. If stateless auto-configuration or RADIUS are used to allocate the MS IPv6 address, it is not specified how DNS IPv6 server addresses can be configured in the MS.

This contribution proposes to solve this important issues, as IPv6 DNS service configuration in the UE is essential.

Problem Description

When using IPv4 PDP type, the DNS IPv4 server addresses can be configured in the MS by using PPP Configuration Options embedded in the Protocol Configuration Option IE sent from GGSN to the MS. The DNS server information could be retrieved by the GGSN from internal configuration, DHCP server or AAA server via RADIUS.

When using IPv6 PDP type, the same mechanism cannot be used since PPPv6 [4] does not support options for DNS server address, and this information cannot be sent from the GGSN to the MS via the PCO.

Thus, according to 3G TS 29.061 then only mechanism to configure DNS IPv6 server address in a MS using IPv6 PDP type is to use DHCPv6. In this scenario the GGSN shall implement DHCPv6 relay-agent and the MS shall implement the full DHCPv6 client. 

3GPP shall not mandate the use of a single mechanism to configure DNS IPv6 address for MS, but however specifies several options to allow operators flexibility in their deployment. Moreover mandating the implementation of the full DHCPv6  protocol in the MS is putting constraints on handset that may not have the capabilities to handle a such complex protocol.

Cisco is proposing below two solutions to configure DNS IPv6 server address in the MS.

Using Protocol Configuration Option IE

IPv4 PDP type uses the Protocol Configuration Option (PCO) IE (and PPP IPCP configuration option) of the CreatePDPContextResponse and ActivatePDPContextResponse messages to send DNS server information from the GGSN to the MS. The GGSN may use several mechanisms to retrieve the DNS information (internal, DHCP, RADIUS). Since  PPPv6 does not define any options to configure DNS IPv6 server address, the same exact mechanism cannot be used. However for IMS purposes, 3G TS 24.008 has defined specific PCO field to request P-CSCF addresses (see 3G TS 24.008  Table 10.5.154).  The same mechanism can be used as described in the example below where specific PCO field are defines to retrieve DNS IPv6 server address:

MS to network direction:

-
0003H (DNSv6 Address Request);

Network to MS direction:

-
0003H (DNSv6 Address).

Upon IPv6 PDP context activation the MS can request the DNS server address in the PCO IE. The GGSN may use several options to retrieve the DNS information. Also the GGSN may by default always send the DNSv6 information to the MS.

Using DHCPv6 “lite”

Using the PCO to send DNS information to the MS may be suitable for a certain type of MS (e.g. handset) however if the MS  is composed of two entities (MT and TE), the DNS information contained in the PCO cannot be send to the TE using PPPv6. 

Unlike IPv4, IPv6 allows stateless address autoconfiguration (see [3]) where stateful DHCP server are not needed to allocate host IP addresses. The DHCP specification allows for the coexistence of clients using DHCP for stateful address assignment and clients using DHCP for obtaining configuration option.

The IETF draft “draft-droms-dnsconfig-dhcpv6-01” describes a simplified version of DHCPv6 can be used to retrieve DNS information. Using this DHCPv6 “lite” allows:

· to support the stateless address configuration described in 3G TS 23.060 and RFC 2462 as well as DNS information configuration

· simplified implementation in the MS for DNS information configuration

It is therefore proposed to use the stateless DHCPv6 described in [2] to configure MS with DNS information. In this configuration it is assumed that stateless address autoconfiguration is used and that GGSN acts as a DHCPv6 “lite” server or relay agent.

Proposal

As the configuration of DNS information is seen as essential for IPv6 MS and since 3GPP standards only specifies the use of stateful DHCPv6 to configure DNS information, this contributions proposes two options to configure IPv6 MS with necessary DNS service information.

Cisco request CN3 to consider the proposed solution. Cisco will provide the necessary CR to implement the solutions in the 3GPP standards. 
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