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1. Introduction 

During the last CN3 meeting (CN3#23) the issue behind the inability to identify the Source IP address within the SDP information was highlighted. The LS sent by CN3 (N3-020486) to SA2 concerning this matter was subsequently handled in the last SA2 meeting in Naantali Finland and SA2’s response can be found in N3-020560. In the response SA2 agrees that there is a potential case of misuse due to the lack of identifying the source IP addresses. The attached (unapproved) CR with the LS for 23.207 suggests using the 64 bit prefix of the destination IP address to provide some filtering capabilities in order to reduce the potential for misuse.  Recently the IETF has started work on identifying the source IP address in SDP 

Additionally SA2 have identified a potential issue with the support of Mobile IP. The LS raises the question of whether the source address restriction proposed introduces additional problems in the support of mobile IP 

This contribution discusses these two issues the support of source address filtering over the Go interface and Mobile IP handling in SBLP.

2. Discussion

2.1 Source IP address problem 

SDP currently only identifies the IP address that a user will receive data on, i.e. user A identifies the IP address that it wishes to receive data from user B. This approach was introduced in SDP in order to provide flexibility to the mechanism without having to state explicitly the transmitting source address information of the end users. This meant that a user could have receiving equipment (i.e. the speakers) with a separate IP address to the transmitting equipment (i.e. the microphone) whilst at the same time keeping SDP as lightweight as possible (i.e. removing what was thought of at the time as redundant information). Unfortunately an issue arises for setting the packet filters due to this lack of source address information. To help to illustrate this we will take the example of a 3GPP user A who has an authorised session with user B (non 3GPP user). User A has the same IP address for its speakers and microphone (1.1.1.1)
 whilst User B has an IP address for its speaker (receiving IP address) (2.2.2.2) and a different IP address for its microphone (transmitting IP address) (3.3.3.3); see the figure below.
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According to the current information provided from SDP, the P-CSCF(PCF) would contain 

· Information for the uplink  (i.e. from A to B) taken from the SDP information:

Destination IP address: B’s speakers : (2.2.2.2) + associated port number x

Source IP address: Unspecified by SDP

· Information for the downlink  (i.e. from B to A): taken from the SDP information

Destination IP address: A’s speakers : (1.1.1.1) + port number y

Source IP address: Unspecified by SDP 

The current working assumption in CN3 is that in order to overcome this lack of information from SDP, the source addresses are wildcarded. Although this resolves the issue of handling unspecified fields, it would open up the possibility of misuse of service. One example of potential misuse scenario is the following. 

Brian sets up an IMS call to David. Now David being an unscrupulous individual subsequently sets an IMS session to a third party i.e. web browsing. He informs the web server to use the same port number as used for his communication link with Brian but does not actually set up a bearer for this downlink traffic. At the same time David sets up his terminal to perform some address translation functionality in his terminal to change the incoming web traffic from this port number to the port number of the web application in the terminal. In this way he deceives the GGSN, which cannot distinguish the differing source addresses and in essence gains service whilst Brian is paying for it (assuming the charging scenario that calling party pays and that Brian’s operator does not check that the charges levied by David’s operator match those expected for the call). Whilst the operator may be able to spot this discrepancy on later analysis of the CDRs this potentially can cause theft of service or certainly stretch customer relations with the operator. 

In order to overcome this issue it has been proposed to use the same 64 bit prefix of the IPv6 destination address for bi-directional media flows. This restriction would be enforced by the PCF for Release 5. Furthermore there is currently work in the IETF to include the source address identification field in SDP (draft-ietf-mmusic-sdp-srcfilter-01.txt). Given that the identification of the packet filters is carried out in the PCF then it would be possible to include other new source address information if or when it becomes available in the future.

2.2 Mobile IP address handling 

During the discussion in the last SA2 meeting it was highlighted that a potential issue arises with filtering of the GGSN and the support of Mobile IPv6. The issue arises from the fact that Mobile IPv6 hides the care of address from the application layer (i.e. the IP address ”seen “ by the application layer is the “home” Ipv6 address even if the IP address used for routing (i.e. the so called “care of address”) is completely different). When using Mobile IPv6 an additional field includes the application level IP addressed which is present in the MobileIPv6 Destination Option and Routing Option.
Whilst it is not foreseen that a 3GPP client will use Mobile IPv6 by default the 3GPP terminal must be able to support if the other end user is a mobileIPv6 client. Furthermore the nodes within the GPRS system must also be able to route the authorised MobileIPv6 traffic through its network. Note the change of IP addresses due to mobility may occur within a session i.e. the network must be able to support this change of IP address without having to redefine everything.

Any system that introduces filters at an IP layer must consider the Issues that arise for the support of Mobile IP handling. This is mainly due to the fact that the allocation of this filter information is normally applied using information from the application level and as previously stated in Mobile iPv6 the application is unaware of the change of IP address. 

There are two sets of filters currently identified in the packet domain in UMTS. Setting of the Traffic Flow Templates (TFT) for the downlink traffic (in order to identify which PDP context to send the incoming traffic down) and the Service Based Local Policy (SBLP) filtering (both uplink and downlink). Given that both mechanisms use the application layer information to identify the filter criteria then it is concluded that both mechanisms currently are not compatible with Mobile IPv6. 

A potential solution to resolve this issue is to ensure that the packet filters, filter on the MobileIPv6 Destination Option and Routing Option if available and if not present then filter on the IP addresses provided by the application layer (either from the terminal in the case of TFT or the PCF in the case of SBLP). This would solve the issue for both TFT and SBLP configuration, furthermore it would mean that the 3GPP UE does not have to update the filters in the GGSN if the end user changes its IP address from moving form one care-of address to another. However the potential security implications have not been looked into and more work is needed for this potential solution.

It is therefore concluded that the issue of Mobile IP v6 handling is a wider problem than just applicable to the support of source address filtering for SBLP and that the problems identified are not increased by the introduction of source address filtering. It is therefore proposed that Mobile IP handling is carried out as a separate issue potentially being handled in IP network interworking.

3. Proposal

1. It is proposed that contribution N3-020596 a CR to 29.207 is approved which introduces using the 64 bit prefix of the destination IP address to apply for the source IP address when using a bi directional session and which does not support a method of identifying the source IP address in the SDP message.

2. It is proposed that the handling for external clients using Mobile IPv6 is handled in the interworking to IP networks currently identified in CN3 for Release 6

� Note that IPv4 nomenclature is used for illustration purposes. Please note that this information will actually consist of IPv6 addresses. 
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