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First amended section
4.3
Functional elements and capabilities

4.3.1
GGSN

4.3.1.1
Service-based local policy enforcement point

The Service-based Local Policy Enforcement Point (PEP) is a logical entity which resides in the GGSN and communicates with the PCF regarding Service-based local policy control. Hereafter in the present document, the GGSN is assumed to contain the PEP implicitly unless otherwise stated. The GGSN sends requests to and receives decisions from the PCF. The GGSN may cache the policy decision data of the PCF decisions. This cached information may be used later for a local policy decision allowing the GGSN to make policy control decision about the QoS authorization for PDP context modifications without requiring additional interaction with the PCF.
The following service-based local policy enforcement point functionalities in the GGSN are identified:
-
Authorisation request
The GGSN requests authorisation information from PCF for the media components carried by a PDP context. The GGSN enforces the PCF decisions related to the media components carried by a PDP context.
-
Authorisation report
The GGSN shall also report to the PCF its success or failure in carrying out the PCF decision.
-
Policy based admission control
The GGSN includes policy-based admission control that is applied to the bearers associated with the media components, and configures the policy based "gating" functionality in the user plane.

Policy-based admission control ensures that the GPRS bearer carrying media components, which is activated in the GGSN, is authorised by the PCF decision.

Additionally, policy-based admission control ensures that the resources, which can be used by each particular media component, are within the “Authorised QoS” specified by the PCF. This information is mapped by the Translation/mapping function in the GGSN to give the authorised resources for GPRS bearer admission control.

To ensure charging correlation, the PEP shall send the GPRS charging identifier and the GGSN address to the PCF.
-
Policy based gating functionality
Policy based gating functionality represent the control of the GGSN over the Gate Function in the user plane, i.e. the forwarding of IP packets associated with a media component. In the user plane, a “gate” is defined for each direction of a media component. The PCF provides the gate description and the commands to open or close the gate. The gate description is received from the PCF in the authorisation decision. The command to open or close the gate shall be sent either in the authorisation decision or in subsequent decisions from the PCF.
A gate also consists of a traffic metering function, and user plane actions to be taken for the set of packets matching the classifier.    When a gate is enabled, the packets in a flow are subject to the Diffserv edge treatment (policing or marking) as determined by traffic metering and user plane actions.  

4.3.1.1.1
QoS Information processing

The GGSN is responsible for the policy based admission control, i.e., to ensure that the requested QoS is in-line with the “Authorized QoS”.
The GGSN needs the “Authorised QoS” information of the PDP context for the uplink as well as for the downlink direction. Therefore, the “Authorized QoS” information for the combination of all IP flows of each direction associated with the media component as determined by the PCF is used.
In case of an aggregation of multiple media components within one PDP context, the “Authorised QoS” for the bearer is provided by the PCF as the combination of the “Authorised QoS” information of the individual media components.
The GGSN shall perform the proper mapping between the IP QoS information and the UMTS QoS information. This mapping is performed by the Translation/mapping function which maps the “Authorised QoS” information for the PDP context into authorised UMTS QoS information.
It is recommended, the GGSN to derive the highest allowed UMTS Traffic class for the PDP context from the Diffserv PHB in the “Authorized QoS” according to the following table:
Table 4.3.1.1.1

	Diffserv PHB
	Traffic Class
	Traffic Handling Priority

	EF
	Conversational
	N/A

	AF41
	Streaming
	N/A

	AF31
	Interactive
	1

	AF21
	
	2

	AF11
	
	3

	BE
	Background
	N/A


The Data rate within the “Authorized QoS” information for the bearer is the combination of the data rate values of the “Authorised QoS” of the individual media components and shall be used by the GGSN as the maximum bandwidth value for the PDP context. This bandwidth value shall include all the overhead coming from the IP-layer and the layers above. If RTP is used, then all the overhead coming from the UDP, RTP and RTCP layers shall be included.

In the case of real-time UMTS bearers (conversational and streaming traffic classes), the Data rate value of the “Authorized QoS” information shall be considered as the maximum value of the ‘Guaranteed bitrate’ UMTS QoS parameter. In the case of non-real-time bearers (interactive and background traffic classes), the Data rate value shall be considered as the maximum value of the ‘Maximum bitrate’ UMTS QoS parameter.

Editor’s note: Mapping the Data rate value for the real time into ‘Guaranteed bitrate’ or ‘Maximum bitrate’ parameter is for FFS.
The UMTS BS Manager receives the authorised UMTS QoS information for the PDP context from the Translation/mapping function. If the requested QoS exceeds the authorised QoS it may either reject the activation/modification of the PDP context or downgrade the requested UMTS QoS information to the authorised UMTS QoS information. In case of rejection of the activation/modification, the authorization failure is indicated to UE in the Protocol Configuration Options information element as defined in 3GPP TS 24.008 [12].
The GGSN may store the authorized QoS for the binding information of an active PDP context in order to be able to make local decisions, when the UE requests for a PDP context modification.
In addition the GGSN may receive IP QoS information for the service based local policy “gating” functions to control the traffic metering function and user plane actions to be taken for the set of packets matching the classifier. This information is in the form of IP QoS parameters and user plan actions for an individual IP flow or group of flows.
Next amended section
4.3.1.3
Gate function
The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gate is described by a set of packet classifiers that identify IP flows associated to the gate. The packet classifier includes the standard 5-tuple (source IP address, destination IP address, source port, destination port, protocol) explicitly describing a unidirectional IP flow.

The packet classifier is received from the PCF in an authorisation decision. In the packet classifier the source IP address and the source port number are wildcarded by the PCF.
Editor’s note: The wildcarding of the source IP address maybe updated depending on the SA2’s decision.
The GGSN installs the packet filter applying the packet classifier. After installation of the packet filter the gate shall be closed until the GGSN receives a command to open the gate.

The commands to open or close the gate lead to the enabling or disabling of the passage for IP packets. If the gate is closed all packets of the related IP flows are dropped. If the gate is opened the packets of the related IP flows are allowed to be forwarded. The opening of the gate may be part of the authorisation decision event. The closing of the gate may be part of the revoke authorisation decision event.

A gate also consists of a traffic metering function, and user plane actions to be taken for the set of packets matching the classifier.    When a gate is enabled, the packets in a flow are subject to the Diffserv edge treatment (policing and/or marking) as determined by traffic metering and user plane actions.  
IP Packets of a PDP context not matching any packet classifier associated with this PDP context shall be dropped or handled according to the instructions from the PCF.

If the packet classifier is included as an additional IE in the authorisation information, the GGSN shall check for validity of the TFT in the Create PDP Context Request or Update PDP Context Request. If the TFT proposed will result in packets from the media component being unable to pass through, the PDP context will be rejected with cause value indicating a semantic error in the TFT.

Editor’s note: This issue should still be discussed in SA2.
4.3.1.4
DiffServ edge function

Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN. This is dependent on SA2 decision and it is proposed to have the following text if SA2 maintains the functionality as a R5 requirement.

The DiffServ Edge Function shall be compliant to the IETF specifications for Differentiated Services. The IETF Differentiated Services architecture will be used to provide QoS for the external bearer service.

In the user plane, policy enforcement is defined in terms of a "gate" implemented in the GGSN. A gate is a policy enforcement function that interacts through the Go interface with PCF as the Policy Decision Point  for QoS resource authorisation at the IP BS level for a unidirectional flow of packets.  "Open"/"Close" gate operations as defined in TS23.228 are to enable/disable media flows and are under the control of the PCF.  A gate operates on a unidirectional flow of packets, i.e., in either the upstream or downstream direction. A gate consists of a packet classifier, a traffic metering function, and user plane actions to be taken for the set of packets matching the classifier.    When a gate is enabled, the packets in a flow are subject to the Diffserv edge treatment (policing or marking) as determined by traffic metering and user plane actions.  When a gate is disabled, all of the packets in the flow are dropped.   

Next amended section
4.3.2.3
Binding mechanism handling

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF. Each set of binding information consists of an authorisation token and one of more flow identifier(s).

During the session set-up the PCF generates an Authorisation Token for the IMS session. The Authorisation token is forwarded to the UE by SIP signalling. The PCF shall allocate its PCF identifier as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.

The PCF receives the binding information and a Client Handle as part of a REQ from the GGSN. The PCF shall store the Client Handle for each media component identified by the binding information for subsequent message exchanges.

The authorisation token is applied by the PCF to identify the IMS session. If no IMS session can be found for an authorisation token, or if the PCF is otherwise unable to authorise the binding information, the PCF shall send a COPS decision message carrying both an INSTALL and REMOVE decision. The INSTALL decision shall identify an authorisation failure to the GGSN, and may include further details identifying the cause. The REMOVE decision shall subsequently remove this state from the GGSN. For an initial authorisation, the PCF shall then initiate a remove for the authorisation request.

For a valid authorisation token the flow identifier is used to select the available information on the media component of this IMS session. The PCF sends the available information on the media component back to the GGSN.

If the binding information consists of more than one flow identifier, the PCF shall also verify that the media components identified by the flow identifiers are allowed to be transferred in the same PDP context. If any of these media components was mandated to be carried in a separate PDP Context, the PCF shall send a COPS decision message carrying both an INSTALL and REMOVE decision. The INSTALL decision shall identify an authorisation failure to the GGSN, and may include further details identifying the cause. The REMOVE decision shall subsequently remove this state from the GGSN. For an initial authorisation, the PCF shall then initiate a remove for the authorisation request.

For a valid binding information consisting of more than one flow identifier, the information sent back to the GGSN shall include the aggregated QoS for all the flows, IP QoS parameters and user plane actions for each IP flow or group of flows and a packet filter for each flow. The flow identifiers within the binding information can span one or more media components.
Next amended section
5.2.1
SBLP decisions
5.2.1.1
SBLP authorisation decision

[Skipped text]
The authorisation details contain the “Authorised QoS” and the packet classifier(s) of the associated IP flows. In case of an aggregation of multiple media components within one PDP context, the combination of the “Authorised QoS” information of the individual media components is provided as the “Authorised QoS”, in addition to the IP QoS parameters for the individual IP flows or groups of flows.

[Skipped text]
Annex B (normative):
3GPP Go PIB

   GO3GPP-PIB  PIB-DEFINITIONS ::= BEGIN 

   IMPORTS  -- Imports need cleanup

       Unsigned32, Integer32, MODULE-IDENTITY, 

       MODULE-COMPLIANCE, OBJECT-TYPE, OBJECT-GROUP 

               FROM COPS-PR-SPPI 

       InstanceId, Prid 

               FROM COPS-PR-SPPI-TC  

       InetAddress, InetAddressType 

               FROM INET-ADDRESS-MIB 

       TruthValue, PhysAddress 

               FROM SNMPv2-TC            

       SnmpAdminString 

               FROM SNMP-FRAMEWORK-MIB 

       dsqosPibClfrGroup,  dsqosPibClfrElementGroup, dsqosPibMeterGroup, dsqosPibTBParamGroup,
       dsqosPibActionGroup, dsqosPibDscpMarkActGroup

               FROM DIFFSERV-PIB;
[Skipped text]

   go3gppGateFilter OBJECT-TYPE 

       SYNTAX         Prid 

       STATUS         current 

       DESCRIPTION 

           "References an instance of the go3gppFilter class.


OR

References an instance of the dsqosClfrEntry or any other

           Diffserv Data Path Functional Element PRC as the starting

           point of the Diffserv Edge functionality . The go3gppFilter MUST be used

as part of the DiffServ Data Path Functional Element PRC.
OR
           A value of zeroDotZero indicates no packet classification nor

           Diffserv Edge functionality is used with this go3gppGate."

       ::= { go3gppGateEntry 2 }

[Skipped text]

   -- -------------------------------------------------------------

   -- 

   -- Conformance Section 

   -- 

   go3gppCompliances         OBJECT IDENTIFIER ::= { go3gppConformance 1 } 

   go3gppGroups              OBJECT IDENTIFIER ::= { go3gppConformance 2 } 

   MODULE -- this module 

    MANDATORY-GROUPS {

    -- Include here a list of PRCs in Framework PIB used by 3GPP GO PIB.

    -- These PRC include ones used to indicate which 3GPP GO PIB PRCs are

    -- Supported by a particular PEP/GGSN. The complete set of PRCs defined in the Go 3GPP PIB are to be included in this section since they are all deemed part of the minimum functionality for the PEP.

    }   

  -- These PRC include ones needed to support the Diffserv Edge Functionality.

   MODULE – DIFFSERV-PIB

    MANDATORY-GROUPS {

}

-- None Mandatory Diffserv PIB PRC Groups

    GROUP dsqosPibClfrGroup

     DESCRIPTION

             “This group is mandatory only for devices that implement Diffserv Classification function.”

    GROUP dsqosPibClfrElementGroup

     DESCRIPTION

             “This group is mandatory only for devices that implement Diffserv Classification function.”

    GROUP dsqosPibMeterGroup

     DESCRIPTION

             “This group is mandatory only for devices that implement Diffserv Meter function.”

    GROUP dsqosPibTBParamGroup

     DESCRIPTION

             “This group is mandatory only for devices that implement Diffserv Token Bucket Meter function.”

    GROUP dsqosPibActionGroup

     DESCRIPTION

             “This group is mandatory only for devices that implement Diffserv DSCP Marking function.”

    GROUP dsqosPibDscpMarkActGroup

     DESCRIPTION

             “This group is mandatory only for devices that implement Diffserv DSCP Marking function.”

    }

   MODULE -- this module 

    MANDATORY-GROUPS {

    -- Include here the Group and PRC Conformance definitions for 3GPP GO PIB

    -- PRCs.    

    }

-- Security considerations

-- The security mechanisms described in COPS [7] and COPS-PR [8] are
-- re-used in 3GPP. No security concerns have been identified beyond
-- those that the COPS base protocol security have already addressed
-- and provide the necessary protection against security threats.
   END 

End of amended section
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