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Go interface
4.1
Overview

The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point (PEP) in the GGSN from a Policy Control Function (PCF). As defined in the stage 2 specifications [3], this information is used by the GGSN to

-
GPRS bearer authorisation,

-
QoS charging related function
-
Control of service-based policy “gating” function in GGSN,

-
Control of DiffServ inter-working,

-
Control of RSVP admission control and inter-working,

The Go interface uses IP flow based policies.

The Common Open Policy Service (COPS) protocol has been developed as a protocol for use between a policy server and a network device, as described in [7].
In addition, COPS for Provisioning extensions have been developed as described in [8] with [9] describing a structure for specifying policy information that can then be transmitted to a network device for the purpose of configuring policy at that device.  The model underlying this structure is one of well-defined provisioning classes and instances of these classes residing in a virtual information store called the Policy Information Base (PIB).
The Go interface shall conform to the IETF COPS [7] and the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document.

COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.
The minimum functionalities that the Go interface shall cover are introduced below.

-
Media Authorisation information from PDP context

The GGSN receives the binding information during the activation of a (Secondary) PDP context by the UE. To authorise the PDP context activation, the GGSN shall send a media authorisation request to the PCF. This authorisation request shall include the following information:

-
Binding information

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF. The GGSN may receive one or more sets of the binding informations during an activation or modification of a PDP context. Each binding information consists of::

 -
One Authorisation token
-
One or more Flow id(s) within the session
It is assumed that only one set of binding information is carried within a PDP context in this Release.
The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:

-
Decision on the binding information
The PCF shall respond with an authorisation decision for the binding information. The authorisation decision shall identify whether the binding information is validated with an ongoing SIP session. Additionaly, the PCF shall verify if the multiple media components are correctly assigned to the PDP Context. If validated, the PCF shall also communicate the following media authorisation details to the GGSN;
-
Authorised QoS
This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.

The authorised QoS for media components signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.

The authorised QoS specifies the maximum QoS that is authorised for the UE for that specific binding information. In case of an aggregation of multiple media components within one PDP context, the combination of the authorised QoS information of the individual media components is provided as the authorised QoS for the bearer.

The authorised QoS contains the following information:
-
Diff Serv class

The DiffServ class determines the highest PHB that can be used for the media component. It is derived from the media type information of the SDP media description.

-
Data rate

The Data rate information is extracted from the SDP bandwidth parameter, more specifically the bandwidth value indicated by the "b=AS:" parameter. The Data rate shall include all the overhead coming from the IP-layer and the layers above, e.g. UDP, RTP. The Data rate shall also include the overhead coming from the possible usage of RTCP.
-
Packet Classifier
The packet classifier for media flows is based on the IP-address and port number information in the SDP and shall allow for all flows associated with the SDP media description.
-
Charging correlation

The GGSN shall send the GPRS charging identifier of the PDP Context and the GGSN address to the PCF.

Editor’s note: The additional charging correlation ID may be required. FFS. The timing for charging information to be available is FFS. 

-
Approval of QoS Commit / Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources

The PCF controls media flows and may revoke resources at any time. Approval of QoS Commit / Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.

-
Indication of PDP Context Release / Modification

The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session in the following cases;

-
Loss of radio contact (modification to 0 kbit/s for conversational and streaming class)

-
Deactivation of PDP context

-
Session modification handling
-
Case1: Change of media components within the authorized QoS

The PCF updates the authorized information.

The PCF closes old gates and opens new gates.

Editor’s note: Update of binding information or TFT is FFS.

-
Case2: Change of media components and the authorized QoS

The PCF updates the authorized information including the change of QoS.

The GGSN receives the PDP context modification and authorizes it according to available/requested policy decision.

The PCF closes old gates and opens new gates.

Editor’s note: Update of binding information or TFT is FFS.

-
Case3: Change of UMTS QoS by the UE

The UE requests for a modification of an existing PDP context that has been previously authorized by the PCF. The GGSN either sends an authorization request to the PCF or makes a local decision based on the stored policy decision data from the PCF.

Editor’s note: Currently CN3’s working assumption is that “Session modification handling” is classed lower priority than the other identified items in this section.

4.3.1.5
Binding mechanism handling

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF. The binding information associates a PDP context with one or more media components of an IMS session. The GGSN may receive one or more sets of the binding informations during an activation or modification of a (secondary) PDP context. Each binding information consists of an authorisation token and a flow identifier. If there is more than one media component to be transported within the PDP context the binding information includes one flow identifier for each of the media components. 
The PEP shall store the binding information and apply it to correlate events and actions between the PDP context and the service-based local policy.
The GGSN shall determine the IP address of the PCF from the PCF identifier received as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.

The PEP shall forward the binding information received from the UE to the PCF. If multiple binding informations are received by the GSSN, it shall forward them to the PCF. If none of the tokens included in the binding information are of type AUTH_SESSION, or they do not contain an AUTH_ENT_ID attribute to resolve the PCF address, then the GGSN shall reject the PDP context activation request.
When the GGSN receives a PDP context activation/modification to the IMS APN without the binding information  the GGSN shall reject the PDP context activation/modification request.

<Skipped text>

4.3.2
PCF

Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…
4.3.2.3
Binding mechanism handling

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF. Each set of binding information consists of an authorisation token and one or more flow identifier(s). 
During the session set-up the PCF generates an Authorisation Token for the IMS session. The Authorisation token is forwarded to the UE by SIP signalling. The PCF shall allocate its PCF identifier as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.

Editor’s note: This will be updated depending on the CN1’s decision.
The PCF receives the binding information and a Client Handle as part of a REQ from the GGSN. The PCF shall store the Client Handle for each media component identified by the binding information for subsequent message exchanges.

The authorisation token is applied by the PCF to identify the IMS session. If no IMS session can be found for an authorisation token, the PCF shall send a NULL decision (no policy information available) to the GGSN with the Request-State flag set in the COPS Decision Flags object.

For a valid authorisation token the flow identifier is used to select the available information on the media component of this IMS session. The PCF sends the available information on the media component back to the GGSN.

If the binding information consists of more than one flow identifier, the available information is selected and sent back to the GGSN. This information shall include the aggregate QoS for the set of of the media components, and packet filter(s) for each media component.
<Skipped text>
6.3.1.3
Client Specific Information (ClientSI) for outsourcing Operation

The authorisation token(s) and flow identifier(s) received in the incoming message at the GGSN is encapsulated inside the Client Specific Information object of the COPS request message sent from the GGSN to the PCF. The parameters describing the requested QoS may also be contained inside the Client SI object.

6.3.1.4
Reporting of Device Capabilities and Device Limitations

The functionality of reporting of device capabilities and device limitations is as described in RFC3084 [8]. In addition, the following shall apply:

The configuration request message serves as a request from the GGSN to the PCF and include provisioning client information to provide the PCF with client-specific configuration or capability information about the GGSN. The capability information to be exchange shall include the PIB objects supported by the GGSN. This information from the client assists the server in deciding what types of policy the GGSN can install and enforce.
The following GGSN capabilities may be provided in the configuration request message:

-
Bearer authorisation capabilities

The GGSN notifies the PCF that it supports bearer authorisation capabilities. The GGSN will provide the token(s) and media identifier(s) in the REQ for verifying the binding information and the grouping of the media components by the PCF.
-
Combined authorised QoS capabilities
The GGSN notifies the PCF that it’s capable to enforce the combined authorised QoS for the bearer.

-
Packet classifier capabilities

The GGSN notifies the PCF that it’s capable to enforce the packet classifier for each media component direction. Similar to the classification capabilities of DiffServ PIB

-
Open /close the gate capabilities

The GGSN informs the PCF that it’s capable to enforce a separate decision on opening the gate for the authorised media component and it’ s capable to enforce a separated decision from the PCF regarding disabling of the gate.

-
Revoke media authorisation capabilities
The GGSN notifies the PCF that it’s capable to enforce the revoke authorisation for GPRS and IP resources decision from the PCF.

Editor’s note: The usage of DRQ or REQ messages for revoking the authorized resources is FFS.

-
Charging coordination
The GGSN informs the PCF that it’s capable to send GPRS charging identifiers to the PCF.

The GGSN informs the PCF that it’s capable to receive IMS changing identifiers from the PCF.

Editor’s note: The charging coordination identifiers exchange maybe updated depending on the SA5’s decision.
-
Indication of QoS modifications to 0 kbit/s and from 0kbit/s

The GGSN informs the PCF that it is able to notify when the maximum bit rate for the PDP context is modified to 0 kbit/s or that the maximum bit rate for the PDP context is changed from 0 kbit/s.

-
Indication of the maximum number of media authorisation sessions

The GGSN may notifies the PCF how many parallel media authorisation sessions can support.
The PCF responds to the configuration request with an initial DEC message.
The R-type = 0x08 for configuration request is used here and M-type = 0x01 initial capability negotiation is used here.
The device capabilities information exchanged by the initial messages shall be stored in the PCF.
Editor’s note: Some texts are required to describe usage of data defined by the Go PIB.

6.4
Go data

Editor’s Note: This section describes relevant detailed structure and data format of each data element. May use a sub-section for each data element.
The detailed data description is provided in Annex B. 

Editor’s Note: This remainder of this chapter contains agreed detail message and data element format descriptions for the protocol prior to being defined in the PIB (Annex B). As the messages/data definitions are completed in the PIB, it shall be removed from here. Data shall not be removed from here until it is complete. Messages/data in the PIB which are not yet completed shall be clearly marked.
-
Client Handle – a unique identifier for the authorisation request. The format of the Client Handle is FFS.

-
Sets of Binding informations –Each binding information identifies (at a minimum):

-

-
The authorisation token for the session, which includes the PCF identity
-
The flow id(s) within the session

-
Authorisation Status – The authorisation status for the specified binding information. The status shall contain a valid/invalid indicator. The format of the authorisation status is FFS.  

-
Charging identifier – The charging identifier of the PDP context. The specific details of the charging identifier is FFS. Further information on the charging identifier is required from S2.

-
Authorised QoS – The authorised QoS contains the maximum allowed class, and the bandwidth information.

-
Maximum allowed class – Format is FFS. Proposed to use a DSCP element from the DiffServ PIB.

-
Data rate – Format is FFS. Proposed to be based on qosTBParamRate from DiffServ PIB. The size and format of the element though shall be considered to ensure it is not unreasonable for use in 3GPP.

-
Filter Specification – The information about the authorised IP end points addresses and ports. Format is FFS.
<Skipped text>

Annex A (informative):
Information to be incorporated into other specifications

Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.

A.1
Capabilities of UE (TS27.060)

Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.

A.1.1
Binding mechanism

Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.

The UE shall support the binding mechanism for service-based local policy control. The UE shall include one or more sets of binding informations in Activate or Modify PDP Context Request if the PDP Context is for an IMS session and the UE received an authorization token during SIP session negotiation. Each binding information consists of an authorization token and one or more flow identifier(s). The flow identifier identifies a media component for the session and is derived from the media component ordering in SDP, i.e., the nth media component in SDP will have the flow identifier value n. If the UE decides to put multiple media components on the same PDP context e.g. due to the same QoS requirement for those media components, the UE shall include multiple flow identifiers, i.e., one flow identifier for each media component.

Editor’s Note: The container for the binding information in Activate or Modify PDP Context Request is defined in TS24.008. The encoding of the binding information (i.e., Authorization and flow identifier) is defined in TS29.207.
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