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1
Introduction

This contribution discusses why a format must be specified for the Authorisation Token, and proposes a format based on an Authorisation Token format defined in the IETF.

2
Discussion

2.1
Format of Authorisation Token

The Authorisation Token is generated by the PCF and passed, via the P-CSCF to the UE. The UE includes the Authorisation Token in the PDP Context signalling to the GGSN. The GGSN passes the Authorisation Token back up to the PCF.

For the above flow, there is no requirement for any element other than the PCF to process the contents of the Authorisation Token. So, its format would not need to be defined.

However, the Authorisation Token must be examined by the GGSN to determine which PCF to contact. A format must therefore be defined to separate the PCF identity from the PCF-specific information (which the GGSN does not examine).

The Authorisation Token is carried in SIP using the SIP extensions for Media Authorisation [1]. This already requires that the Token is in the format of a Policy Element, as defined in RFC2750 [2].

The Policy Element format is nothing more than a ‘Type, Length, Data’ format. Several Type values (known as P-Types) are defined in other documents for various applications.

Options for CN3 are therefore:

1. Re-use one of the existing P-Types and associated Data format

2. Define our own P-Type and format and register this with IANA

A P-Type for the purposes of Session Authorisation Tokens is defined in draft-ietf-rap-rsvp-authsession-02.txt [3]. This defines a Policy Element type called ‘Session Authorisation Data’, or AUTH_SESSION, which includes space for the generating entity (in our case PCF), opaque credentials and other PCF-related data. This draft is currently in IESG review and is expected to be published as an RFC soon (and in time for 3GPP Plenary).

Note that although this Policy Element, and indeed the concept of Policy Elements itself, were developed for use with RSVP, there is nothing specific to RSVP in the application of this by 3GPP for the Go interface

On the principle that re-use is better then re-invention it is proposed to use this format for the IMS Authorisation Token.

Since most of the information in the Authorisation Token is only processed by the PCF it is not necessary to specify which attributes within the Session Authorisation Data should be used, except for the identity of the PCF. This is carried in the AUTH_ENT_ID attribute within the AUTH_SESSION Policy Element. Various formats are possible for this attribute (IP address, FQDN, etc.) and it is proposed to require that an FQDN be used.

It is expected that for the Go application, the only other attribute present would be AUTH_ENT_CRED which contains credentials, but there is no reason to specify this, as only the PCF sees this data.

2.2
Handling Multiple Policy Elements

The SIP extension for Media Authorisation can carry any type of Policy Element, and can carry more than one of them for a single session. To keep procedures at the UE simple, it is proposed that the UE should include all the Policy Elements it receives, whatever type they are (i.e. it should not have to open and process the Policy Elements at all). This will avoid the need to specify rules for determining which Policy Element should be used if more than one is received.


At the GGSN, it should also pass all the Policy Elements it receives to the PCF, whatever type they are. The GGSN will need to look for a Policy Element of type AUTH_SESSION to get the PCF identity. If none of the Policy Elements are of type AUTH_SESSION, or they do not contain an AUTH_ENT_ID attribute, then the GGSN should use a default PCF.

If multiple differing AUTH_ENT_Ids are received this is an error and the GGSN should reject the PDP Context request.

These procedures will ensure that the system is forwards compatible.

Note that inclusion by the UE of multiple Policy Elements from different sessions is FFS.

3
Proposal

The text proposal below implements the above suggestions in 29.207. Section 5.2.1, which describes PCF procedures, is split into two sections: interaction with the P-CSCF (derivation of decision from the SDP, generation of Authorisation Token) and interaction with the GGSN (receiving request from GGSN and sending response), and enhanced to include procedures for generating the Authorisation Token which were previously missing.

It is suggested that a liaison is sent to CN1’s present meeting to clarify that multiple Policy Elements may need to be included by the UE in the PDP Context signalling for a single session.
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5.1.1
Initial authorization at PDP context activation/modification
Editor’s Note: This subclause describes the actions in the GGSN when a PDP context activation/modification occurs where there are SBLP operations.
Editor’s note: Modification case is FFS.
The GGSN receives binding information during the activation/modification of a (Secondary) PDP context by the UE. To perform initial authorization at the PDP context activation/modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE.
The GGSN identifies the required PCF from the binding information. The binding information contains one or more Policy Elements [10]. The GGSN checks for a Policy Element of type AUTH_SESSION ([11]) and retrieves the AUTH_ENT_ID attribute from this. If this is in the form of a Fully Qualified Domain Name, then this is used to identity the correct PCF.

If no Policy Element of type AUTH_SESSION is received, then a default PCF shall be used.

If multiple Policy Elements of type AUTH_SESSION are received containing AUTH_ENT_ID attributes, then the PDP context activation/modification request shall be rejected.
All Policy Elements received are passed to the PCF.
To ensure charging correlation, the GGSN shall send the GPRS Charging ID and GGSN address information to the PCF.
Editor’s note: The exact timing and COPS messages for transporting the GPRS Charging ID is for further study.
The GGSN authorisation request message to the PCF shall allow the Service-based Local Policy Enforcement Point to request policy information for authorisation of the media flows carried by a PDP context identified by binding information.

When the GGSN receives the PCF decision regarding authorisation of the media flows, the Service-based Local Policy Enforcement Point shall enforce the policy decision.

If the PCF decision information indicates that the binding information provided by the GGSN is associated with an ongoing SIP session at IMS level, the GGSN shall proceed with activation/modification of the PDP context. The PEP in the GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

When the PCF detects that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, the PCF shall send a NULL decision (no policy information available) to the GGSN. The GGSN shall reject the PDP activation/modification context request.

Editor's note: the exact GGSN action when the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer is for further study.
Upon receiving the Remove decision from the PCF, the GGSN shall reject the PDP context and shall delete the Request-state that has been established in the PCF and the GGSN by sending the COPS Delete Request State (DRQ) message to the PCF.

Editor’s note: The communication failure between the GGSN and the PCF is not covered by this specification.

When the GGSN sends an authorization request to the PCF but the PCF doesn't respond with the decision message, the GGSN’s action is according to the local policy in the GGSN. The local policy may be configured by the operator.

If the GGSN supports a local policy decision point (LPDP) configuration it may make local policy decisions in the absence of the PCF. The local policy decisions may be used to accept new PDP context activations/modifications while the connection to the PCF is lost. The synchronization behaviour between the GGSN and the PCF is based on the local policy configured by operators.

Editor’s note: This has dependency to offline discussion regarding the modification of PDP context.
=============== Next Modified Section ==================

5.2.1
SBLP policy decisions

Editor’s Note: This subclause describes the operation in the PCF to receive data from the P-CSCF on which to base decisions, receive authorisation requests from the GGSN, and to send authorisation decisions to the GGSN. This may include the charging correlation aspects, or this may be a separate chapter.
5.2.1.1 Interaction with P-CSCF
The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements.

All media components in the SDP are authorised. The media components are identified by their ordering in the SDP, i.e., the first media component (identified by the first line beginning with “m=” in SDP) is media component 1 and the second media component (identified by the second line beginning with “m=” in SDP) is media component 2, etc.  A flow identifier of value n identifies the nth media component in the SDP of the session.

The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios. The policy setup information provided by the P-CSCF to the PCF for each media component shall contain the following:
-
Destination IP address 

-
Destination port number 

-
Transport Protocol id 

-
Media direction information 

-
Direction of the source (originating or terminating side) 

-
Indication of the group that the media component belongs to
Editor’s note: The format of this group indication in SIP/SDP is subject to CN1's decision.
-
Media type information 

-
Bandwidth parameter
Additionally, upon the P-CSCF receives the ICID in SIP signalling, it shall send the ICID to the PCF.

The PCF stores the authorised policy information, and generates an Authorisation Token to identify this decision. The Authorisation Token is passed back to the P-CSCF for inclusion in the SIP signalling back to the UE.

The Authorisation Token is in the form of a Session Authorisation Data Policy Element as described in [11]. The PCF shall include an AUTH_ENT_ID attribute containing the Fully Qualified Domain Name of the PCF.
5.2.1.2 
Interaction with GGSN
Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information in the request.
The authorisation shall contain the decision on verifying the binding information. The PCF shall identify whether the binding information indeed corresponds to an initiated SIP session.

<Snipped Text>
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A.1
Capabilities of UE (TS27.060)

Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.

A.1.1
Binding mechanism

Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.

The UE shall support the binding mechanism for service-based local policy control. The UE shall include the binding information in Activate or Modify PDP Context Request if the PDP Context is for an IMS session and the UE received an authorization token during SIP session negotiation. The binding information consists of one or more Policy Elements and one or more flow identifier(s). The flow identifier identifies a media component for the session and is derived from the media component ordering in SDP, i.e., the nth media component in SDP will have the flow identifier value n. If the UE decides to put multiple media components on the same PDP context e.g. due to the same QoS requirement for those media components, the UE shall include multiple flow identifiers, i.e., one flow identifier for each media component.

Editor’s Note: The container for the binding information in Activate or Modify PDP Context Request is defined in TS24.008. The encoding of the binding information (i.e., Authorization and flow identifier) is defined in TS29.207.
A.1.2
DiffServ edge function

Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.

A.1.3
RSVP/IntServ function

Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.

A.1.4
Pre-conditions for SIP QoS assured sessions

Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.
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