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Introduction

Following three contributions were merged into this contributions at the Go drafting session.

N3-020228 “SBLP Policy Modifications procedures” (AWS)

N3-020265 “Session Modification” (Ericsson) 

N3-020273 “PDP context modification” (Nokia)

Proposal

Attached is a proposal for relevant changes to TS 29.207. 

4
Go interface
4.1
Overview

The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point (PEP) in the GGSN from a Policy Control Function (PCF). As defined in the stage 2 specifications [3], this information is used by the GGSN to

· GPRS bearer authorisation,

· QoS charging related function
· Control of service-based policy “gating” function in GGSN,

· Control of DiffServ inter-working,

· Control of RSVP admission control and inter-working,

The Go interface uses IP flow based policies. 

The Common Open Policy Service (COPS) protocol has been developed as a protocol for use between a policy server and a network device, as described in [7].
In addition, COPS for Provisioning extensions have been developed as described in [8] with [9] describing a structure for specifying policy information that can then be transmitted to a network device for the purpose of configuring policy at that device.  The model underlying this structure is one of well-defined provisioning classes and instances of these classes residing in a virtual information store called the Policy Information Base (PIB).
The Go-interface shall conform to the IETF COPS [7] and the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 

COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.
The minimum functionalities that the Go interface shall cover are introduced below.

· Media Authorisation information from PDP context

The GGSN receives the binding information during the activation of a (Secondary) PDP context by the UE. To authorise the PDP context activation, the GGSN shall send a media authorisation request to the PCF. This authorisation request shall include the following information:

· Binding information

The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.

The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:

· Decision on the binding information
The PCF shall respond with an authorisation decision for the binding information. The authorisation decision shall identify whether the binding information is validated with an ongoing SIP session. If validated, the PCF shall also communicate the following media authorisation details to the GGSN;
· Authorised QoS

· Packet Classifier
This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.

The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.
The packet classifier for media flows is based on the IP-address and port number information in the SDP and shall allow for all flows associated with the SDP media description.
The authorised QoS specifies the maximum QoS that is authorised for the UE for that specific binding information. The authorised QoS contains the following information:

· Diff Serv class
Editor’s note: DiffServ class is selected for the time being, DSCP or PHB are FFS. 
· Data rate
Editor’s note: The exact detail of this information is FFS. 
· Charging correlation

The GGSN shall send the GPRS charging identifier of the PDP Context and the GGSN address to the PCF.

Editor’s note: The additional charging correlation ID may be required. FFS.  The timing for charging information to be available is FFS. 

· Approval of QoS Commit / Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources

The PCF controls media flows and may revoke resources at any time. Approval of QoS Commit / Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.

· Indication of PDP Context Release / Modification

The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session in the following cases;

· Loss of radio contact (modification to 0 kbit/s for conversational and streaming class)

· Deactivation of PDP context

· Session modification handling
· Case1: Change of media components within the authorized QoS

The PCF updates the authorized information.

The PCF closes old gates and opens new gates.

Editor’s note: Update of binding information or TFT is FFS.

· Case2: Change of media components and the authorized QoS

The PCF updates the authorized information including the change of QoS.

The GGSN receives the PDP context modification and authorizes it according to available/requested policy decision.

The PCF closes old gates and opens new gates.
Editor’s note: Update of binding information or TFT is FFS.
· Case3: Change of UMTS QoS by the UE

The UE requests for a modification of an existing PDP context that has been previously authorized by the PCF. The GGSN either sends an authorization request to the PCF or makes a local decision based on the stored policy decision data from the PCF. 
Editor’s note: Currently CN3’s working assumption is that “Session modification handling” is classed lower priority than the other identified items in this section.
4.3
Functional elements and capabilities

4.3.1
GGSN

Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.

4.3.1.1
Service-based local policy enforcement point

The Service-based Local Policy Enforcement Point (PEP) in the GGSN communicates with the PCF regarding Service-based local policy control. The PEP sends requests to and receives decisions from the PCF. The PEP in the GGSN may cache the policy decision data of the PCF decisions. This cached information may be used later for a local policy decision allowing the GGSN to make policy control decision about the QoS authorization for PDP context modifications without requiring additional interaction with the PCF. 
The PEP requests authorisation information from PCF for the media flows carried by a PDP context.  The PEP enforces the PCF decisions related to the media flows carried by a PDP context. The PEP shall also report to the PCF its success or failure in carrying out the PCF decision.

The PEP includes policy-based admission control that is applied to the bearers associated with the media flows, and configures the policy based "gating" functionality in the user plane.   

Policy-based admission control ensures that the GPRS bearer carrying media flows, which is activated in the GGSN, is authorised by the PCF decision.

Additionally, policy-based admission control ensures that the resources, which can be used by each particular media flow, are within the "authorised QoS" specified by the PCF. This information is mapped by the Translation/mapping function in the GGSN to give the authorised resources for GPRS bearer admission control.

Editor's note: the exact format for representing the "authorised QoS" is for further study

Policy based gating functionality represent the control of the PEP over the Gate Function in the user plane, i.e. the forwarding of IP packets associated with a media component. In the user plane, a “gate” is defined for each direction of a media component. The PCF provides the gate description and the commands to open or close the gate. The gate description is received from the PCF in the authorisation decision. The command to open or close the gate shall be sent either in the authorisation decision or in subsequent decisions from the PCF.  
4.3.1.1.1
QoS Information processing

The PEP in the GGSN is responsible for the policy based admission control, i.e., to ensure that the requested QoS is in-line with the authorized QoS.
The PEP needs the authorised IP QoS information of the PDP context for the uplink as well as for the downlink direction. Therefore, the IP QoS information for the combination of all IP flows of each direction associated with the media component is used.
Editor’s note: The entity to perform the combination of IP flows is FFS.

Editor’s note: The rules for combination of QoS information is FFS. It may be documented in TS 29.208

In case of an aggregation of multiple media components within one PDP context the IP QoS information related to the combination of the authorized IP QoS information of the IP flows of the individual media components is used. 
The GGSN shall perform the proper mapping between the IP QoS information and the UMTS QoS information. This mapping is performed by the Translation/mapping function which maps the authorised IP QoS information for the PDP context into authorised UMTS QoS information.

The UMTS BS Manager receives the authorised UMTS QoS information for the PDP context from the Translation/mapping function. If the requested QoS exceeds the authorised QoS it may either reject the activation/modification of the PDP context or downgrade the requested UMTS QoS information to the authorised UMTS QoS information.
The GGSN may store the authorized QoS for the binding information of an active PDP context in order to be able to make local decisions, when the UE requests for a PDP context modification. 
4.3.1.2
Initialisation and maintenance

Editor’s note: This describes the initialisation and maintenance of the COPS protocol over Go interface. It may be simplified by referring to IETF RFC.

4.3.1.3
Gate function
The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gate is described by a set of packet classifiers that identify IP flows associated to the gate. The packet classifier includes the standard 5-tuple (source IP address, destination IP address, source port, destination port, protocol) explicitly describing a unidirectional IP flow. Wildcarding of fields shall be possible.

Editor’s note: The knowledge of the source IP address/port is FFS. Wildcarding is FFS.

Editor’s note: The impact of a packet classifier containing incomplete information are FFS (because SDP conveys only the destination IP address and port number).

The packet classifier is received from the PCF in an authorisation decision. The PEP installs the packet filter applying the packet classifier. After installation of the packet filter the gate shall be closed until the PEP receives a command to open the gate.

Editor’s note: The timing of the gating in relation with charging is for further study.

The commands to open or close the gate lead to the enabling or disabling of the passage for IP packets. If the gate is closed all packets of the related IP flows are dropped. If the gate is opened the packets of the related IP flows are allowed to be forwarded. The PCF may send these commands together with an authorisation decision or in subsequent decisions. 

IP Packets of a PDP context not matching any packet classifier associated with this PDP context shall be dropped.

If the packet classifer is included as an additional IE in the authorisation information, the GGSN shall check for validity of the TFT in the Create PDP Context Request or Update PDP Context Request. If the TFT proposed will result in packets from the media flow being unable to pass through, the PDP context will be rejected with cause value indicating a semantic error in the TFT. 

Editor’s note: This issue should still be discussed in SA2.
4.3.1.4
DiffServ edge function

Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.

4.3.1.5
Binding mechanism handling

The GGSN shall determine the IP address of the PCF from the PCF identifier received as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.
The binding information associates a PDP context with one or more media components of an IMS session. The GGSN receives the binding information during an activation/modification/deletion of a (secondary) PDP context. The binding information consists of an authorisation token and a flow identifier. If there is more than one media component to be transported within the PDP context the binding information includes one flow identifier for each of the media components.

The PEP shall forward the binding information received from the UE to the PCF.

The PEP shall store the binding information and apply it to correlate events and actions between the PDP context and the service-based local policy.
5
Policy control procedures

Editor’s Note: This clause is designated to provide all necessary specification for procedures with interaction with the Go interface.

5.1
GGSN

Editor’s Note: This subclause describes the service-based local policy control procedures in the GGSN.

5.1.1
Initial authorization at PDP context activation/modification
Editor’s Note: This subclause describes the actions in the GGSN when a PDP context activation/modification occurs where there are SBLP operations. 
Editor’s note: Modification case is FFS.
The GGSN receives binding information during the activation/modification of a (Secondary) PDP context by the UE. To perform initial authorization at the PDP context activation/modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE. 
To ensure charging correlation, the GGSN shall send the GPRS Charging ID and GGSN address information to the PCF.
Editor’s note: The exact timing and COPS messages for transporting the GPRS Charging ID is for further study.
The GGSN authorisation request message to the PCF shall allow the Service-based Local Policy Enforcement Point to request policy information for authorisation of the media flows carried by a PDP context identified by binding information.

When the GGSN receives the PCF decision regarding authorisation of the media flows, the Service-based Local Policy Enforcement Point shall enforce the policy decision. 

If the PCF decision information indicates that the binding information provided by the GGSN is associated with an ongoing SIP session at IMS level, the GGSN shall proceed with activation/modification of the PDP context. The PEP in the GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

When the PCF decision information indicates that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, then the GGSN may reject the PDP context request. 

Editor's note: the exact GGSN action when the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer is for further study.



Editor’s note: This has dependency to offline discussion regarding the modification of PDP context.
5.1.2
Modification of previously authorized PDP context

The PEP in the GGSN is responsible for notifying the PCF when a procedure of PDP context modification of a previously authorized PDP context is performed. To authorise the PDP context modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE in the following cases:

· Requested QoS exceeds authorised QoS

· 
· 
· New binding information is received

The GGSN on receiving the PDP context modification request from the UE will verify the authorisation. If the GGSN does not have sufficient information to authorize the PDP context modification request then the GGSN shall interrogate the PCF for modification request authorisation.
If the requested QoS is within the already authorized QoS and the binding information is not changed, the GGSN need not send an authorization request to the PCF.
The GGSN is responsible for notifying to the PCF when the procedure of the PDP context modification is performed in the following cases:

· Requested QoS maximum bit rate is 0 kbit/s

· Requested QoS maximum bit rate changes from 0 kbit/s


5.1.3
PDP context deactivation
The PEP in the GGSN is responsible for notifying the PCF when a procedure of a PDP context deactivation is performed. In case of a PDP context deactivation, the PEP shall inform the PCF of the bearer release related to the SIP session.
When a revoke authorisation for GPRS and IP resources is performed, the GGSN receives a decision message from the PCF for disabling the use of the authorised QoS resources and deactivation of the PDP context associated with the binding information. The GGSN shall initiate deactivation of the PDP context used for carrying these media flows, after receiving the PCF revoke decision.
5.1.4
User plane operation
Editor’s Note: This subclause describes the actions in the GGSN to apply gating/filters received from the PCF to the received traffic.
The PEP shall enforce the configuration of the policy based "gating" functionality according to additional authorisation information received from the PCF. 

Editor's note: the exact GGSN action if the “gating” parameters provided by the PCF are not identical with the parameters from the TFT in the PDP context request is for further study.
5.2
PCF

Editor’s Note: This subclause describes the SBLP procedures in the P-CSCF/PCF.

5.2.1
SBLP policy decisions
Editor’s Note: This subclause describes the operation in the PCF to receive data from the P-CSCF on which to base decisions, receive authorisation requests from the GGSN, and to send authorisation decisions to the GGSN. This may include the charging correlation aspects, or this may be a separate chapter.
The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements. 

The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios.

The media authorization information will be performed based on the SDP in PRACK in regular session setup; or based on the SDP in 183 in case that PRACK does not contain any; or based on the SDP in the 200 OK for PRACK if included.
Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information in the request.

The PCF may make a final decision to enable the allocated QoS resource for the authorized media stream. (Open the gate). This may be triggered by the receipt of the SIP 200 OK (to the INVITE request) in the P-CSCF. The QoS resources may also be enabled at the time they are authorized by the PCF.
Upon receiving the modified SDP information from the P-CSCF, the PCF shall update the media authorization information for the session. The PCF may push this updated authorisation information to the GGSN. Under certain condition e.g. revoke of authorization, the PCF shall push the updated policy decision to the GGSN.
When a media component which is bound to a PDP context is removed from a session, the PCF shall initiate a timer for termination of that media component. At expiration of the timer, the PCF shall revoke the authorisation by sending a remove decision to the GGSN. This decision shall revoke the authorisation for the set of media components on that PDP context.

The timer shall be terminated if the PCF receives a new authorisation request with the same handle where that media component has been removed, or by termination of the PDP context.

Editor’s note: Proposal to use this procedure for the revoke of the authorization is FFS.
