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Introduction

TS 29.207 specifies the QoS management functions where there is session based local policy control. When the UE includes binding information, the network may apply filters what traffic must be applied to that PDP context. 

Introduction of network filters requires handling different from that specified in TS 23.060. The handling when network filters are applied must be specified in TS 29.207.

Discussion

The UE is responsible for establishing the TFTs in the GGSN, including the precedence information, and thus controls the selection of the PDP context for each packet.

When a UE supplies binding information where the binding is authorised by the network, then the selected media component must be sent on that PDP context (that is, packets that match the filter cannot be sent on any other PDP context).

Introducing these rules for allocating packets to PDP contexts requires changes to the normal packet processing defined in TS 23.060 that occurs without SBLP based filters. 

In standard GPRS (no SBLP based filters), the mechanism works as described below.

A PDP context normally has a TFT connected to it. At most one PDP context for a PDP address may not have a TFT connected. This is the default PDP context for any traffic that does not match a TFT. Each TFT specifies one or more packet filters, and each packet filter has a specified precedence for evaluation. 

Downlink PDUs are evaluated against the TFTs until a match is found, as shown in the diagram below. 
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When binding is applied, a packet is not allowed to be sent on any other PDP context. Since the packet could match a filter, either due to wildcarding or specific selection, it is clear that the SBLP based filters must be applied to the packet before the normal packet processing occurs. 

Also, since any packets belonging to flows not bound to that PDP context must not be allowed to use that PDP context, it is also clear that the user supplied TFT cannot be applied because it could incorrectly select traffic which is different to that selected by the network.

In addition, there is extra processing overhead if a packet which matches the SBLP based filter is then required to be checked against a second set of filters.

Since the network may not always apply SBLP based filters when binding information is included, the UE must still generate an appropriate TFT for the PDP context which will be used if SBLP based filters are not applied. 

The processing for packets in the GGSN when there are SBLP based filters is as shown below:
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When a downlink packet is received by the GGSN, the GGSN shall evaluate it against the SBLP based filters looking for a match. If a match is found, the packet is allocated to that PDP context. If a match against the SBLP based filters is not found, the processing continues against the filter for PDP contexts without SBLP based filters. 

Note that the PDP contexts with SBLP based filters will not be included in the normal evaluation precedence index table. 

The SBLP based filters may be evaluated in any order since they must select only the specified media components, and thus they must not overlap. If SBLP based filters are not sufficiently specific to select the individual media component, then downstream packets may not be bound to the correct PDP context, leading to charging and fraud concerns. Thus, the GGSN may select the precedence within the SBLP based filters.

Introducing the SBLP based filters requires an extension of the normal packet processing that is specified in TS 23.060. Since this extended processing is only relevant with SBLP, the extended processing shall be defined in TS 29.207.

Proposal

In order to ensure that the packets are correctly applied to the correct PDP context in the presence of gates, and to remove the possibility of inconsistencies between the classifiers of the gates and the TFTs, the above handling for gates is proposed. 

Based on the discussion above, the following changes are proposed in TS 29.207.

4.3.1.3
Gate function

The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gate is described by a set of packet classifiers that identify IP flows associated to the gate. The packet classifier includes the standard 5-tuple (source IP address, destination IP address, source port, destination port, protocol) explicitly describing a unidirectional IP flow. Wildcarding of fields shall be possible.

Editor’s note: The knowledge of the source IP address/port is FFS. Wildcarding is FFS.

Editor’s note: The impact of a packet classifier containing incomplete information are FFS (because SDP conveys only the destination IP address and port number).

The packet classifier is received from the PCF in an authorisation decision. The PEP installs the packet filter applying the packet classifier. After installation of the packet filter the gate shall be closed until the PEP receives a command to open the gate.

Editor’s note: The timing of the gating in relation with charging is for further study.

The commands to open or close the gate lead to the enabling or disabling of the passage for IP packets. If the gate is closed all packets of the related IP flows are dropped. If the gate is opened the packets of the related IP flows are allowed to be forwarded. The PCF may send these commands together with an authorisation decision or in subsequent decisions. 

IP Packets of a PDP context not matching any packet classifier associated with this PDP context shall be dropped.



:

:

5.1
GGSN

Editor’s Note: This subclause describes the service-based local policy control procedures in the GGSN.

5.1.1
PDP context activation/modification

Editor’s Note: This subclause describes the actions in the GGSN when a PDP context activation/modification occurs where there are SBLP operations. It is proposed that this should include the termination/modification to 0kb/s too, although this could possibly be placed into a separate chapter.

The GGSN receives binding information during the activation/modification of a (Secondary) PDP context by the UE. To authorise the PDP context activation/modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE.

To ensure charging correlation, the GGSN shall send the GPRS Charging ID and GGSN address information to the PCF.

Editor’s note: The exact timing and COPS messages for transporting the GPRS Charging ID is for further study.

The GGSN authorisation request message to the PCF shall allow the Service-based Local Policy Enforcement Point to request policy information for authorisation of the media flows carried by a PDP context identified by binding information.

When the GGSN receives the PCF decision regarding authorisation of the media flows, the Service-based Local Policy Enforcement Point shall enforce the policy decision. 

If the PCF decision information indicates that the binding information provided by the GGSN is associated with an ongoing SIP session at IMS level, the GGSN shall proceed with activation of the PDP context. The PEP in the GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

When the PCF decision information indicates that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, then the GGSN may reject the PDP context request. 

Editor's note: the exact GGSN action when the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer is for further study.
When the PCF authorises binding information for a PDP context, it may send SBLP based filters to the GGSN. When the GGSN receives SBLP based filters from the PCF, it shall install these SBLP filters for that PDP context, and shall mark the filters from the TFT such that they shall not be evaluated against during packet processing. 
When revoke authorisation for GPRS and IP resources is performed, the GGSN receives a decision message from the PCF for disabling the use of the authorised QoS resources and deactivation of the PDP context associated with the binding information. The GGSN shall initiates deactivation of the PDP context used for carrying these media flows, if this has not occurred already. 

The PEP in the GGSN is responsible for notifying the PCF when a procedure of PDP Context release or modification is performed. In case of indication of PDP context release, the PEP shall inform the PCF of bearer release related to the SIP session. In case of indication of PDP context modification, the PEP shall inform the PCF of the bearer changes, as bandwidth modification to 0, and the PEP may inform the PCF of the bearer changes or if the modified QoS for the bearer is more than authorised QoS by the PCF.

Editor’s note: This has dependency to offline discussion regarding the modification of PDP context.

5.1.2
User plane operation

Editor’s Note: This subclause describes the actions in the GGSN to apply gating/filters received from the PCF to the received traffic.

The PEP shall enforce the configuration of the policy based "gating" functionality according to additional authorisation information received from the PCF. 

Editor's note: the exact GGSN action if the “gating” parameters provided by the PCF are not identical with the parameters from the TFT in the PDP context request is for further study.

When a downlink PDU is received, the GGSN shall first evaluate the PDU against the SBLP based filters. If a match is found, the gate status for that filter is checked. If the gate status is open, the PDU shall be transmitted on that PDP context. If the gate status is closed, the PDU shall be discarded.

Where no match is found against any SBLP based filters, the PDU processing shall continue as specified in TS 23.060 on the reduced set of PDP contexts without SBLP based filters. 
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