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1. Introduction

There can occur several kind of errors for various reasons in Go interface and the system must be aware to handle those error cases in an appropriate way. This contribution introduces some possible error cases and proposes procedures to handle them.

2. Discussion

Missing binding information:

Media authorisation is optional and it is decided by an operator if the authorisation is used or not. The decision whether the authorisation is requested or not can't be based to the existence of the binding information in the PDP context activation/modification request because the UE may not know when the binding is not required and on the other hand the system should be able to detect UE misbehaviour when binding information is absolutely required. Therefore GGSN must be aware for the situations when authorisation is required but the GGSN doesn't receive the binding information. A detection in GGSN whether the authorization is required or not should based on IMS specific APN. When GGSN receives PDP context activation/modification to the IMS APN without binding information, it could either to reject the PDP context or to accept it within defined QoS limits according to a local policy decision. The local policy in GGSN may be operator configurable.

Incorrect binding information:

It is possible to detect incorrectness of the binding information in some cases in GGSN and in some cases in PCF. If the binding information is incorrect in a way that GGSN cannot resolve the PCF address, the GGSN action shall be the same as specified in the missing binding information case. PCF/P-CSCF have more knowledge about the binding information than the GGSN, so it is possible that an error in the binding information is detected in the PCF. In such a case NULL decision is returned from PCF (“the policy information is not available”) and the GGSN decides to reject or not the PDP context based on operator policy as in the missing binding information case.
Requested QoS is not according to authorized QoS:
In the TS 29.207 v0.10.0 chapter "4.3.1.1.1 QoS Information processing" it is stated that If the requested QoS exceeds the authorised QoS UMTS BS Manager in GGSN may either reject the activation/modification of the PDP context or downgrade the requested UMTS QoS information to the authorised UMTS QoS information. In this case rejecting the PDP context activation/modification is too strict action. When PCF authorize some QoS, that QoS should be allowed for UE as negotiated QoS. UE may then either to adapt to use this authorized QoS or to deactivate the PDP context.

TFT differs from downlink packet classifier:

TFT and the packet classifier sent by PCF for media authorization contains partially the same attributes. It's not mandatory for UE to use all TFT attributes. It should be checked in the GGSN if downlink packet classifier and TFT have common attributes and if there is conflict between those common attributes. The GGSN shall detect the conflict and rejects the PDP context in such a case, because that may cause that all the downlink packets of the flow will be dropped.
Multiplexing error:

PDP contexts created to carry IMS media components may either carry a single media component, or may carry multiple media components. According to CR S2-020852 to 23.207 the P-CSCF (PCF) shall be able to verify based on the media multiplexing indication if the media components may be multiplexed with each other to the same bearer. PCF shall be able to enforce the behavior of the UE in respect to the assignment of IMS media components to the same PDP Context or to separate PDP Contexts. This enforcement is based on an indication received by the UE on IMS level. In case the UE violates the IMS level indication, and attempts to carry multiple IMS media components in a single PDP context despite of an indication that mandated separate PDP contexts, the P-CSCF/PCF shall enforce the rejection of this PDP context using the Go interface.
Failure in COPS communication:

It is possible due to a network error, unit restart or some other temporary failure that PCF doesn't respond to the authorisation request sent by GGSN. If GGSN is capable to cache the PCF decisions it is possible for GGSN to make local policy decision for modification requests comparing the requested QoS to the earlier received decision from PCF. When GGSN receives PDP context activation and PCF doesn't respond to the authorization request, the action in GGSN could be either to reject the PDP context or to accept it within defined QoS limits according to a local policy decision based on operator specific configuration in the GGSN. If GGSN does local decisions to accept new PDP conexts to IMS APN the GGSN is expected to notify the PCF about those decisions after the connection is re-established. 
3. Proposal

Taking into account the above suggestions this contribution proposes the following changes to sections 4.3.1.1.1, 4.3.1.3, 4.3.1.5, 4.3.2.3, 5.1.1, 5.1.2 and 5.2.1 in TS 29.207 v.0.10.0 as shown below.

4.3.1.1.1
QoS Information processing

The PEP in the GGSN is responsible for the policy based admission control, i.e., to ensure that the requested QoS is in-line with the authorized QoS.
The PEP needs the authorised IP QoS information of the PDP context for the uplink as well as for the downlink direction. Therefore, the IP QoS information for the combination of all IP flows of each direction associated with the media component is used.
Editor’s note: The entity to perform the combination of IP flows is FFS.

Editor’s note: The rules for combination of QoS information is FFS. It may be documented in TS 29.208

In case of an aggregation of multiple media components within one PDP context the IP QoS information related to the combination of the authorized IP QoS information of the IP flows of the individual media components is used. 
The GGSN shall perform the proper mapping between the IP QoS information and the UMTS QoS information. This mapping is performed by the Translation/mapping function which maps the authorised IP QoS information for the PDP context into authorised UMTS QoS information.

The UMTS BS Manager receives the authorised UMTS QoS information for the PDP context from the Translation/mapping function. If the requested QoS exceeds the authorised QoS it shall downgrade the requested UMTS QoS information to the authorised UMTS QoS information.
4.3.1.2
Initialisation and maintenance

Editor’s note: This describes the initialisation and maintenance of the COPS protocol over Go interface. It may be simplified by referring to IETF RFC.

4.3.1.3
Gate function
The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gate is described by a set of packet classifiers that identify IP flows associated to the gate. The packet classifier includes the standard 5-tuple (source IP address, destination IP address, source port, destination port, protocol) explicitly describing a unidirectional IP flow. Wildcarding of fields shall be possible.

Editor’s note: The knowledge of the source IP address/port is FFS. Wildcarding is FFS.

Editor’s note: The impact of a packet classifier containing incomplete information are FFS (because SDP conveys only the destination IP address and port number).

The packet classifier is received from the PCF in an authorisation decision. The PEP installs the packet filter applying the packet classifier. After installation of the packet filter the gate shall be closed until the PEP receives a command to open the gate.

Editor’s note: The timing of the gating in relation with charging is for further study.

The commands to open or close the gate lead to the enabling or disabling of the passage for IP packets. If the gate is closed all packets of the related IP flows are dropped. If the gate is opened the packets of the related IP flows are allowed to be forwarded. The PCF may send these commands together with an authorisation decision or in subsequent decisions. 

IP Packets of a PDP context not matching any packet classifier associated with this PDP context shall be dropped.



4.3.1.4
DiffServ edge function

Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.

4.3.1.5
Binding mechanism handling

The GGSN shall determine the IP address of the PCF from the PCF identifier received as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.
The binding information associates a PDP context with one or more media components of an IMS session. The GGSN receives the binding information during an activation/modification/deletion of a (secondary) PDP context. The binding information consists of an authorisation token and a flow identifier. If there is more than one media component to be transported within the PDP context the binding information includes one flow identifier for each of the media components.

The PEP shall forward the binding information received from the UE to the PCF.

The PEP shall store the binding information and apply it to correlate events and actions between the PDP context and the service-based local policy.

When the GGSN receives a PDP context activation/modification to the IMS APN without the binding information or if the binding information is incorrect impeding the GGSN to resolve the PCF address, the GGSN shall either reject the PDP context or accept it within defined QoS limits according to the local policy in the GGSN. The local policy may be configured by the operator in the GGSN.
< Next modified chapter>
4.3.2.3
Binding mechanism handling

The PCF shall allocate its PCF identifier as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.

Editor’s note: This will be updated depending on the CN1’s decision.
The PCF receives the binding information and a Client Handle as part of a REQ from the GGSN. The PCF shall store the Client Handle for each media component identified by the binding information for subsequent message exchanges. The binding information consists of an authorisation token and a flow identifier. The binding information can also include more than one flow identifier.

The authorisation token is applied by the PCF to identify the IMS session. If no IMS session can be found for an authorisation token,  the PCF shall send a NULL decision (no policy information available) to the GGSN with the Request-State flag set in the COPS Decision Flags object. This shall cause the GGSN to send COPS Delete Request State (DRQ) message to delete the Request-state. 
For a valid authorisation token the flow identifier is used to select the available information on the media component of this IMS session. The PCF sends the available information on the media component back to the GGSN.

If the binding information consists of more than one flow identifier, the available information is selected and sent back to the GGSN for each of the media components.
< Next modified chapter>
5.1.1
PDP context activation/modification
Editor’s Note: This subclause describes the actions in the GGSN when a PDP context activation/modification occurs where there are SBLP operations. It is proposed that this should include the termination/modification to 0kb/s too, although this could possibly be placed into a separate chapter.
The GGSN receives binding information during the activation/modification of a (Secondary) PDP context by the UE. To authorise the PDP context activation/modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE.

To ensure charging correlation, the GGSN shall send the GPRS Charging ID and GGSN address information to the PCF.
Editor’s note: The exact timing and COPS messages for transporting the GPRS Charging ID is for further study.
The GGSN authorisation request message to the PCF shall allow the Service-based Local Policy Enforcement Point to request policy information for authorisation of the media flows carried by a PDP context identified by binding information.
When the GGSN receives the PCF decision regarding authorisation of the media flows, the Service-based Local Policy Enforcement Point shall enforce the policy decision.

If the PCF decision information indicates that the binding information provided by the GGSN is associated with an ongoing SIP session at IMS level, the GGSN shall proceed with activation of the PDP context. The PEP in the GGSN shall map the authorized QoS resources into authorized resources for the bearer admission control.

When the PCF detects that the binding information provided by the GGSN is not associated with an ongoing SIP session at application layer, the PCF shall send a NULL decision (no policy information available) to the GGSN.The GGSN may then either reject the PDP context or to accept it within defined QoS limits according to the local policy in the GGSN. The local policy may be configured by the operator. The GGSN shall ask for deletion of the Request-state that has been established in the PCF and the GGSN by sending the COPS Delete Request State (DRQ) message to the PCF.

Upon receiving the Remove decision from the PCF, the GGSN shall reject the PDP context and shall delete the Request-state that has been established in the PCF and the GGSN by sending the COPS Delete Request State (DRQ) message to the PCF. 

When the GGSN sends an authorization request to the PCF but the PCF doesn't respond with the decision message, the GGSN may either to reject the PDP context or to accept it within defined QoS limits according to the  local policy in the GGSN. The local policy may be configured by the operator.
If the GGSN supports a local policy decision point (LPDP) configuration it may make local policy decisions in the absence of the PCF. The local policy decisions may be used to accept new PDP context activations/modifications while the connection to the PCF is lost. The synchronization behaviour between the GGSN and the PCF shall be enforced when connection is reestablished as described in [7].
When revoke authorisation for GPRS and IP resources is performed, the GGSN receives a decision message from the PCF for disabling the use of the authorised QoS resources and deactivation of the PDP context associated with the binding information. The GGSN shall initiates deactivation of the PDP context used for carrying these media flows, if this has not occurred already. 

The PEP in the GGSN is responsible for notifying the PCF when a procedure of PDP Context release or modification is performed. In case of indication of PDP context release, the PEP shall inform the PCF of bearer release related to the SIP session. In case of indication of PDP context modification, the PEP shall inform the PCF of the bearer changes, as bandwidth modification to 0, and the PEP may inform the PCF of the bearer changes or if the modified QoS for the bearer is more than authorised QoS by the PCF.

5.1.2
User plane operation
Editor’s Note: This subclause describes the actions in the GGSN to apply gating/filters received from the PCF to the received traffic.
The PEP shall enforce the configuration of the policy based "gating" functionality according to additional authorisation information received from the PCF. 

If the TFT and the packet classifier attributes provided by the PCF have the same attributes, the GGSN shall compare those attributes. If there is conflict between packet classifier and TFT attributes the GGSN shall reject the PDP context and shall delete the Request-state that has been established in the PCF and the GGSN by sending the COPS Delete Request State (DRQ) message to the PCF.
< Next modified chapter>
5.2.1
SBLP policy decisions
Editor’s Note: This subclause describes the operation in the PCF to receive data from the P-CSCF on which to base decisions, receive authorisation requests from the GGSN, and to send authorisation decisions to the GGSN. This may include the charging correlation aspects, or this may be a separate chapter.
The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements. 

The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios.

The media authorization information will be performed based on the SDP in PRACK in regular session setup; or based on the SDP in 183 in case that PRACK does not contain any; or based on the SDP in the 200 OK for PRACK if included.
Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information in the request.

The PCF may make a final decision to enable the allocated QoS resource for the authorized media stream. (Open the gate). This may be triggered by the receipt of the SIP 200 OK (to the INVITE request) in the P-CSCF. The QoS resources may also be enabled at the time they are authorized by the PCF.

In case the UE violates the IMS level indication, and attempts to set up multiple IMS media components in a single PDP context despite of an indication that mandated separate PDP contexts, the PCF shall enforce the rejection of this PDP context by sending the Remove decision to the GGSN with the Request-State flag set in the COPS Decision Flags object. This shall cause the GGSN to send COPS Delete Request State (DRQ) message to delete the Request-state.
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