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Introduction

In TS 29.207, the filter specification requires further definition, especially with respect to the use of wildcarding. This contribution examines the requirements on the filters.

Discussion

The packet processing for filter matching is a complex function, and it requires a significant amount of processing power and hardware. Reducing the complexity of the filters can reduce the amount of processing required, thus increasing the scalability of the product with an equivalent reduction in costs. 

One means to reduce the complexity of the packet processing is the use of wildcarding. Thus it is an important aim to employ wildcarding where feasible while still safeguarding against theft of service.

In TS 29.207, the filters are currently specified to be a standard based 5 tuple. That is to say the filter identifies the protocol, source and destination IP addresses, and source and destination port numbers. When considering the possibilities for theft of service, there are a couple of means by which such theft is prevented.

Firstly, the QoS authorisation controls the PDP context characteristics. This ensures that the UE is limited to a specific maximum traffic class and data rate. Since much of the cost is dependent on the air interface, this control is of the greatest importance in controlling the charges that can be incurred.

The UE could always send information in the bearer that is different from that specified in the SDP. This cannot be prevented without performing full traffic filtering on the bearer level. Fraud of this nature is thus addressed by the QoS controls on the PDP context. Since the UE could always send other data in a PDP context than what it has indicated, the aim with the filters is not to control the actual data content. 

Service dependent charging may also vary the charge based on the destination. Service dependent charging may, for example, allow for dependent on region being called (ie differentiating between local, national calls, and international calls), or even with special rates for selected destinations (ie specific B-party addresses). To support such service dependent charging, it is also necessary to ensure that the data transfer can only occur between the two specified parties.

Thus, the aim with the filters (in terms of theft of service) must be to control the traffic destination. The other aim of the filters is for allocation of the traffic to the PDP context.

Given these requirements, a proposal for the specification of the filters to minimise processing capacity is derived.

In the uplink direction, the traffic allocation to the PDP context has already been performed by the UE. Thus, the only aim is to prevent theft of service by the UE sending traffic on that PDP context to a different destination. Thus, the uplink filter can have the source information wildcarded since this is not required to control the destination of the traffic. The uplink filter is thus restricted to destination information.

In the downlink direction, the filters must both select the traffic to be sent on the PDP context for QoS purposes, as well as blocking all other traffic to avoid theft of service. These two requirements imply the downlink filters must be very specific to the selected IP stream(s). Thus, in the downlink direction, the filters must be a complete 5 tuple specification for each included IP flow. 

Proposal

Based on the information above, the following updates are proposed to TS 29.207:

4.3.1.3
Gate function

The Gate Function represents a user plane function enabling or disabling the forwarding of IP packets. A gate is described by a set of packet classifiers that identify IP flows associated to the gate. 
In the downlink direction, the packet classifier includes the standard 5-tuple (source IP address, destination IP address, source port, destination port, protocol) explicitly describing a unidirectional IP flow. 
In the uplink direction, the packet classifier shall use the same standard 5 tuple format, but the source IP address and source port information shall be wildcarded.
Editor’s note: The knowledge of the source IP address/port is FFS. Other use of wildcarding is FFS.

Editor’s note: The impact of a packet classifier containing incomplete information in the downlink direction is FFS (because SDP conveys only the destination IP address and port number).

:

:

4.3.2.3
Binding mechanism handling

The PCF shall allocate its PCF identifier as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.

Editor’s note: This will be updated depending on the CN1’s decision.

The PCF receives the binding information and a Client Handle as part of a REQ from the GGSN. The PCF shall store the Client Handle for each media component identified by the binding information for subsequent message exchanges. The binding information consists of an authorisation token and a flow identifier. The binding information can also include more than one flow identifier.

The authorisation token is applied by the PCF to identify the IMS session. If no IMS session can be found for an authorisation token, the GGSN is informed that the authorisation token is invalid.

For a valid authorisation token the flow identifier is used to select the available information on the media component of this IMS session. In the uplink direction, only the destination IP address, destination port number and protocol may be provided; the source IP address and source port number shall be wildcarded. In the downlink direction, the full 5 tuple may be provided. The PCF sends the available information on the media component back to the GGSN.

Editor’s note: The impact of a packet classifier containing incomplete information in the downlink direction is FFS (because SDP conveys only the destination IP address and port number).

If the binding information consists of more than one flow identifier, the available information is selected and sent back to the GGSN for each of the media components.









































































CR page 1

