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Introduction

In the current TS 29.207 specification, binding information is validated against the session. If the binding information is valid, charging identifiers are exchanged and recorded. There is currently no validation of the binding information against the UE, leading to a possible fraud scenario.

Discussion

In TS 29.207, the UE provides binding information that is used for authorisation against the session. The binding information is sent up to the PCF for validation. The PCF validates that the token and media flow identifier received in the binding information are correct for a SIP session. The PCF will then authorise the PDP context in a COPS decision message to the GGSN. The decision message may contain authorisation data and filters to be applied to the PDP context at the GGSN.

In addition to the authorisation data, the GGSN and PCF shall also exchange charging identifiers which are output in charging records.

Although the binding information is validated against the session, there is no information currently exchanged that ensures that the PCF or GGSN can validate that the binding information is applicable for that UE. This can lead to storing of incorrect charging IDs, or authorisation failures.

Consider the following case. UE-A initiates a SIP session and receives a token from the PCF. UE-A then requests a PDP context, including binding information for a media component within the SIP session. The PCF authorises the binding information and sends authorisation data to the GGSN, which completes establishing the PDP context. The GGSN and PCF exchange and record the charging identifiers.

Now, UE-A uses a background bearer to pass this binding information over any bearer to an accomplice UE-X which is connected to the same PLMN. UE-X then requests a PDP context, including the same binding information as previously used by UE-A. The GGSN identifies the PCF, and sends the binding information. As in the earlier sequence, the PCF will validate the binding information, and reply to the GGSN with the authorisation data, and the GGSN would complete the PDP context establishment. Again, the GGSN and PCF would exchange and record the charging identifiers.

Although the UE-X could never actually use this PDP context usefully, the intention of the two users is not for them both to make use of the connection. Rather, it is to create mismatched charging links so that the call charges could be argued.

At the end of this sequence, the PCF has received two charging identifiers for the one binding information. Which of these would be recorded in the charging records? What happens if UE-X initiates the PDP context before UE-A?

The PCF could reject the second authorisation request for a session, but there can be multiple media components in a session, so multiple authorisation requests for a session are expected. Similarly, with multiple media components in a PDP context and allowed rearrangements of bearers, there is a significant risk that such approaches would complicate the decisions in the PCF, and potentially exclude valid cases.

In order to ensure that only the correct charging IDs are recorded and to avoid complex decision making, it is necessary to validate that the binding information has been received from the UE that the PCF sent it to. This can be performed by verifying the UE IP address.

It is proposed to send an IP address and netmask for the UE from the GGSN to the PCF along with the binding information. The PCF, in addition to authorising the binding information, shall also verify that the UE IP address used for the SIP signalling is within the address range provided by the GGSN. If the UE is not within this address range, the PCF shall not authorise the binding information. 

Proposal

Based on the discussion above, the following changes are proposed in TS 29.207.

4.1
Overview

The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point (PEP) in the GGSN from a Policy Control Function (PCF). As defined in the stage 2 specifications [3], this information is used by the GGSN to

· GPRS bearer authorisation,

· QoS charging related function

· Control of service-based policy “gating” function in GGSN,

· Control of DiffServ inter-working,

· Control of RSVP admission control and inter-working,

The Go interface uses IP flow based policies. 

The Common Open Policy Service (COPS) protocol has been developed as a protocol for use between a policy server and a network device, as described in [7].

In addition, COPS for Provisioning extensions have been developed as described in [8] with [9] describing a structure for specifying policy information that can then be transmitted to a network device for the purpose of configuring policy at that device.  The model underlying this structure is one of well-defined provisioning classes and instances of these classes residing in a virtual information store called the Policy Information Base (PIB).

The Go-interface shall conform to the IETF COPS [7] and the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 

COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

The minimum functionalities that the Go interface shall cover are introduced below.

· Media Authorisation information from PDP context

The GGSN receives the binding information during the activation of a (Secondary) PDP context by the UE. To authorise the PDP context activation, the GGSN shall send a media authorisation request to the PCF. This authorisation request shall include the following information:

· Binding information
·  UE IP address information
The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.
The UE IP address information is used by the PCF to verify that the binding information pertains to that UE. 
The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:

:

:

5.1.1
PDP context activation/modification

Editor’s Note: This subclause describes the actions in the GGSN when a PDP context activation/modification occurs where there are SBLP operations. It is proposed that this should include the termination/modification to 0kb/s too, although this could possibly be placed into a separate chapter.

The GGSN receives binding information during the activation/modification of a (Secondary) PDP context by the UE. To authorise the PDP context activation/modification the GGSN shall send an authorisation request to the PCF including the binding information received from the UE, and the UE IP address range.

To ensure charging correlation, the GGSN shall send the GPRS Charging ID and GGSN address information to the PCF.

:

:

5.2.1
SBLP policy decisions

Editor’s Note: This subclause describes the operation in the PCF to receive data from the P-CSCF on which to base decisions, receive authorisation requests from the GGSN, and to send authorisation decisions to the GGSN. This may include the charging correlation aspects, or this may be a separate chapter.

The information needed for the PCF to perform media authorization is passed by the P-CSCF upon receiving a SIP message that contains SDP. The SDP contains sufficient information about the session, such as the end-points' IP address and port numbers and bandwidth requirements. 

The P-CSCF shall send policy setup information to the PCF upon every SIP message that includes an SDP payload. This ensures that the PCF passes proper information to perform media authorization for all possible IMS session setup scenarios.

The media authorization information will be performed based on the SDP in PRACK in regular session setup; or based on the SDP in 183 in case that PRACK does not contain any; or based on the SDP in the 200 OK for PRACK if included.

Upon receiving the bearer authorization request from the GGSN, the PCF shall authorize the request according to the stored service based local policy information for the session identified by the binding information and the UE IP address range in the request.

The PCF may make a final decision to enable the allocated QoS resource for the authorized media stream. (Open the gate). This may be triggered by the receipt of the SIP 200 OK (to the INVITE request) in the P-CSCF. The QoS resources may also be enabled at the time they are authorized by the PCF.

:

:

6.4
Go data

Editor’s Note: This section describes relevant detailed structure and data format of each data element. May use a sub-section for each data element.

The detailed data description is provided in Annex B. 

Editor’s Note: This remainder of this chapter contains agreed detail message and data element format descriptions for the protocol prior to being defined in the PIB (Annex B). As the messages/data definitions are completed in the PIB, it shall be removed from here. Data shall not be removed from here until it is complete. Messages/data in the PIB which are not yet completed shall be clearly marked.

· Client Handle -
a unique identifier for the authorisation request. The format of the Client Handle is FFS.

· UE IP Address Range – The range of IP addresses belonging to the UE. The UE IP address range is denoted by:
· An IP address

· A netmask
Editor’s note: The format of the information is FFS.
· Binding information -
A data element from the PCF that identifies (at a minimum):

· The PCF identity

· The authorisation token for the session

· The flow id(s) within the session

Editor’s note: The format of the binding information is FFS.

· Authorisation Status – The authorisation status for the specified binding information. The status shall contain a valid/invalid indicator. The format of the authorisation status is FFS.  

:

:
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