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Discussion

1. Discussion

As stated in TS29.207 the binding information must contain sufficient information in order to allow for the GGSN to identify the correct PCF and subsequently request service-based local policy information from that PCF.  Tdoc 43 submitted to TSG CN WG3#21 proposed utilising a “special” identifier for every PCF entity, which would be used by the GGSN for identifying the issuing PCF for the token.

The ubiquitous technique used within the networking industry for identifying nodes within an IP network is by utilising Fully Qualified Domain Names (FQDN) where the Domain Name Service (DNS) is used to map the logical name to a physical IP address. Rather than pontificating about the advantages of such a solution (ease of configuration /reconfiguration, re-use of existing infrastructure, widespread knowledge-base) this contributions examines two issues that were discussed in TSG-CN WG3#21on the use of such identifiers; 

Security

It was deemed to be an unacceptable security risk if the address or domain name of the PCF entity is sent within the authorisation token, as this would then allow for a malicious UE to attack the network entity. This risk is however, universal in any IP network, and many well know defensive measures exist for protecting equipment (e.g. private addressing, firewalling etc). Furthermore, the IP addresses of many of the other IMS domain elements are already known by the UE, and it is folly to believe that the PCF entity would be targeted for special treatment.

Message size

Two different areas need to be scrutinised when examining the issue of message sizes;  

Firstly, the token (with embedded identifier) shall be passed down to the UE within the SIP signalling plane utilising an already established dedicated signalling PDP context. Since this PDP context must already be setup in order to carry delay sensitive IMS signalling traffic, a dedicated resource shall be allocated, and hence there shall be little to no impact on an increase in signalling message size. 
Furthermore, SIP signalling messages will be compressed between the UE and P-CSCF to reduce air interface bandwidth and delay impacts. 

The second area to consider is the effect on including the token within the Activate secondary PDP context (or Modify PDP context). This could potentially increase the overhead within the signalling plane. However the following points should be considered;

1. A user MUST be in PMM-CONNECTED when activating a PDP context. This means that a dedicated RRC resource is present. Additional signalling over this channel, shall cause an insignificant amount of interference within the cell, and hence consume minimal resources. 

2. A new type of short (4-8 bit as in proposition) identifier shall require customisation of nodes in order to accept the new format as their identity, advertise this as their identity and customisation of other nodes to resolve their IP address from their identity.

3. The Activate Secondary PDP context message can already be up to 270 bytes. With the introduction of the authorisation token this shall increase. If a suitably short FQDN is used for identifying the PCF, then little additional overhead is added, and flexibility is maintained. 

Conclusion

Since no major impacts can be foreseen in identifying the PCF with a FQDN, it is proposed that this method of identification shall be used.

2. Proposed text

4.3.1 GGSN

Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.

4.3.1.1
Service-based local policy enforcement point

Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.

4.3.1.1.1
Information mapping

The GGSN is responsible for QoS checking and mapping. The GGSN shall check if the requested QoS is in-line with the authorized QoS. The GGSN shall perform the proper mapping between the IP QoS information received over the Go interface and the UMTS QoS information received through PDP context signalling.
4.3.1.2
Binding mechanism handling

Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.
The GGSN shall determine the IP address of the PCF from the PCF identifier received as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name. 
< Next modified chapter>

4.3.2
PCF

Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…
4.3.2.1
Service-based local policy decision point

Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.

4.3.2.2
Binding mechanism handling

Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.

The PCF shall allocate its PCF identifier as part of the Authorization Token. This identifier shall be in the format of a fully qualified domain name.
3. Proposal

It is proposed to modify the chapter 4.3.1.2 and 4.3.2.2 of 29.207 as described in the chapter 2 of this tdoc.
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