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Introduction

Security considerations when using the UMTS Go PIB and COPS-PR have to be acknowledged and should therefore be made available in TS29.207 for the reader.

Proposal

The following text on security considerations should be included in TS29.207, either in an appropriate section of the specification, when re-structuring the TS during the drafting session; or could be added in an annex of the TS.

NEW PROPOSED TEXT:

x.x.x
Security Considerations

The UMTS Go PIB is used for configuration using COPS-PR [8], and anything that can be configured can be misconfigured, with potentially disastrous effect. At the time of writing, no security holes have been identified beyond those that the COPS base protocol and COPS-PR protocol security have already addressed.

The security mechanisms as described in COPS [7], provide the necessary protection against security threats. However, even if the network itself is secure, there is no control as to who on the secure network is allowed to read/ change/ create/ delete the PRIs in the UMTS Go PIB.  

It is thus the operator’s responsibility to ensure that the GGSN and PCF, giving access to an instance of this PIB, are properly configured to give access to the PRIs only to those principals users that have legitimate rights to indeed change/ create/ delete them. 

END OF NEW TEXT
































































