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Discussion

1. Discussion

During the authorisation phase between the GGSN and PCF on the Go interface, configuration of the packet handling and policy based “gating functionality”” in the user plane may be carried out. As stated in TS23.207, the gating functionality operates on a unidirectional flow of packets and consists of, amongst other things, the standard 5-tuple: (source IP address, destination IP address, source port, destination port, protocol). When the gate is enabled, the packets in a flow are subject to the Diffserv edge treatment (policing or marking) as determined by traffic metering and user plane actions. Additionally, during secondary PDP context activation, the UE can include a TFT that contains attributes that specify an IP header filter that is used to direct data packets received from the interconnected external packet data network (in this case the IMS domain) to the appropriate PDP context. The TFT criteria are outlined in TS23.060, with coding in TS24.008. Criteria that filtering may be carried out upon include;

· Source address and subnet mask

· Protocol Number (Ipv4 / Next Header (Ipv6)

· Destination Port Range

· IPSec Security Parameter Index (SPI)

· Type of Service (TOS) (Ipv4) / Traffic class (Ipv6) and Mask

· Flow Label (IPv6)

It can be seen from this, that the case may arise where the UE activates a secondary PDP context for an IMS session, with incorrect TFT source address / Destination port range, for that IMS session. This could result in a situation where the uplink “media path” would be established and packet able to be sent, however the downlink packets can not be received, due to the TFT being incorrectly set up. (It should be noted that the TFT packet classification shall be prioritised over the “gate” implemented in the GGSN)

In order to overcome this issue, it is proposed that GGSN carry out a sanity check at IMS secondary PDP context activation.

2. Proposed text

5
Policy control procedures

Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.

5.1
Policy control procedures in functional elements

Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.
5.1.1
GGSN

Editor’s Note: This subclause describes the policy control procedures in the GGSN.

If the packet classifer is included as an additional IE in the authorisation information, the GGSN shall check for validity of the TFT in the Create PDP Context Request or Update PDP Context Request. If the TFT proposed will result in packets from the media flow being unable to pass through, the PDP context will be rejected with cause value indicating a semantic error in the TFT. 
3. Proposal

It is proposed to add the above paragraph within the appropriate section of the policy control procedure section for the GGSN.
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