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1. Discussion

29.207 says that 'the binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF'. This contribution proposes a mechanism how the GGSN can perform PCF discovery with Authorization Token which is used as binding information in R5.

The P-CSCF selects a PCF to which it sends policy information related to the components of an ongoing session. The selected PCF should then be indicated in Authorization Token, so that the GGSN can contact the correct PCF storing the policy information. Authorization Token is carried from the P-CSCF to the UE with SIP, from the UE to the SGSN with Session Management and from the SGSN to the GGSN with GTP.

Sending the IP address of the PCF in Authorization Token is risky, because a malicious UE may then attack the PCF by sending requests to the IP address of the PCF. The same risk exists if the domain name of the PCF is included in Authorization Token and the UE is able to determine the IP address of the PCF from the domain name of the PCF.

This contribution proposes that a PCF identifier is allocated to each PCF. The PCF identifier is locally unique. The identifier of the selected PCF is carried as part of Authorization Token to the UE and from the UE to the GGSN through the SGSN. The PCF identifier does not have any meaning to the UE, and the UE can not contact the PCF with the PCF identifier. The GGSN resolves the IP address of the PCF from the PCF identifier. This is possible either by configuring a table to the GGSN access point basis or by performing a DNS query. How the GGSN maps the PCF identifier to the IP address of the PCF is, however, proposed to be left for implementation.

The proposed solution ensures that only network elements which are allowed to contact the PCF, the P-CSCF and the GGSN, can do that. In addition, the proposed solution requires less bits from Authorization Token than e.g. an IPv6 address or a domain name. For example, 4-8 bits may be sufficient for the PCF identifier, whereas the IPv6 address requires 128 bits.

2. Proposed text

4.3.1 GGSN

Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.

4.3.1.1
Service-based local policy enforcement point

Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.

4.3.1.1.1
Information mapping

The GGSN is responsible for QoS checking and mapping. The GGSN shall check if the requested QoS is in-line with the authorized QoS. The GGSN shall perform the proper mapping between the IP QoS information received over the Go interface and the UMTS QoS information received through PDP context signalling.
4.3.1.2
Binding mechanism handling

Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.
The GGSN shall determine the IP address of the PCF from the PCF identifier received as part of the Authorization Token. The GGSN shall map the PCF identifier to the IP address of the PCF. The GGSN shall send binding information received at PDP context activation / modification to this PCF.
< Next modified chapter>

4.3.2
PCF

Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…
4.3.2.1
Service-based local policy decision point

Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.

4.3.2.2
Binding mechanism handling

Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.

The PCF shall allocate its PCF identifier as part of the Authorization Token.
3. Proposal

It is proposed to modify the chapter 4.3.1.2 and 4.3.2.2 of 29.207 as described in the chapter 2 of this tdoc.

