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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


1
presented to TSG for information;


2
presented to TSG for approval;


3
or greater indicates TSG approved document under change control.


y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


Introduction


This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: This clause can be deleted if unnecessary.


1
Scope




The present document provides the stage 3 specification of the Go interface. The functional requirements and the stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go interface is the interface between the GGSN and the Policy Control Function (PCF).


The present document defines:


- the protocol to be used between PCF and GGSN over the Go interface


- the signalling interactions to be performed between PCF and GGSN over the Go interface






Editor’s Note: The scope above should be refined if necessary.


2
References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]
3GPP TR 21 905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 23 002: "Network Architecture"

[3]
3GPP TS 23 207: "End-to-end QoS Concept and Architecture"

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – stage 2"

[5]
IETF RFC 2475: "An Architecture for Differentiated Services (Diffserv)"

[6]
IETF RFC 2753: "A Framework for Policy-based Admission Control"

[7]
IETF RFC 2748: "Common Open Policy Service protocol (COPS)"

[8]
IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)"

[9]
IETF RFC 3159: "Structure of Policy Provisioning Information (SPPI)"

Editor’s Note: The references should be added by necessity.


3
Definitions, symbols and abbreviations


Delete from the above heading those words which are not applicable.


Subclause numbering depends on applicability and should be renumbered accordingly.


3.1
Definitions


For the purposes of the present document, the following terms and definitions apply.








Go Interface
Interface between P-CSCF (PCF) and GGSN. 


RSVP
Resource ReSerVation Protocol – The RSVP protocol [RFC 2205] is used by a host to request specific qualities of service from the network for particular application data streams or flows. The network responds by explicitly admitting or rejecting RSVP requests.


COPS
Common Open Policy Service – The COPS protocol [RFC 2748] is a simple query and response protocol that can be used to exchange policy information between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement Points or PEPs).


DiffServ
Differentiated Services – Diffserv networks classify packets into one of a small number of aggregated flows or "classes", based on the DiffServ codepoint (DSCP) in the packet's IP header.  This is known as behaviour aggregate (BA) classification. At each DiffServ router, packets are subjected to a "per-hop behaviour" (PHB), which is invoked by the DSCP.

GGSN (*)
The GGSN contains the Policy Enforcement Point (PEP) in COPS terminology.

PCF (*)
The Policy Control Function contains the Policy Decision Point (PDP) in COPS terminology.


PDP (*)
The Policy Decision Point (PDP) resides in the PCF.


PEP (*)
The Policy Enforcement Point (PEP) resides in the GGSN.

PIB
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and purpose of solicited and unsolicited policy information that is sent from the PDP to the PEP for provisioning policy or sent from the PEP to the PDP as a notification.

Editor’s Note: The definitions of terms, which are not covered in TR21.905, should be added in this subclause.

Editor’s Note: (*) The definitions of GGSN, PCF, PDP and PEP should be refined and replaced by appropriate sentences.

3.2
Symbols


For the purposes of the present document, the following symbols apply:










Editor’s Note: The explanations of necessary symbols should be added in this subclause.


3.3
Abbreviations


For the purposes of the present document, the following abbreviations apply:


APN

Access Point Name

COPS

Common Open Policy Service protocol

COPS-PR

COPS for policy provisioning


DEC

COPS Decision message


DHCP

Dynamic Host Configuration Protocol

DiffServ

Differentiated Services

DRQ

COPS Delete Request State message

DSCP

DiffServ Code Point


GGSN

Gateway GPRS Support Node

IMS

IP Multimedia Subsystem


IntServ

Integrated Services


PCF

Policy Control Function

PDP

Policy Decision Point

PEP

Policy Enforcement Point


PHB

Per Hop Behaviour

PIB

Policy Information Base



REQ

COPS Request message



RPT

COPS Report State message





Editor’s Note: The explanations of necessary abbreviations should be added in this subclause.


4
General

Editor’s Note: This clause contains the general description of Go interface.


4.1
Go interface overview


Editor’s Note: This subclause describes the overview of Go interface.


Editor’s Note: This subclause describes the functional requirements of Go interface.
For example, TS23.207 points out;

   – Control of Diffserv inter-working,
   – Control of RSVP admission control and inter-working,
   – Control of “gating” function in GGSN,
   – UMTS bearer authorization,
   – QoS charging related function.


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point in the GGSN from a Policy Control Function (PCF). This information is used by the GGSN in support of, e.g., control of DiffServ interworking, control of the service-based policy "gating" function in GGSN and other functions as defined in stage 2 specifications [3]. The Go interface uses IP flow based policies. 


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and the PCF.  The Go interface shall conform to the IETF COPS protocol defined in [7].


Furthermore, the Go interface shall conform to the IETF COPS-PR protocol defined in [8]. The Go-interface therefore shall conform to the IETF COPS [7] with the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 


Note: The intention of 3GPP CN3 is to get this UMTS Go PIB standardized in IETF. 


COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

Editor’s Note: This document will only describe the new functionalities needed in the UMTS environment and reference the related IETF RFCs when applicable to ensure no unnecessary duplication of information occurs.


Editor’s Note: An initial version of the above mentioned PIB is available at the IETF website as draft-hamer-rap-cops-umts-go-00.txt. Based on the information in this CN3 specification, subsequent versions of the PIB will be modified to reflect the CN3 specification. 


The high level functional requirements are brought in below from the stage 2 description [3] to introduce the minimum functionalities that the Go interface shall cover.


· Media Authorisation information from PDP context


The GGSN receives the media authorisation information during the activation/modification of a (Secondary) PDP context by the UE. The media authorisation information contains:


· Binding information


· Requested QoS (UMTS QoS based)


The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.


· Media Authorisation information from PCF 


The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:


· Binding information


· Authorised QoS (SDP based)


· Packet Classifier (Optional)


This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.


The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.


· Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources


The PCF controls media sessions and may revoke resources at any time. Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.


· Indication of PDP Context Release / Modification


The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session.

4.2
Go reference model


Editor’s Note: This subclause describes the reference model. A figure of the architecture along the Go interface should be added here.

The Go interface is the interface between the PCF and the GGSN (interface used for policy control). 


The relationships between the different functional entities involved are depicted in Figure 4.2-1 below. For clarity in the diagram, network elements that are not involved in service-based local policy control are not presented here (e.g. radio network elements, SGSN, etc). 
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Figure 4.2-1: Go interface architecture model

4.3
Functional elements and capabilities


Editor’s Note: This subclause explains the functional elements which appear in the discussion of Go interface.


4.3.1
GGSN


Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.


4.3.1.1
Service-based local policy enforcement point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.


4.3.1.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.


4.3.1.3
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.






4.3.2
PCF


Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…

4.3.2.1
Service-based local policy decision point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.


4.3.2.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.


5
Policy control procedures


Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.


5.1
Policy control procedures in functional elements


Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.

5.1.1
GGSN


Editor’s Note: This subclause describes the policy control procedures in the GGSN.


5.1.2
PCF


Editor’s Note: This subclause describes the policy control procedures in the PCF.


5.2
Information exchanged via Go interface


Editor’s Note: This subclause describes the information exchanged via Go interface

5.2.1
Event Requirements between the GGSN and PCF


The Go interface supports information passed between the GGSN and PCF. In order to allow effective communication between PCF and GGSN, all events associated with control functions are required:


· Coordination of events between the application layer and resource management in the IP bearer layer,


The specific events to the UMTS or IP bearer service are required in order to trigger the request from GGSN to PCF.

5.2.2
Protocol support


Editor’s Note: This subclause describes the COPS protocol support for Go interface.

5.2.2.1
TCP connection for COPS protocol

To ensure the real-time characteristics of the Go interface, the COPS interactions must be  based on  pre-established TCP/IP connections

5.2.2.2
COPS protocol


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF)


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and Policy Control Function (PCF).  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work. 


The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation  of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations. 


Policy decisions may be stored by the COPS client in a local policy decision point allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  


The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP request may be followed by one or more asynchronous PCF decisions. Each of the decisions will allow the PCF to notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.


Protocol stack: IP, TCP and COPS

5.2.2.3
Type of messages


Editor’s Note: This subclause describes the type of messages to be supported.
For example,
   – Client-Open/Client-Accept/Client-Close,
   – Request,
   – Decision,
   – Report State,
   – Delete Request State,
   – Keep Alive,
   – Synchronize State Request/Synchronize State Complete.


The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Request, Decision and Delete Request State).


The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State Complete messages are used for setting up and maintaining the connection between the PCF and PEP [1].

The following messages supported by the COPS layer for Go interface are used for the policy control operations:


· Request message (REQ) from the GGSN to the PCF is used by the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information. The binding information associates the policy and QoS inter-working information in the message with a PDP context including PCF address.  The binding information includes an authorization token sent by the PCF to the UE during SIP signalling and may include one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.


· Decision (DEQ) message from the PCF to the GGSN is a response to the Request message. The Decision message is used for “Authorize QoS/Revoke QoS authorization” for one or more IP flows, for “Enable/Disable forwarding” for one or more IP flows and for asynchronous notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

· Report State (RPT) message is  from the GGSN to the PCF is used to communicate the success or failure of the GGSN in carrying out the PCF’s decision indicated in the Decision message.

· Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client handle is no longer available/relevant and the corresponding state may be removed from the PCF.


5.2.3
UMTS specific information exchange


Editor’s Note: This subclause describes the UMTS specific information elements for each message type.

The UMTS-specific information is carried in specific COPS-PR objects, as defined in the UMTS-Go PIB that is given in Annex B. 


Editor’s Note: The details of the UMTS specific objects in the UMTS-Go PIB are still under discussion in TSG CN3. The resulting work will be documented in annex B. Annex B will be the basis for future versions of the UMTS-Go PIB draft, that is currently in available in a preliminary version from the IETF document store [draft-hamer-cops-umts-go-00.txt].



















Annexes are only to be used where appropriate:


Annex A (informative):
Information to be incorporated into other specifications


Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.


A.1
Capabilities of UE (TS27.060)


Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.


A.1.1
Binding mechanism


Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.


A.1.2
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.


A.1.3
RSVP/IntServ function


Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.


A.1.4
Pre-conditions for SIP QoS assured sessions


Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.

Annex B (normative):
UMTS-Go PIB

Editor’s Note: The content of this annex will be provided later in N3-010576.


Annex C (informative):
Change history


It is usual to include an annex (usually the final annex of the document) for specifications under TSG change control which details the change history of the specification using a table as follows:
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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


1
presented to TSG for information;


2
presented to TSG for approval;


3
or greater indicates TSG approved document under change control.


y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


Introduction


This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: This clause can be deleted if unnecessary.


1
Scope




The present document provides the stage 3 specification of the Go interface. The functional requirements and the stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go interface is the interface between the GGSN and the Policy Control Function (PCF).


The present document defines:


- the protocol to be used between PCF and GGSN over the Go interface


- the signalling interactions to be performed between PCF and GGSN over the Go interface






Editor’s Note: The scope above should be refined if necessary.


2
References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]
3GPP TR 21 905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 23 002: "Network Architecture"

[3]
3GPP TS 23 207: "End-to-end QoS Concept and Architecture"

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – stage 2"

[5]
IETF RFC 2475: "An Architecture for Differentiated Services (Diffserv)"

[6]
IETF RFC 2753: "A Framework for Policy-based Admission Control"

[7]
IETF RFC 2748: "Common Open Policy Service protocol (COPS)"

[8]
IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)"

[9]
IETF RFC 3159: "Structure of Policy Provisioning Information (SPPI)"

Editor’s Note: The references should be added by necessity.


3
Definitions, symbols and abbreviations


Delete from the above heading those words which are not applicable.


Subclause numbering depends on applicability and should be renumbered accordingly.


3.1
Definitions


For the purposes of the present document, the following terms and definitions apply.








Go Interface
Interface between P-CSCF (PCF) and GGSN. 


RSVP
Resource ReSerVation Protocol – The RSVP protocol [RFC 2205] is used by a host to request specific qualities of service from the network for particular application data streams or flows. The network responds by explicitly admitting or rejecting RSVP requests.


COPS
Common Open Policy Service – The COPS protocol [RFC 2748] is a simple query and response protocol that can be used to exchange policy information between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement Points or PEPs).


DiffServ
Differentiated Services – Diffserv networks classify packets into one of a small number of aggregated flows or "classes", based on the DiffServ codepoint (DSCP) in the packet's IP header.  This is known as behaviour aggregate (BA) classification. At each DiffServ router, packets are subjected to a "per-hop behaviour" (PHB), which is invoked by the DSCP.

GGSN (*)
The GGSN contains the Policy Enforcement Point (PEP) in COPS terminology.

PCF (*)
The Policy Control Function contains the Policy Decision Point (PDP) in COPS terminology.


PDP (*)
The Policy Decision Point (PDP) resides in the PCF.


PEP (*)
The Policy Enforcement Point (PEP) resides in the GGSN.

PIB
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and purpose of solicited and unsolicited policy information that is sent from the PDP to the PEP for provisioning policy or sent from the PEP to the PDP as a notification.

Editor’s Note: The definitions of terms, which are not covered in TR21.905, should be added in this subclause.

Editor’s Note: (*) The definitions of GGSN, PCF, PDP and PEP should be refined and replaced by appropriate sentences.

3.2
Symbols


For the purposes of the present document, the following symbols apply:










Editor’s Note: The explanations of necessary symbols should be added in this subclause.


3.3
Abbreviations


For the purposes of the present document, the following abbreviations apply:


APN

Access Point Name

COPS

Common Open Policy Service protocol

COPS-PR

COPS for policy provisioning


DEC

COPS Decision message


DHCP

Dynamic Host Configuration Protocol

DiffServ

Differentiated Services

DRQ

COPS Delete Request State message

DSCP

DiffServ Code Point


GGSN

Gateway GPRS Support Node

IMS

IP Multimedia Subsystem


IntServ

Integrated Services


PCF

Policy Control Function

PDP

Policy Decision Point

PEP

Policy Enforcement Point


PHB

Per Hop Behaviour

PIB

Policy Information Base



REQ

COPS Request message



RPT

COPS Report State message





Editor’s Note: The explanations of necessary abbreviations should be added in this subclause.


4
General

Editor’s Note: This clause contains the general description of Go interface.


4.1
Go interface overview


Editor’s Note: This subclause describes the overview of Go interface.


Editor’s Note: This subclause describes the functional requirements of Go interface.
For example, TS23.207 points out;

   – Control of Diffserv inter-working,
   – Control of RSVP admission control and inter-working,
   – Control of “gating” function in GGSN,
   – UMTS bearer authorization,
   – QoS charging related function.


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point in the GGSN from a Policy Control Function (PCF). This information is used by the GGSN in support of, e.g., control of DiffServ interworking, control of the service-based policy "gating" function in GGSN and other functions as defined in stage 2 specifications [3]. The Go interface uses IP flow based policies. 


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and the PCF.  The Go interface shall conform to the IETF COPS protocol defined in [7].


Furthermore, the Go interface shall conform to the IETF COPS-PR protocol defined in [8]. The Go-interface therefore shall conform to the IETF COPS [7] with the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 


Note: The intention of 3GPP CN3 is to get this UMTS Go PIB standardized in IETF. 


COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

Editor’s Note: This document will only describe the new functionalities needed in the UMTS environment and reference the related IETF RFCs when applicable to ensure no unnecessary duplication of information occurs.


Editor’s Note: An initial version of the above mentioned PIB is available at the IETF website as draft-hamer-rap-cops-umts-go-00.txt. Based on the information in this CN3 specification, subsequent versions of the PIB will be modified to reflect the CN3 specification. 


The high level functional requirements are brought in below from the stage 2 description [3] to introduce the minimum functionalities that the Go interface shall cover.


· Media Authorisation information from PDP context


The GGSN receives the media authorisation information during the activation/modification of a (Secondary) PDP context by the UE. The media authorisation information contains:


· Binding information


· Requested QoS (UMTS QoS based)


The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.


· Media Authorisation information from PCF 


The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:


· Binding information


· Authorised QoS (SDP based)


· Packet Classifier (Optional)


This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.


The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.


· Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources


The PCF controls media sessions and may revoke resources at any time. Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.


· Indication of PDP Context Release / Modification


The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session.

4.2
Go reference model


Editor’s Note: This subclause describes the reference model. A figure of the architecture along the Go interface should be added here.

The Go interface is the interface between the PCF and the GGSN (interface used for policy control). 


The relationships between the different functional entities involved are depicted in Figure 4.2-1 below. For clarity in the diagram, network elements that are not involved in service-based local policy control are not presented here (e.g. radio network elements, SGSN, etc). 
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Figure 4.2-1: Go interface architecture model

4.3
Functional elements and capabilities


Editor’s Note: This subclause explains the functional elements which appear in the discussion of Go interface.


4.3.1
GGSN


Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.


4.3.1.1
Service-based local policy enforcement point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.

4.3.1.1.1
Information mapping


The GGSN is responsible for QoS checking and mapping. The GGSN shall check if the requested QoS is in-line with the authorized QoS. The GGSN shall perform the proper mapping between the IP QoS information received over the Go interface and the UMTS QoS information received through PDP context signalling.

4.3.1.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.


4.3.1.3
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.






4.3.2
PCF


Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…

4.3.2.1
Service-based local policy decision point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.


4.3.2.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.


5
Policy control procedures


Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.


5.1
Policy control procedures in functional elements


Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.

5.1.1
GGSN


Editor’s Note: This subclause describes the policy control procedures in the GGSN.


5.1.2
PCF


Editor’s Note: This subclause describes the policy control procedures in the PCF.


5.2
Information exchanged via Go interface


Editor’s Note: This subclause describes the information exchanged via Go interface

5.2.1
Event Requirements between the GGSN and PCF


The Go interface supports information passed between the GGSN and PCF. In order to allow effective communication between PCF and GGSN, all events associated with control functions are required:


· Coordination of events between the application layer and resource management in the IP bearer layer,


The specific events to the UMTS or IP bearer service are required in order to trigger the request from GGSN to PCF.

5.2.2
Protocol support


Editor’s Note: This subclause describes the COPS protocol support for Go interface.

5.2.2.1
TCP connection for COPS protocol

To ensure the real-time characteristics of the Go interface, the COPS interactions must be  based on  pre-established TCP/IP connections

5.2.2.2
COPS protocol


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF)


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and Policy Control Function (PCF).  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work. 


The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation  of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations. 


Policy decisions may be stored by the COPS client in a local policy decision point allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  


The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP request may be followed by one or more asynchronous PCF decisions. Each of the decisions will allow the PCF to notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.


Protocol stack: IP, TCP and COPS

5.2.2.3
Type of messages


Editor’s Note: This subclause describes the type of messages to be supported.
For example,
   – Client-Open/Client-Accept/Client-Close,
   – Request,
   – Decision,
   – Report State,
   – Delete Request State,
   – Keep Alive,
   – Synchronize State Request/Synchronize State Complete.


The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Request, Decision and Delete Request State).


The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State Complete messages are used for setting up and maintaining the connection between the PCF and PEP [1].

The following messages supported by the COPS layer for Go interface are used for the policy control operations:


· Request message (REQ) from the GGSN to the PCF is used by the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information. The binding information associates the policy and QoS inter-working information in the message with a PDP context including PCF address.  The binding information includes an authorization token sent by the PCF to the UE during SIP signalling and may include one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.


· Decision (DEQ) message from the PCF to the GGSN is a response to the Request message. The Decision message is used for “Authorize QoS/Revoke QoS authorization” for one or more IP flows, for “Enable/Disable forwarding” for one or more IP flows and for asynchronous notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

· Report State (RPT) message is  from the GGSN to the PCF is used to communicate the success or failure of the GGSN in carrying out the PCF’s decision indicated in the Decision message.

· Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client handle is no longer available/relevant and the corresponding state may be removed from the PCF.


5.2.3
UMTS specific information exchange


Editor’s Note: This subclause describes the UMTS specific information elements for each message type.

The UMTS-specific information is carried in specific COPS-PR objects, as defined in the UMTS-Go PIB that is given in Annex B. 


Editor’s Note: The details of the UMTS specific objects in the UMTS-Go PIB are still under discussion in TSG CN3. The resulting work will be documented in annex B. Annex B will be the basis for future versions of the UMTS-Go PIB draft, that is currently in available in a preliminary version from the IETF document store [draft-hamer-cops-umts-go-00.txt].



















Annexes are only to be used where appropriate:


Annex A (informative):
Information to be incorporated into other specifications


Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.


A.1
Capabilities of UE (TS27.060)


Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.


A.1.1
Binding mechanism


Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.


A.1.2
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.


A.1.3
RSVP/IntServ function


Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.


A.1.4
Pre-conditions for SIP QoS assured sessions


Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.

Annex B (normative):
UMTS-Go PIB

Editor’s Note: The content of this annex will be provided later in N3-010576.


Annex C (informative):
Change history


It is usual to include an annex (usually the final annex of the document) for specifications under TSG change control which details the change history of the specification using a table as follows:
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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


1
presented to TSG for information;


2
presented to TSG for approval;


3
or greater indicates TSG approved document under change control.


y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


Introduction


This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: This clause can be deleted if unnecessary.


1
Scope




The present document provides the stage 3 specification of the Go interface. The functional requirements and the stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go interface is the interface between the GGSN and the Policy Control Function (PCF).


The present document defines:


- the protocol to be used between PCF and GGSN over the Go interface


- the signalling interactions to be performed between PCF and GGSN over the Go interface






Editor’s Note: The scope above should be refined if necessary.


2
References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]
3GPP TR 21 905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 23 002: "Network Architecture"

[3]
3GPP TS 23 207: "End-to-end QoS Concept and Architecture"

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – stage 2"

[5]
IETF RFC 2475: "An Architecture for Differentiated Services (Diffserv)"

[6]
IETF RFC 2753: "A Framework for Policy-based Admission Control"

[7]
IETF RFC 2748: "Common Open Policy Service protocol (COPS)"

[8]
IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)"

[9]
IETF RFC 3159: "Structure of Policy Provisioning Information (SPPI)"

Editor’s Note: The references should be added by necessity.


3
Definitions, symbols and abbreviations


Delete from the above heading those words which are not applicable.


Subclause numbering depends on applicability and should be renumbered accordingly.


3.1
Definitions


For the purposes of the present document, the following terms and definitions apply.








Go Interface
Interface between P-CSCF (PCF) and GGSN. 


RSVP
Resource ReSerVation Protocol – The RSVP protocol [RFC 2205] is used by a host to request specific qualities of service from the network for particular application data streams or flows. The network responds by explicitly admitting or rejecting RSVP requests.


COPS
Common Open Policy Service – The COPS protocol [RFC 2748] is a simple query and response protocol that can be used to exchange policy information between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement Points or PEPs).


DiffServ
Differentiated Services – Diffserv networks classify packets into one of a small number of aggregated flows or "classes", based on the DiffServ codepoint (DSCP) in the packet's IP header.  This is known as behaviour aggregate (BA) classification. At each DiffServ router, packets are subjected to a "per-hop behaviour" (PHB), which is invoked by the DSCP.

GGSN (*)
The GGSN contains the Policy Enforcement Point (PEP) in COPS terminology.

PCF (*)
The Policy Control Function contains the Policy Decision Point (PDP) in COPS terminology.


PDP (*)
The Policy Decision Point (PDP) resides in the PCF.


PEP (*)
The Policy Enforcement Point (PEP) resides in the GGSN.

PIB
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and purpose of solicited and unsolicited policy information that is sent from the PDP to the PEP for provisioning policy or sent from the PEP to the PDP as a notification.

Editor’s Note: The definitions of terms, which are not covered in TR21.905, should be added in this subclause.

Editor’s Note: (*) The definitions of GGSN, PCF, PDP and PEP should be refined and replaced by appropriate sentences.

3.2
Symbols


For the purposes of the present document, the following symbols apply:










Editor’s Note: The explanations of necessary symbols should be added in this subclause.


3.3
Abbreviations


For the purposes of the present document, the following abbreviations apply:


APN

Access Point Name

COPS

Common Open Policy Service protocol

COPS-PR

COPS for policy provisioning


DEC

COPS Decision message


DHCP

Dynamic Host Configuration Protocol

DiffServ

Differentiated Services

DRQ

COPS Delete Request State message

DSCP

DiffServ Code Point


GGSN

Gateway GPRS Support Node

IMS

IP Multimedia Subsystem


IntServ

Integrated Services


PCF

Policy Control Function

PDP

Policy Decision Point

PEP

Policy Enforcement Point


PHB

Per Hop Behaviour

PIB

Policy Information Base



REQ

COPS Request message



RPT

COPS Report State message





Editor’s Note: The explanations of necessary abbreviations should be added in this subclause.


4
General

Editor’s Note: This clause contains the general description of Go interface.


4.1
Go interface overview


Editor’s Note: This subclause describes the overview of Go interface.


Editor’s Note: This subclause describes the functional requirements of Go interface.
For example, TS23.207 points out;

   – Control of Diffserv inter-working,
   – Control of RSVP admission control and inter-working,
   – Control of “gating” function in GGSN,
   – UMTS bearer authorization,
   – QoS charging related function.


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point in the GGSN from a Policy Control Function (PCF). This information is used by the GGSN in support of, e.g., control of DiffServ interworking, control of the service-based policy "gating" function in GGSN and other functions as defined in stage 2 specifications [3]. The Go interface uses IP flow based policies. 


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and the PCF.  The Go interface shall conform to the IETF COPS protocol defined in [7].


Furthermore, the Go interface shall conform to the IETF COPS-PR protocol defined in [8]. The Go-interface therefore shall conform to the IETF COPS [7] with the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 


Note: The intention of 3GPP CN3 is to get this UMTS Go PIB standardized in IETF. 


COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

Editor’s Note: This document will only describe the new functionalities needed in the UMTS environment and reference the related IETF RFCs when applicable to ensure no unnecessary duplication of information occurs.


Editor’s Note: An initial version of the above mentioned PIB is available at the IETF website as draft-hamer-rap-cops-umts-go-00.txt. Based on the information in this CN3 specification, subsequent versions of the PIB will be modified to reflect the CN3 specification. 


The high level functional requirements are brought in below from the stage 2 description [3] to introduce the minimum functionalities that the Go interface shall cover.


· Media Authorisation information from PDP context


The GGSN receives the media authorisation information during the activation/modification of a (Secondary) PDP context by the UE. The media authorisation information contains:


· Binding information


· Requested QoS (UMTS QoS based)


The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.


· Media Authorisation information from PCF 


The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:


· Binding information


· Authorised QoS (SDP based)


· Packet Classifier (Optional)


This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.


The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.


· Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources


The PCF controls media sessions and may revoke resources at any time. Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.


· Indication of PDP Context Release / Modification


The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session.

4.2
Go reference model


Editor’s Note: This subclause describes the reference model. A figure of the architecture along the Go interface should be added here.

The Go interface is the interface between the PCF and the GGSN (interface used for policy control). 


The relationships between the different functional entities involved are depicted in Figure 4.2-1 below. For clarity in the diagram, network elements that are not involved in service-based local policy control are not presented here (e.g. radio network elements, SGSN, etc). 
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Figure 4.2-1: Go interface architecture model

4.3
Functional elements and capabilities


Editor’s Note: This subclause explains the functional elements which appear in the discussion of Go interface.


4.3.1
GGSN


Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.


4.3.1.1
Service-based local policy enforcement point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.

4.3.1.1.1
Information mapping


The GGSN is responsible for QoS checking and mapping. The GGSN shall check if the requested QoS is in-line with the authorized QoS. The GGSN shall perform the proper mapping between the IP QoS information received over the Go interface and the UMTS QoS information received through PDP context signalling.

4.3.1.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.


4.3.1.3
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.






4.3.2
PCF


Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…

4.3.2.1
Service-based local policy decision point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.


4.3.2.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.


5
Policy control procedures


Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.


5.1
Policy control procedures in functional elements


Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.

5.1.1
GGSN


Editor’s Note: This subclause describes the policy control procedures in the GGSN.


5.1.2
PCF


Editor’s Note: This subclause describes the policy control procedures in the PCF.


5.2
Information exchanged via Go interface


Editor’s Note: This subclause describes the information exchanged via Go interface

5.2.1
Event Requirements between the GGSN and PCF


The Go interface supports information passed between the GGSN and PCF. In order to allow effective communication between PCF and GGSN, all events associated with control functions are required:


· Coordination of events between the application layer and resource management in the IP bearer layer,


The specific events to the UMTS or IP bearer service are required in order to trigger the request from GGSN to PCF.

5.2.2
Protocol support


Editor’s Note: This subclause describes the COPS protocol support for Go interface.

5.2.2.1
TCP connection for COPS protocol

To ensure the real-time characteristics of the Go interface, the COPS interactions must be  based on  pre-established TCP/IP connections

5.2.2.2
COPS protocol


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF)


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and Policy Control Function (PCF).  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work. 


The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation  of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations. 


Policy decisions may be stored by the COPS client in a local policy decision point allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  


The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP request may be followed by one or more asynchronous PCF decisions. Each of the decisions will allow the PCF to notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.


Protocol stack: IP, TCP and COPS

5.2.2.3
Type of messages


Editor’s Note: This subclause describes the type of messages to be supported.
For example,
   – Client-Open/Client-Accept/Client-Close,
   – Request,
   – Decision,
   – Report State,
   – Delete Request State,
   – Keep Alive,
   – Synchronize State Request/Synchronize State Complete.


The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Request, Decision and Delete Request State).


The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State Complete messages are used for setting up and maintaining the connection between the PCF and PEP [1].

The following messages supported by the COPS layer for Go interface are used for the policy control operations:


· Request message (REQ) from the GGSN to the PCF is used by the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information. The binding information associates the policy and QoS inter-working information in the message with a PDP context including PCF address.  The binding information includes an authorization token sent by the PCF to the UE during SIP signalling and may include one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.


· Decision (DEQ) message from the PCF to the GGSN is a response to the Request message. The Decision message is used for “Authorize QoS/Revoke QoS authorization” for one or more IP flows, for “Enable/Disable forwarding” for one or more IP flows and for asynchronous notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

· Report State (RPT) message is  from the GGSN to the PCF is used to communicate the success or failure of the GGSN in carrying out the PCF’s decision indicated in the Decision message.

· Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client handle is no longer available/relevant and the corresponding state may be removed from the PCF.


5.2.3
UMTS specific information exchange


Editor’s Note: This subclause describes the UMTS specific information elements for each message type.

The UMTS-specific information is carried in specific COPS-PR objects, as defined in the UMTS-Go PIB that is given in Annex B. 


Editor’s Note: The details of the UMTS specific objects in the UMTS-Go PIB are still under discussion in TSG CN3. The resulting work will be documented in annex B. Annex B will be the basis for future versions of the UMTS-Go PIB draft, that is currently in available in a preliminary version from the IETF document store [draft-hamer-cops-umts-go-00.txt].



















Annexes are only to be used where appropriate:


Annex A (informative):
Information to be incorporated into other specifications


Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.


A.1
Capabilities of UE (TS27.060)


Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.


A.1.1
Binding mechanism


Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.


A.1.2
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.


A.1.3
RSVP/IntServ function


Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.


A.1.4
Pre-conditions for SIP QoS assured sessions


Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.

Annex B (normative):
UMTS-Go PIB

Editor’s Note: The content of this annex will be provided later in N3-010576.
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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


1
presented to TSG for information;


2
presented to TSG for approval;


3
or greater indicates TSG approved document under change control.


y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


Introduction


This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: This clause can be deleted if unnecessary.


1
Scope


The present document provides the stage 3 specification of the Go interface. The functional requirements and the stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go interface is the interface between the GGSN and the Policy Control Function (PCF).


The present document defines:


- the protocol to be used between PCF and GGSN over the Go interface


- the signalling interactions to be performed between PCF and GGSN over the Go interface


Editor’s Note: The scope above should be refined if necessary.


2
References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]
3GPP TR 21 905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 23 002: "Network Architecture"

[3]
3GPP TS 23 207: "End-to-end QoS Concept and Architecture"

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – stage 2"

[5]
IETF RFC 2475: "An Architecture for Differentiated Services (Diffserv)"

[6]
IETF RFC 2753: "A Framework for Policy-based Admission Control"

[7]
IETF RFC 2748: "Common Open Policy Service protocol (COPS)"

[8]
IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)"

[9]
IETF RFC 3159: "Structure of Policy Provisioning Information (SPPI)"

Editor’s Note: The references should be added by necessity.


3
Definitions, symbols and abbreviations


Delete from the above heading those words which are not applicable.


Subclause numbering depends on applicability and should be renumbered accordingly.


3.1
Definitions


For the purposes of the present document, the following terms and definitions apply.


Go Interface
Interface between P-CSCF (PCF) and GGSN. 


RSVP
Resource ReSerVation Protocol – The RSVP protocol [RFC 2205] is used by a host to request specific qualities of service from the network for particular application data streams or flows. The network responds by explicitly admitting or rejecting RSVP requests.


COPS
Common Open Policy Service – The COPS protocol [RFC 2748] is a simple query and response protocol that can be used to exchange policy information between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement Points or PEPs).


DiffServ
Differentiated Services – Diffserv networks classify packets into one of a small number of aggregated flows or "classes", based on the DiffServ codepoint (DSCP) in the packet's IP header.  This is known as behaviour aggregate (BA) classification. At each DiffServ router, packets are subjected to a "per-hop behaviour" (PHB), which is invoked by the DSCP.

GGSN (*)
The GGSN contains the Policy Enforcement Point (PEP) in COPS terminology.

PCF (*)
The Policy Control Function contains the Policy Decision Point (PDP) in COPS terminology.


PDP (*)
The Policy Decision Point (PDP) resides in the PCF.


PEP (*)
The Policy Enforcement Point (PEP) resides in the GGSN.

PIB
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and purpose of solicited and unsolicited policy information that is sent from the PDP to the PEP for provisioning policy or sent from the PEP to the PDP as a notification.

Editor’s Note: The definitions of terms, which are not covered in TR21.905, should be added in this subclause.


Editor’s Note: (*) The definitions of GGSN, PCF, PDP and PEP should be refined and replaced by appropriate sentences.


3.2
Symbols


For the purposes of the present document, the following symbols apply:


Editor’s Note: The explanations of necessary symbols should be added in this subclause.


3.3
Abbreviations


For the purposes of the present document, the following abbreviations apply:


APN

Access Point Name


COPS

Common Open Policy Service protocol

COPS-PR

COPS for policy provisioning


DEC

COPS Decision message


DHCP

Dynamic Host Configuration Protocol

DiffServ

Differentiated Services

DRQ

COPS Delete Request State message


DSCP

DiffServ Code Point


GGSN

Gateway GPRS Support Node


IMS

IP Multimedia Subsystem


IntServ

Integrated Services


PCF

Policy Control Function

PDP

Policy Decision Point

PEP

Policy Enforcement Point


PHB

Per Hop Behaviour

PIB

Policy Information Base

REQ

COPS Request message


RPT

COPS Report State message


Editor’s Note: The explanations of necessary abbreviations should be added in this subclause.


4
General

Editor’s Note: This clause contains the general description of Go interface.


4.1
Go interface overview


Editor’s Note: This subclause describes the overview of Go interface.


Editor’s Note: This subclause describes the functional requirements of Go interface.
For example, TS23.207 points out;

   – Control of Diffserv inter-working,
   – Control of RSVP admission control and inter-working,
   – Control of “gating” function in GGSN,
   – UMTS bearer authorization,
   – QoS charging related function.


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point in the GGSN from a Policy Control Function (PCF). This information is used by the GGSN in support of, e.g., control of DiffServ interworking, control of the service-based policy "gating" function in GGSN and other functions as defined in stage 2 specifications [3]. The Go interface uses IP flow based policies. 


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and the PCF.  The Go interface shall conform to the IETF COPS protocol defined in [7].


Furthermore, the Go interface shall conform to the IETF COPS-PR protocol defined in [8]. The Go-interface therefore shall conform to the IETF COPS [7] with the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 


Note: The intention of 3GPP CN3 is to get this UMTS Go PIB standardized in IETF. 


COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

Editor’s Note: This document will only describe the new functionalities needed in the UMTS environment and reference the related IETF RFCs when applicable to ensure no unnecessary duplication of information occurs.


Editor’s Note: An initial version of the above mentioned PIB is available at the IETF website as draft-hamer-rap-cops-umts-go-00.txt. Based on the information in this CN3 specification, subsequent versions of the PIB will be modified to reflect the CN3 specification. 


The high level functional requirements are brought in below from the stage 2 description [3] to introduce the minimum functionalities that the Go interface shall cover.


· Media Authorisation information from PDP context


The GGSN receives the media authorisation information during the activation/modification of a (Secondary) PDP context by the UE. The media authorisation information contains:


· Binding information


· Requested QoS (UMTS QoS based)


The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.


· Media Authorisation information from PCF 


The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:


· Binding information


· Authorised QoS (SDP based)


· Packet Classifier (Optional)


This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.


The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.


· Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources


The PCF controls media sessions and may revoke resources at any time. Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.


· Indication of PDP Context Release / Modification


The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session.

4.2
Go reference model


Editor’s Note: This subclause describes the reference model. A figure of the architecture along the Go interface should be added here.


The Go interface is the interface between the PCF and the GGSN (interface used for policy control). 


The relationships between the different functional entities involved are depicted in Figure 4.2-1 below. For clarity in the diagram, network elements that are not involved in service-based local policy control are not presented here (e.g. radio network elements, SGSN, etc). 
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Figure 4.2-1: Go interface architecture model

4.3
Functional elements and capabilities


Editor’s Note: This subclause explains the functional elements which appear in the discussion of Go interface.


4.3.1
GGSN


Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.


4.3.1.1
Service-based local policy enforcement point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.


4.3.1.1.1
Information mapping


The GGSN is responsible for QoS checking and mapping. The GGSN shall check if the requested QoS is in-line with the authorized QoS. The GGSN shall perform the proper mapping between the IP QoS information received over the Go interface and the UMTS QoS information received through PDP context signalling.

4.3.1.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.


4.3.1.3
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.


4.3.2
PCF


Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…

4.3.2.1
Service-based local policy decision point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.


4.3.2.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.


5
Policy control procedures


Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.


5.1
Policy control procedures in functional elements


Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.

5.1.1
GGSN


Editor’s Note: This subclause describes the policy control procedures in the GGSN.


5.1.2
PCF


Editor’s Note: This subclause describes the policy control procedures in the PCF.


5.2
Information exchanged via Go interface


Editor’s Note: This subclause describes the information exchanged via Go interface

5.2.1
Event Requirements between the GGSN and PCF


The Go interface supports information passed between the GGSN and PCF. In order to allow effective communication between PCF and GGSN, all events associated with control functions are required:


· Coordination of events between the application layer and resource management in the IP bearer layer,


The specific events to the UMTS or IP bearer service are required in order to trigger the request from GGSN to PCF.

5.2.2
Protocol support


Editor’s Note: This subclause describes the COPS protocol support for Go interface.

5.2.2.1
TCP connection for COPS protocol


To ensure the real-time characteristics of the Go interface, the COPS interactions must be  based on  pre-established TCP/IP connections

5.2.2.2
COPS protocol


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF)


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and Policy Control Function (PCF).  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work. 


The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation  of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations. 


Policy decisions may be stored by the COPS client in a local policy decision point allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  


The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP request may be followed by one or more asynchronous PCF decisions. Each of the decisions will allow the PCF to notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.


Protocol stack: IP, TCP and COPS

5.2.2.3
Type of messages


Editor’s Note: This subclause describes the type of messages to be supported.
For example,
   – Client-Open/Client-Accept/Client-Close,
   – Request,
   – Decision,
   – Report State,
   – Delete Request State,
   – Keep Alive,
   – Synchronize State Request/Synchronize State Complete.


The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Request, Decision and Delete Request State).


The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State Complete messages are used for setting up and maintaining the connection between the PCF and PEP [1].

The following messages supported by the COPS layer for Go interface are used for the policy control operations:


· Request message (REQ) from the GGSN to the PCF is used by the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information. The binding information associates the policy and QoS inter-working information in the message with a PDP context including PCF address.  The binding information includes an authorization token sent by the PCF to the UE during SIP signalling and may include one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.


· Decision (DEQ) message from the PCF to the GGSN is a response to the Request message. The Decision message is used for “Authorize QoS/Revoke QoS authorization” for one or more IP flows, for “Enable/Disable forwarding” for one or more IP flows and for asynchronous notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

· Report State (RPT) message is  from the GGSN to the PCF is used to communicate the success or failure of the GGSN in carrying out the PCF’s decision indicated in the Decision message.

· Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client handle is no longer available/relevant and the corresponding state may be removed from the PCF.


5.2.3
UMTS specific information exchange


Editor’s Note: This subclause describes the UMTS specific information elements for each message type.


The UMTS-specific information is carried in specific COPS-PR objects, as defined in the UMTS-Go PIB that is given in Annex B. 


Editor’s Note: The details of the UMTS specific objects in the UMTS-Go PIB are still under discussion in TSG CN3. The resulting work will be documented in annex B. Annex B will be the basis for future versions of the UMTS-Go PIB draft, that is currently in available in a preliminary version from the IETF document store [draft-hamer-cops-umts-go-00.txt].

Annexes are only to be used where appropriate:


Annex A (informative):
Information to be incorporated into other specifications


Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.


A.1
Capabilities of UE (TS27.060)


Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.


A.1.1
Binding mechanism


Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.


A.1.2
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.


A.1.3
RSVP/IntServ function


Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.


A.1.4
Pre-conditions for SIP QoS assured sessions


Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.

Annex B (normative):
UMTS-Go PIB


Editor’s Note: The content of this annex will be provided later in N3-010576.


Annex C (informative):
Change history


It is usual to include an annex (usually the final annex of the document) for specifications under TSG change control which details the change history of the specification using a table as follows:
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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


1
presented to TSG for information;


2
presented to TSG for approval;


3
or greater indicates TSG approved document under change control.


y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


Introduction


This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: This clause can be deleted if unnecessary.


1
Scope


The present document provides the stage 3 specification of the Go interface. The functional requirements and the stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go interface is the interface between the GGSN and the Policy Control Function (PCF).


The present document defines:


- the protocol to be used between PCF and GGSN over the Go interface


- the signalling interactions to be performed between PCF and GGSN over the Go interface


Editor’s Note: The scope above should be refined if necessary.


2
References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]
3GPP TR 21 905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 23 002: "Network Architecture"

[3]
3GPP TS 23 207: "End-to-end QoS Concept and Architecture"

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – stage 2"

[5]
IETF RFC 2475: "An Architecture for Differentiated Services (Diffserv)"

[6]
IETF RFC 2753: "A Framework for Policy-based Admission Control"

[7]
IETF RFC 2748: "Common Open Policy Service protocol (COPS)"

[8]
IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)"

[9]
IETF RFC 3159: "Structure of Policy Provisioning Information (SPPI)"

Editor’s Note: The references should be added by necessity.


3
Definitions, symbols and abbreviations


Delete from the above heading those words which are not applicable.


Subclause numbering depends on applicability and should be renumbered accordingly.


3.1
Definitions


For the purposes of the present document, the following terms and definitions apply.


Go Interface
Interface between P-CSCF (PCF) and GGSN. 


RSVP
Resource ReSerVation Protocol – The RSVP protocol [RFC 2205] is used by a host to request specific qualities of service from the network for particular application data streams or flows. The network responds by explicitly admitting or rejecting RSVP requests.


COPS
Common Open Policy Service – The COPS protocol [RFC 2748] is a simple query and response protocol that can be used to exchange policy information between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement Points or PEPs).


DiffServ
Differentiated Services – Diffserv networks classify packets into one of a small number of aggregated flows or "classes", based on the DiffServ codepoint (DSCP) in the packet's IP header.  This is known as behaviour aggregate (BA) classification. At each DiffServ router, packets are subjected to a "per-hop behaviour" (PHB), which is invoked by the DSCP.

GGSN (*)
The GGSN contains the Policy Enforcement Point (PEP) in COPS terminology.

PCF (*)
The Policy Control Function contains the Policy Decision Point (PDP) in COPS terminology.


PDP (*)
The Policy Decision Point (PDP) resides in the PCF.


PEP (*)
The Policy Enforcement Point (PEP) resides in the GGSN.

PIB
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and purpose of solicited and unsolicited policy information that is sent from the PDP to the PEP for provisioning policy or sent from the PEP to the PDP as a notification.

Editor’s Note: The definitions of terms, which are not covered in TR21.905, should be added in this subclause.


Editor’s Note: (*) The definitions of GGSN, PCF, PDP and PEP should be refined and replaced by appropriate sentences.


3.2
Symbols


For the purposes of the present document, the following symbols apply:


Editor’s Note: The explanations of necessary symbols should be added in this subclause.


3.3
Abbreviations


For the purposes of the present document, the following abbreviations apply:


APN

Access Point Name


COPS

Common Open Policy Service protocol

COPS-PR

COPS for policy provisioning


DEC

COPS Decision message


DHCP

Dynamic Host Configuration Protocol

DiffServ

Differentiated Services

DRQ

COPS Delete Request State message


DSCP

DiffServ Code Point


GGSN

Gateway GPRS Support Node


IMS

IP Multimedia Subsystem


IntServ

Integrated Services


PCF

Policy Control Function

PDP

Policy Decision Point

PEP

Policy Enforcement Point


PHB

Per Hop Behaviour

PIB

Policy Information Base

REQ

COPS Request message


RPT

COPS Report State message


Editor’s Note: The explanations of necessary abbreviations should be added in this subclause.


4
General

Editor’s Note: This clause contains the general description of Go interface.


4.1
Go interface overview


Editor’s Note: This subclause describes the overview of Go interface.


Editor’s Note: This subclause describes the functional requirements of Go interface.
For example, TS23.207 points out;

   – Control of Diffserv inter-working,
   – Control of RSVP admission control and inter-working,
   – Control of “gating” function in GGSN,
   – UMTS bearer authorization,
   – QoS charging related function.


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point in the GGSN from a Policy Control Function (PCF). This information is used by the GGSN in support of, e.g., control of DiffServ interworking, control of the service-based policy "gating" function in GGSN and other functions as defined in stage 2 specifications [3]. The Go interface uses IP flow based policies. 


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and the PCF.  The Go interface shall conform to the IETF COPS protocol defined in [7].


Furthermore, the Go interface shall conform to the IETF COPS-PR protocol defined in [8]. The Go-interface therefore shall conform to the IETF COPS [7] with the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 


Note: The intention of 3GPP CN3 is to get this UMTS Go PIB standardized in IETF. 


COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

Editor’s Note: This document will only describe the new functionalities needed in the UMTS environment and reference the related IETF RFCs when applicable to ensure no unnecessary duplication of information occurs.


Editor’s Note: An initial version of the above mentioned PIB is available at the IETF website as draft-hamer-rap-cops-umts-go-00.txt. Based on the information in this CN3 specification, subsequent versions of the PIB will be modified to reflect the CN3 specification. 


The high level functional requirements are brought in below from the stage 2 description [3] to introduce the minimum functionalities that the Go interface shall cover.


· Media Authorisation information from PDP context


The GGSN receives the media authorisation information during the activation/modification of a (Secondary) PDP context by the UE. The media authorisation information contains:


· Binding information


· Requested QoS (UMTS QoS based)


The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.


· Media Authorisation information from PCF 


The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:


· Binding information


· Authorised QoS (SDP based)


· Packet Classifier (Optional)


This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.


The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.


· Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources


The PCF controls media sessions and may revoke resources at any time. Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.


· Indication of PDP Context Release / Modification


The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session.

4.2
Go reference model


Editor’s Note: This subclause describes the reference model. A figure of the architecture along the Go interface should be added here.


The Go interface is the interface between the PCF and the GGSN (interface used for policy control). 


The relationships between the different functional entities involved are depicted in Figure 4.2-1 below. For clarity in the diagram, network elements that are not involved in service-based local policy control are not presented here (e.g. radio network elements, SGSN, etc). 
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Figure 4.2-1: Go interface architecture model

4.3
Functional elements and capabilities


Editor’s Note: This subclause explains the functional elements which appear in the discussion of Go interface.


4.3.1
GGSN


Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.


4.3.1.1
Service-based local policy enforcement point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.


4.3.1.1.1
Information mapping


The GGSN is responsible for QoS checking and mapping. The GGSN shall check if the requested QoS is in-line with the authorized QoS. The GGSN shall perform the proper mapping between the IP QoS information received over the Go interface and the UMTS QoS information received through PDP context signalling.

4.3.1.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.


4.3.1.3
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.


4.3.2
PCF


Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…

4.3.2.1
Service-based local policy decision point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.


4.3.2.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.


5
Policy control procedures


Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.


5.1
Policy control procedures in functional elements


Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.

5.1.1
GGSN


Editor’s Note: This subclause describes the policy control procedures in the GGSN.


5.1.2
PCF


Editor’s Note: This subclause describes the policy control procedures in the PCF.


5.2
Information exchanged via Go interface


Editor’s Note: This subclause describes the information exchanged via Go interface

5.2.1
Event Requirements between the GGSN and PCF


The Go interface supports information passed between the GGSN and PCF. In order to allow effective communication between PCF and GGSN, all events associated with control functions are required:


· Coordination of events between the application layer and resource management in the IP bearer layer,


The specific events to the UMTS or IP bearer service are required in order to trigger the request from GGSN to PCF.

5.2.2
Protocol support


Editor’s Note: This subclause describes the COPS protocol support for Go interface.

5.2.2.1
TCP connection for COPS protocol


To ensure the real-time characteristics of the Go interface, the COPS interactions must be  based on  pre-established TCP/IP connections

5.2.2.2
COPS protocol


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF)


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and Policy Control Function (PCF).  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work. 


The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation  of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations. 


Policy decisions may be stored by the COPS client in a local policy decision point allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  


The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP request may be followed by one or more asynchronous PCF decisions. Each of the decisions will allow the PCF to notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.


Protocol stack: IP, TCP and COPS

5.2.2.3
Type of messages


Editor’s Note: This subclause describes the type of messages to be supported.
For example,
   – Client-Open/Client-Accept/Client-Close,
   – Request,
   – Decision,
   – Report State,
   – Delete Request State,
   – Keep Alive,
   – Synchronize State Request/Synchronize State Complete.


The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Request, Decision and Delete Request State).


The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State Complete messages are used for setting up and maintaining the connection between the PCF and PEP [1].

The following messages supported by the COPS layer for Go interface are used for the policy control operations:


· Request message (REQ) from the GGSN to the PCF is used by the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information. The binding information associates the policy and QoS inter-working information in the message with a PDP context including PCF address.  The binding information includes an authorization token sent by the PCF to the UE during SIP signalling and may include one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.


· Decision (DEQ) message from the PCF to the GGSN is a response to the Request message. The Decision message is used for “Authorize QoS/Revoke QoS authorization” for one or more IP flows, for “Enable/Disable forwarding” for one or more IP flows and for asynchronous notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

· Report State (RPT) message is  from the GGSN to the PCF is used to communicate the success or failure of the GGSN in carrying out the PCF’s decision indicated in the Decision message.

· Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client handle is no longer available/relevant and the corresponding state may be removed from the PCF.


5.2.3
UMTS specific information exchange


Editor’s Note: This subclause describes the UMTS specific information elements for each message type.


The UMTS-specific information is carried in specific COPS-PR objects, as defined in the UMTS-Go PIB that is given in Annex B. 


Editor’s Note: The details of the UMTS specific objects in the UMTS-Go PIB are still under discussion in TSG CN3. The resulting work will be documented in annex B. Annex B will be the basis for future versions of the UMTS-Go PIB draft, that is currently in available in a preliminary version from the IETF document store [draft-hamer-cops-umts-go-00.txt].

Annexes are only to be used where appropriate:


Annex A (informative):
Information to be incorporated into other specifications


Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.


A.1
Capabilities of UE (TS27.060)


Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.


A.1.1
Binding mechanism


Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.


A.1.2
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.


A.1.3
RSVP/IntServ function


Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.


A.1.4
Pre-conditions for SIP QoS assured sessions


Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.

Annex B (normative):
UMTS-Go PIB


Editor’s Note: The content of this annex will be provided later in N3-010576.


Annex C (informative):
Change history


It is usual to include an annex (usually the final annex of the document) for specifications under TSG change control which details the change history of the specification using a table as follows:
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Foreword


This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).


The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:


Version x.y.z


where:


x
the first digit:


1
presented to TSG for information;


2
presented to TSG for approval;


3
or greater indicates TSG approved document under change control.


y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.


z
the third digit is incremented when editorial only changes have been incorporated in the document.


Introduction


This clause is optional. If it exists, it is always the second unnumbered clause.

Editor’s Note: This clause can be deleted if unnecessary.


1
Scope


The present document provides the stage 3 specification of the Go interface. The functional requirements and the stage 2 specifications of the Go interface are contained in 3GPP TS 23.002 [2] and 3GPP TS 23.207 [3]. The Go interface is the interface between the GGSN and the Policy Control Function (PCF).


The present document defines:


- the protocol to be used between PCF and GGSN over the Go interface


- the signalling interactions to be performed between PCF and GGSN over the Go interface


Editor’s Note: The scope above should be refined if necessary.


2
References


The following documents contain provisions which, through reference in this text, constitute provisions of the present document.


· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.


· For a specific reference, subsequent revisions do not apply.


· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[1]
3GPP TR 21 905: "Vocabulary for 3GPP Specifications"

[2]
3GPP TS 23 002: "Network Architecture"

[3]
3GPP TS 23 207: "End-to-end QoS Concept and Architecture"

[4]
3GPP TS 23.228: "IP Multimedia (IM) Subsystem – stage 2"

[5]
IETF RFC 2475: "An Architecture for Differentiated Services (Diffserv)"

[6]
IETF RFC 2753: "A Framework for Policy-based Admission Control"

[7]
IETF RFC 2748: "Common Open Policy Service protocol (COPS)"

[8]
IETF RFC 3084: "COPS Usage for Policy Provisioning (COPS-PR)"

[9]
IETF RFC 3159: "Structure of Policy Provisioning Information (SPPI)"

Editor’s Note: The references should be added by necessity.


3
Definitions, symbols and abbreviations


Delete from the above heading those words which are not applicable.


Subclause numbering depends on applicability and should be renumbered accordingly.


3.1
Definitions


For the purposes of the present document, the following terms and definitions apply.


Go Interface
Interface between P-CSCF (PCF) and GGSN. 


RSVP
Resource ReSerVation Protocol – The RSVP protocol [RFC 2205] is used by a host to request specific qualities of service from the network for particular application data streams or flows. The network responds by explicitly admitting or rejecting RSVP requests.


COPS
Common Open Policy Service – The COPS protocol [RFC 2748] is a simple query and response protocol that can be used to exchange policy information between a policy server (Policy Decision Point or PDP) and its clients (Policy Enforcement Points or PEPs).


DiffServ
Differentiated Services – Diffserv networks classify packets into one of a small number of aggregated flows or "classes", based on the DiffServ codepoint (DSCP) in the packet's IP header.  This is known as behaviour aggregate (BA) classification. At each DiffServ router, packets are subjected to a "per-hop behaviour" (PHB), which is invoked by the DSCP.

GGSN (*)
The GGSN contains the Policy Enforcement Point (PEP) in COPS terminology.

PCF (*)
The Policy Control Function contains the Policy Decision Point (PDP) in COPS terminology.


PDP (*)
The Policy Decision Point (PDP) resides in the PCF.


PEP (*)
The Policy Enforcement Point (PEP) resides in the GGSN.

PIB
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base (PIB), to identify the type and purpose of solicited and unsolicited policy information that is sent from the PDP to the PEP for provisioning policy or sent from the PEP to the PDP as a notification.

Editor’s Note: The definitions of terms, which are not covered in TR21.905, should be added in this subclause.


Editor’s Note: (*) The definitions of GGSN, PCF, PDP and PEP should be refined and replaced by appropriate sentences.


3.2
Symbols


For the purposes of the present document, the following symbols apply:


Editor’s Note: The explanations of necessary symbols should be added in this subclause.


3.3
Abbreviations


For the purposes of the present document, the following abbreviations apply:


APN

Access Point Name


COPS

Common Open Policy Service protocol

COPS-PR

COPS for policy provisioning


DEC

COPS Decision message


DHCP

Dynamic Host Configuration Protocol

DiffServ

Differentiated Services

DRQ

COPS Delete Request State message


DSCP

DiffServ Code Point


GGSN

Gateway GPRS Support Node


IMS

IP Multimedia Subsystem


IntServ

Integrated Services


PCF

Policy Control Function

PDP

Policy Decision Point

PEP

Policy Enforcement Point


PHB

Per Hop Behaviour

PIB

Policy Information Base

REQ

COPS Request message


RPT

COPS Report State message


Editor’s Note: The explanations of necessary abbreviations should be added in this subclause.


4
General

Editor’s Note: This clause contains the general description of Go interface.


4.1
Go interface overview


Editor’s Note: This subclause describes the overview of Go interface.


Editor’s Note: This subclause describes the functional requirements of Go interface.
For example, TS23.207 points out;

   – Control of Diffserv inter-working,
   – Control of RSVP admission control and inter-working,
   – Control of “gating” function in GGSN,
   – UMTS bearer authorization,
   – QoS charging related function.


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the Policy Enforcement Point in the GGSN from a Policy Control Function (PCF). This information is used by the GGSN in support of, e.g., control of DiffServ interworking, control of the service-based policy "gating" function in GGSN and other functions as defined in stage 2 specifications [3]. The Go interface uses IP flow based policies. 


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and the PCF.  The Go interface shall conform to the IETF COPS protocol defined in [7].


Furthermore, the Go interface shall conform to the IETF COPS-PR protocol defined in [8]. The Go-interface therefore shall conform to the IETF COPS [7] with the extensions of COPS-PR [8]. For the purpose of exchanging the required specific UMTS information, a COPS-PR Policy Information Based (PIB) is defined in the present document. 


Note: The intention of 3GPP CN3 is to get this UMTS Go PIB standardized in IETF. 


COPS Usage for Policy Provisioning (COPS-PR) is independent of the type of policy being provisioned (QoS, Security, etc.). In this specification, COPS-PR is used  to communicate service-based local policy information between PCF and GGSN. COPS-PR can be extended to provide per-flow policy control along with a UMTS Go interface Policy Information Base (PIB). The UMTS Go PIB may inherit part of the data object definitions from the framework PIB and the DiffServ PIB defined in the IETF.

Editor’s Note: This document will only describe the new functionalities needed in the UMTS environment and reference the related IETF RFCs when applicable to ensure no unnecessary duplication of information occurs.


Editor’s Note: An initial version of the above mentioned PIB is available at the IETF website as draft-hamer-rap-cops-umts-go-00.txt. Based on the information in this CN3 specification, subsequent versions of the PIB will be modified to reflect the CN3 specification. 


The high level functional requirements are brought in below from the stage 2 description [3] to introduce the minimum functionalities that the Go interface shall cover.


· Media Authorisation information from PDP context


The GGSN receives the media authorisation information during the activation/modification of a (Secondary) PDP context by the UE. The media authorisation information contains:


· Binding information


· Requested QoS (UMTS QoS based)


The binding information is used by the GGSN to identify the correct PCF and subsequently request service-based local policy information from the PCF.


· Media Authorisation information from PCF 


The media authorisation information sent by the PCF to the GGSN, contains at a minimum the following information:


· Binding information


· Authorised QoS (SDP based)


· Packet Classifier (Optional)


This information is used by the GGSN to authorise the media resources according to the service-based local policy and the requested bearer QoS.


The authorised QoS for media flows signalled over the Go interface is based on the SDP requirements signalled and agreed previously within SIP signalling for this session.


· Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources


The PCF controls media sessions and may revoke resources at any time. Removal of QoS Commit / Revoke Authorisation for GPRS and IP resources is communicated by the PCF to the GGSN.


· Indication of PDP Context Release / Modification


The GGSN informs the PCF of bearer changes related to the authorised resources for the IMS session.

4.2
Go reference model


Editor’s Note: This subclause describes the reference model. A figure of the architecture along the Go interface should be added here.


The Go interface is the interface between the PCF and the GGSN (interface used for policy control). 


The relationships between the different functional entities involved are depicted in Figure 4.2-1 below. For clarity in the diagram, network elements that are not involved in service-based local policy control are not presented here (e.g. radio network elements, SGSN, etc). 
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Figure 4.2-1: Go interface architecture model

4.3
Functional elements and capabilities


Editor’s Note: This subclause explains the functional elements which appear in the discussion of Go interface.


4.3.1
GGSN


Editor’s Note: This subclause provides the functional descriptions of capabilities of GGSN. It should be discussed whether the content of this subclause should be incorporated into 29.061 or 29.162, or should remain here.


4.3.1.1
Service-based local policy enforcement point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Enforcement Point” in GGSN.


4.3.1.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in GGSN.


4.3.1.3
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in GGSN.


4.3.2
PCF


Editor’s Note: This subclause describes the overview of PCF.
For example, Policy Control Function (PCF) is a logical policy decision element which uses standard IP mechanisms to implement policy in the IP bearer layer…

4.3.2.1
Service-based local policy decision point


Editor’s Note: This subclause describes the functionality of “Service-based Local Policy Decision Point” in PCF.


4.3.2.2
Binding mechanism handling


Editor’s Note: This subclause describes the functionality of “Binding Mechanism Handling” in PCF.


5
Policy control procedures


Editor’s Note: This clause is designated to provide all necessary specification for policy control procedures.


5.1
Policy control procedures in functional elements


Editor’s Note: This subclause describes the main procedures that are used for the policy control. These procedures are described in text description for each involved network elements.

5.1.1
GGSN


Editor’s Note: This subclause describes the policy control procedures in the GGSN.


5.1.2
PCF


Editor’s Note: This subclause describes the policy control procedures in the PCF.


5.2
Information exchanged via Go interface


Editor’s Note: This subclause describes the information exchanged via Go interface

5.2.1
Event Requirements between the GGSN and PCF


The Go interface supports information passed between the GGSN and PCF. In order to allow effective communication between PCF and GGSN, all events associated with control functions are required:


· Coordination of events between the application layer and resource management in the IP bearer layer,


The specific events to the UMTS or IP bearer service are required in order to trigger the request from GGSN to PCF.

5.2.2
Protocol support


Editor’s Note: This subclause describes the COPS protocol support for Go interface.

5.2.2.1
TCP connection for COPS protocol


To ensure the real-time characteristics of the Go interface, the COPS interactions must be  based on  pre-established TCP/IP connections

5.2.2.2
COPS protocol


The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF)


The Common Open Policy Service (COPS) protocol supports a client/server interface between the Policy Enforcement Point in the GGSN and Policy Control Function (PCF).  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work. 


The COPS protocol allows both push and pull operations. For the purpose of the initial authorisation  of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations. 


Policy decisions may be stored by the COPS client in a local policy decision point allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  


The COPS client (PEP) can request a policy decision from the PCF triggered by a QoS signalling request. One PEP request may be followed by one or more asynchronous PCF decisions. Each of the decisions will allow the PCF to notify the PEP in the GGSN whenever necessary to change earlier decisions, generate errors etc.


Protocol stack: IP, TCP and COPS

5.2.2.3
Type of messages


Editor’s Note: This subclause describes the type of messages to be supported.
For example,
   – Client-Open/Client-Accept/Client-Close,
   – Request,
   – Decision,
   – Report State,
   – Delete Request State,
   – Keep Alive,
   – Synchronize State Request/Synchronize State Complete.


The COPS protocol supports several messages between GGSN and PCF. The message content is dependent on the type of COPS operation (e.g. Client-Open/Client-Accept/Client-Close, Request, Decision and Delete Request State).


The Client Open, Client Accept, Client Close, Keep Alive, Synchronize State Request and Synchronize State Complete messages are used for setting up and maintaining the connection between the PCF and PEP [1].

The following messages supported by the COPS layer for Go interface are used for the policy control operations:


· Request message (REQ) from the GGSN to the PCF is used by the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information. The binding information associates the policy and QoS inter-working information in the message with a PDP context including PCF address.  The binding information includes an authorization token sent by the PCF to the UE during SIP signalling and may include one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.


· Decision (DEQ) message from the PCF to the GGSN is a response to the Request message. The Decision message is used for “Authorize QoS/Revoke QoS authorization” for one or more IP flows, for “Enable/Disable forwarding” for one or more IP flows and for asynchronous notification from PCF to the GGSN whenever necessary in order to change earlier decisions, generate errors, etc.

· Report State (RPT) message is  from the GGSN to the PCF is used to communicate the success or failure of the GGSN in carrying out the PCF’s decision indicated in the Decision message.

· Delete Request State (DRQ) message from the GGSN to the PCF indicates that the state identified by the client handle is no longer available/relevant and the corresponding state may be removed from the PCF.


5.2.3
UMTS specific information exchange


Editor’s Note: This subclause describes the UMTS specific information elements for each message type.


The UMTS-specific information is carried in specific COPS-PR objects, as defined in the UMTS-Go PIB that is given in Annex B. 


Editor’s Note: The details of the UMTS specific objects in the UMTS-Go PIB are still under discussion in TSG CN3. The resulting work will be documented in annex B. Annex B will be the basis for future versions of the UMTS-Go PIB draft, that is currently in available in a preliminary version from the IETF document store [draft-hamer-cops-umts-go-00.txt].

Annexes are only to be used where appropriate:


Annex A (informative):
Information to be incorporated into other specifications


Editor’s Note: The content of this annex will be incorporated into other specifications and deleted from here before publication.


A.1
Capabilities of UE (TS27.060)


Editor’s Note: This clause describes the functional descriptions of capabilities of UE to be incorporated into e.g. TS27.060.


A.1.1
Binding mechanism


Editor’s Note: This subclause describes the functionality of “Binding Mechanism” in UE.


A.1.2
DiffServ edge function


Editor’s Note: This subclause describes the functionality of “DiffServ Edge Function” in UE.


A.1.3
RSVP/IntServ function


Editor’s Note: This subclause describes the functionality of “RSVP/IntServ Function” in UE.


A.1.4
Pre-conditions for SIP QoS assured sessions


Editor’s Note: This subclause describes the functionality of “Pre-conditions for SIP QoS Assured Sessions” in UE.

Annex B (normative):
UMTS-Go PIB


Editor’s Note: The content of this annex will be provided later in N3-010576.


Annex C (informative):
Change history


It is usual to include an annex (usually the final annex of the document) for specifications under TSG change control which details the change history of the specification using a table as follows:


		Change history



		Date

		TSG #

		TSG Doc.

		CR

		Rev

		Subject/Comment

		Old

		New



		10/07/01

		

		N3-010284

		

		

		Version 0.0.0 presented to CN3 #18 – Dresden

		x.y.z

		0.0.0



		18/07/01

		

		N3-010335

		

		

		Tdocs N3-010286 and N3-010325 are agreed at CN3 #18 – Dresden, Germany and incorporated. Raised to Version 0.1.0.

		0.0.0

		0.1.0



		18/10/01

		

		N3-010480

		

		

		Tdoc N3-010460 is agreed at CN3 #19 – Brighton, U.K. and incorporated. Deletion of section 5.4 is also agreed. Raised to Version 0.2.0.
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		0.2.0
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		N3-010577
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