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Introduction
The 3GPP Policy Management on the Go interface (GGSN – PCF) needs definition following SA2 requirements for End-to-End QoS. The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a Policy Control Function (PCF). 3GPP TS 23.207 currently mentions that the “ Go interface shall conform to the IETF COPS framework as a requirement and guideline for the stage 3 work “ and also that “ Consistent with the COPS framework, the Go interface is identified by a “client type” allocated for a UMTS COPS client (GGSN). “  

3GPP CN3 WG must now define the details of the Go interface in TS 29.207.

Proposal

In order to progress the work in that direction, Nortel and AWS propose to use COPS-PR (provisioning – IETF RFC 3084) for the policy control over the Go interface. COPS-PR was designed so it can be scaled for outsourcing purposes through the use of a PIB. COPS-PR will enable a powerful, flexible and scalable solution for the Go interface.

IETF COPS-PR has the entire framework required for UMTS and the flexibility to add UMTS specific events and elements through the usage of PIB (Policy Information Base). Particularly, there is a need for defining UMTS events triggering outsourcing request and decisions. Furthermore, by levering the token and flow ID carried by PDP context messages, only a minimal set of new elements need to be created in the new PIB. Particularly, there is a need to create an object in the Request message that will carry a token and flow ID, which can then be used by the PCF (PDP) to correlate the request with the previously authorized session in the SIP plane.

A new COPS-UMTS client type and UMTS PIB should be created. This UMTS PIB can inherit data object definitions from the Framework & DiffServ PIBs. Re-using these well defined PIB will allow for a complete and scalable control of DiffServ and other functions.





Characteristics

COPS-PR performs:

· GGSN/PCF PIB object and capability support negotiation,

· PCF provisions bearer plane signal triggering capability,

· Event triggering – The GGSN to send a COPS REQ to the PCF: Upon receiving a token and flow ID through bearer plane signalling (e.g. PDP context)

The COPS Request message (REQ) should contain ONLY one UMTS object: the token and flow ID

The COPS Decision message (DEC) will instruct the PEP to install or reject the flow request.

This provides an overview of the operation between PCF and GGSN using COPS-PR.  Additional details concerning the usage of Token and flow ID are not represented here.  Some of the details include usage of multiple sub flows (flow IDs) with one Token, and using associated “flow spec” information with a Token.  These are details of the UMTS PIB to be created.

Levels of provisioning details can be as coarse (aggregated) or fine (per micro-flow) as necessary and can be adjusted dynamically when needed using the various objects. This level of flexibility can only be achieved with COPS-PR.

COPS-PR: What it offers 

COPS-PR description

The IETF COPS protocol supports two models of operation for policy control: Outsourcing and Provisioning. The Provisioning or Configuration model is paced by the PCF in flexible timing over a wide range of configurable aspects of the GGSN. COPS-PR is the extension of the COPS protocol that has been designed within a framework that is optimised for efficiently provisioning policies across devices. In COPS-PR, policy requests describe the GGSN and its configurable parameters.  If a change occurs in these basic parameters, an updated request is sent.  COPS-PR can also be scaled to accommodate a wide spectrum of request for provisioning. GGSN events can be defined to trigger service requests to the PCF. The flexibility in the design of COPS-PR allows, through the use of a PIB, to define precise events that will trigger a service request to the PCF. This allows for outsourcing decisions on a per-event basis. 
Hence, requests can be finely tuned with a well define UMTS PIB. Furthermore, decisions are not necessarily mapped directly to requests, and can be issued when the PCF responds to external events (e.g. notification by the P-CSCF of a SIP event) or PCF events (policy/SLA updates). The following are a few features offered by COPS-PR:

· COPS-PR allows for efficient transport of attributes, large atomic transactions of data, and efficient and flexible error reporting.

· It has a single connection between the policy client and server per area of policy control identified by a COPS Client-Type.

· It guarantees that only one server updates a particular policy configuration at any given time. 

· Such a policy configuration is effectively locked, even from local console configuration, while the GGSN is connected to a PCF via COPS. Notice only the objects in UMTS PIB is locked.  Other GGSN attributes can be access via other means.

· COPS uses reliable TCP transport and, thus, uses a state sharing/synchronization mechanism and exchanges differential updates only. 

· If either the server or client are rebooted (or restarted) the other would know about it quickly. 

· It is defined as a real-time event-driven communications mechanism, never requiring polling between the GGSN and PCF.

· Combined with a PIB, COPS-PR can be use in different environments.

Framework PIB [Fine. M. et. Al, “Framework Policy Information Base”,  IETF draft]
The data carried by COPS-PR is a set of policy data.  The protocol assumes a named data structure, known as a Policy Information Base  (PIB), to identify the type and purpose of unsolicited policy information that is "pushed" from the PCF to the GGSN for provisioning policy or sent to the PCF from the GGSN as a notification.  The PIB name space is common to both the GGSN and the PCF and data instances within this space are unique within the scope of a given Client-Type and Request-State per TCP connection between a GGSN and PCF.  Note that given a device might implement multiple COPS Client-Types, a unique instance space is to be provided for each separate Client-Type.  There is no sharing of instance data across the Client-Types implemented by a GGSN, even if the classes being instantiated are of the same type and share the same instance identifier.

The PIB can be described as a conceptual tree namespace where the branches of the tree represent structures of data or Provisioning Classes (PRCs), while the leaves represent various instantiations of Provisioning Instances (PRIs).  There may be multiple data instances (PRIs) for any given data structure (PRC).  For example, if one wanted to install multiple access control filters, the PRC might represent a generic access control filter type and each PRI might represent an individual access control filter to be applied

DiffServ PIB [Fine, M et. Al, “Differentiated Services Quality of Service Policy Information Base”, IETF draft]
The DiffServ PIB is designed according to the Differentiated Services Informal Management Model documented in [9]. The model describes the way that ingress and egress interfaces of an 'n'-port router are modelled. It describes the configuration and management of a Diffserv interface in terms of Diffserv functional datapath elements, which includes zero or more classifiers, meters, actions, algorithmic droppers, queues and schedulers. These elements are arranged according to the QoS policy being expressed. Traffic may be classified; classified traffic may be metered; each stream of traffic identified by a combination of classifiers and meters may have some set of actions performed on it; it may have dropping algorithms applied and it may ultimately be stored into a queue before being scheduled out to its next destination.   It is the definitions and arrangements of these Diffserv functional datapath elements that can be reused by or used together with the proposed UMTS PIB to provide a total solution for UMTS usage with DiffServ.

Call flow example for UMTS

Initialisation

1. GGSN initiates COPS connection with PCF for UMTS Client Type (OPEN).

2. GGSN sends its capability and PIB object supports to PCF (REQ).

3. PCF sends applicable policies to GGSN based on its capability (DEC). For UMTS this will be policy to handle bearer path signalling (e.g. PDP context messages).

Admission control

4. GGSN detected bearer path signalling (e.g. PDP context) and sends a COPS REQ message (containing the Token and flow ID) to PCF for handling the service admission control. Notice the REQ can use the same COPS Handle as the original UMTS capability REQ message or GGSN can generate/use a new COPS Handle.

5. PCF uses the token and flow ID to retrieve session information received from the P-CSCF.

6. PCF sends DEC message back to GGSN to provision the flow in the GGSN.

Commit

7. PCF is informed of the SIP 200 OK message. PCF sends DEC to the GGSN to enable the flow (open the gate).

Termination

8. GGSN detected termination of bearer path signalling and indicates this event to PCF (Delete Request State, DRQ message; or have specific Token expired indication using RPT message).

COPS-PR vs Requirements from SA2

	Go interface 3GPP TSG SA2 requirements
	COPS-PR functionality / applicability

	The COPS protocol supports a client/server interface between the PEP in the GGSN and PCF.  The Go interface shall conform to the IETF COPS framework as a requirement and guideline for Stage 3 work.
	COPS-PR is an extension of COPS.

Supported.

	The Go interface allows service-based local policy and QoS inter-working information to be “pushed” to or requested by the GGSN from a PCF.

In order to allow QoS and policy information to be "pulled" from the PCF, the authorization token shall allow the GGSN to determine the address of the PCF to be used.
	The COPS-PR protocol allows both push and pull operations. For the purpose of the initial authorisation of QoS resources the pull operation shall be used. Subsequently the interactions between the PCF and the GGSN may use either pull or push operations.

Supported.

	The Go interface supports the transfer of information and policy decisions between the PCF and the IP BS Manager in the GGSN (PEP).
	Through the use of a UMTS PIB, the information needed to be transferred can be defined.

Supported.

	QoS charging related function 

The Go interface provides information to support:

· Control of Diffserv inter-working

· Control of RSVP admission control and inter-working

· Control of “gating” function in GGSN

· UMTS bearer authorization
	The UMTS PIB shall inherits the data structures defined in the diffserv and framework PIB. UMTS PIB can be defined for all other functions.

Notice not the whole Diffserv PIB need to be inherited, only the PRCs required by UMTS need to be inherited.

Supported.

	Consistent with the COPS framework, the Go interface is identified by a “client type” allocated for a UMTS COPS client (GGSN)
	Our new client type shall be obtained through IANA consistently with COPS defined procedures.

Supported.

	Information Elements Exchanged via Go Interface:

Client-Open/Client-Accept/Client-Close; Request; Decision; Report State; Delete Request State; Keep Alive; Synchronize State; Request/Synchronize State Complete
	All standard COPS.

Supported.

	A Decision message from the PCF to the GGSN shall include the following commands : 

· NULL Decision (No configuration data available)

· Install (Admit request/Install configuration, Commit) 

· Remove (Remove request/Remove configuration)

· These commands are used to:

· Authorize QoS/Revoke QoS authorization for one or more IP flows 

· Enable/Disable forwarding for one or more IP flows
	All standard COPS.

Supported.

	The Authorize QoS command contains the following policy and QoS inter-working information associated with an IP flow:

· UMTS specific Binding information (e.g. Token)

· Packet classifier (e.g. filterspec)

· Authorized flowspec

· Packet handling action

· DSCP 

· Event generation information
	All standard COPS-PR defined in existing PIBs. The UMTS token and flow ID can be defined in the UMTS PIB.

Supported.

	The responses from the PEP to the PCF include an acknowledgement and/or an error response to commands: 

Report State (Success/Failure/Accounting)
	Standard COPS-PR.

Supported.

	PCF The PCF functions as a PDP for the service-based local policy control.

The PCF makes decisions in regard to network based IP policy using policy rules, and communicates these decisions to the IP BS Manager in the GGSN (IP PEP). The PCF shall exchange the authorization information with the GGSN via the Go i/f. 

The PCF provides final decisions on enabling and disabling the allocated QoS resources for the authorized media stream. The decision shall be transferred from the PCF to the GGSN via the Go interface.
	All standards COPS.

Supported.

	Policy-based admission control ensures that the resources that can be used by a particular IP flow are within the “authorized resources” specified via the Go interface.
	Standard COPS-PR. 

Supported.

	GGSN A gate is a policy enforcement function in the GGSN that interacts through Go interface with a PCF for QoS resource authorisation at the IP BS level for a unidirectional flow of packets.

A gate operates on a unidirectional flow of packets. A gate consists of a packet classifier, a traffic metering function, and user plane actions to be taken for the set of packets matching the classifier.    When a gate is enabled, the packets in a flow are subject to the Diffserv edge treatment (policing or marking) as determined by traffic metering and user plane actions.  When a gate is disabled, all of the packets in the flow are dropped.
	Standard COPS-PR with DiffServ PIB.

Supported.

	Policy decisions may be stored by the COPS client in a local PDP allowing the GGSN to make admission control decisions without requiring additional interaction with the PCF.  
	Standard COPS-PR.

Supported.

This feature can be dynamically controlled via GGSN Capability and Event Handling PRC definitions in UMTS PIB.

	The IP policy framework employed in UMTS should, as far as possible, conform to IETF “Internet Standards”. The IETF policy framework may be used for policy decision, authorization, and control of the IP level functionality, at both user and network level.
	COPS-PR is an IETF protocol.

Supported.

	Binding information handling – This includes the token and flow identifiers.
	UMTS PIB can define data structures for the token and flow identifiers. The binding information shall be included in the COPS REQ msg.

Supported.


Advantages of re-using COPS-PR for the Go interface

Before 3GPP defines the Go interface, the following questions should be asked:

· Should a whole new COPS-UMTS protocol extension be invented?

· Should existing protocols be re-used?

Why not develop a whole new COPS-UMTS protocol extension?

· Time to market is long. 

· Cost is high. 

· No re-usability potential.

· Could be rushed and prone to errors.

Advantages of re-using COPS-PR

· Time to market is short ( Ensures timely deployment of a policy control architecture.

· Development cost is low ( This transforms into cost savings for operators.

· Promotes even greater interoperability.

· Ensures quality of protocol design ( COPS-PR was designed by a multi-vendor effort by policy experts over a long period of time.

· COPS-PR is designed to allow easy feature additions using new data object definitions instead of changing standardized protocols. ( Highly simple, scalable and flexible.

· This proposal can inherit any COPS-PR PIB objects. The UMTS client only needs to define a simple event type to trigger a COPS REQ, and UMTS Capabilities.

· UMTS PIB can be easily integrated with other PIBs currently being developed, to provide total Policy Control.

· Both protocol and data object model are object oriented, providing a good foundation for future feature enhancements (mainly by new data object definitions).
· COPS-PR can also be used (at the operators discretion) for pre-provisioned purposes. Re-use of the same protocol for two different needs brings down cost and complexity.
· This proposal is IN LINE with all high-level recommendations from SA2.
Go Work items

When COPS-PR is used, most of the GGSN/PCF Interaction Functionalities are provided by use of a PIB. Adding of new functionalities can be achieved by adding a new PIB. For COPS-PR to handle the Outsourcing Model:

· Adding a new UMTS PIB with objects is required:

· To describe the Triggering Event Handling.  This needs to include objects for the Functionality Capability description and provisioning.

· To describe the Outsourcing Event.

· To describe the Decision for the Outsourced Event.

· To describe the Termination of the Outsourced Event.

· To describe the resource used for the Outsourced Event.

· No changes are needed for the standardized COPS-PR protocol.

· The new PIB can be crafted to satisfy the UMTS requirements in very direct manner.

· The new PIB can inherit policy objects from existing PIBs to provide End-To-End Service Provisioning.

Conclusion/Recommendations

We welcome discussion of this proposal and propose to approve the use of COPS-PR for the policy control over the Go interface. 3GPP TS 29.207 will then reflect the use of COPS-PR.
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IETF Terminology:


PDP:


Policy Decision Point


PEP:


Policy Enforcement Point








