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1. Introduction

The 3GPP Multimedia Messaging Service (MMS) is specified in 22.140 (stage 1) and 23.140 (stage 2) for release 99 and REL4. Further enhancements are done based on the MMS REL5 WID. MMS is a transparent service which uses CS Data or GPRS as a bearer and SMS for notification. The stage 2 is a protocol independent frameowrk which specifies the architecture, the interfaces, the message flows  and the information elements of the messages, but it does not specify any protocols to be used. The MMS implementation specific standards (stage 3) are not specified by 3GPP. So far only WAP Forum has specified the stage 3 of MMS.

The MMS group (3GPP TSG T2 SWG3) found out a problem described in LS resulted from the T2 MMS adhoc meeting (T2M010093) that „there is no standardised solution for a GGSN to deliver a mobile user’s identity forward to e.g. a WAP Gateway or a MMS Relay/Server.“. In addition, other applications server may also need this mapping: for example to charge a WAP session, dynamic IP address is not enough and MSISDN (or IMSI) is needed.

Due to the requirement from Multimedia Messaging Service (MMS) to map the MSISDN and the IP address (obtained typically dynamically when a PDP context is activated), there is a need to transfer this mapping information on the Gi interface to e.g. a WAP Gateway or a MMS Relay/Server.
In order to avoid the development of uncompatible propriatory solution, this issue should be solved as soon as possible, in 3GPP REL4 specifications. This contribution proposes a simple and generic solution to this problem: Using RADIUS Accounting to provide this mapping to e.g. a WAP Gateway or a MMS Relay/Server.

2. Discussion

RADIUS is a standard and widely deployed IETF protocol which provides an effective way to deploy and manage remote communications. It is a AAA (Authentication, Authorization and Accounting) protocol, which provides a centralized depository for user authentication information and provides mechanisms to track user traffic and connection times. Its open design enables multiple vendors to provide communications solutions while centralizing the management issues. 3GPP 29.061 already recommends to use RADIUS Authentication on Gi interface.

RADIUS Accounting provides all necessary functions to pass the mapping of the MSISDN and IP address to a MMS Relay/Server when a PDP context is activated, and to maintain the information of the a MMS Relay/Server accurate after PDP context deactivation or even restart. 

In addition, the use of RADIUS Accounting provides easy implementation (RFC are stable and code already exists; easy testing (off-the-shell products can be used), and so a quick time-to market which is critical for MMS success.

In this proposal, the RADIUS accounting messages are not used for charging purposes but to deliver information (such as MSISDN dynamic IP address mapping) to e.g. a WAP Gateway or a MMS Relay/Server.
However to maintain consistent use of the RADIUS protocol on Gi reference point, few clarifications have to be made:

· Interactions between RADIUS accounting, authentication and PDP context information

· Behaviour if GGSN is restarted

· Attributes to be used. To avoid future compatibility problems, it is proposed to define how to carry extra parameters such as IMSI, charging ID or APN to avoid that different vendors use different attributes. The proposal is that 3GPP standardise the use of a few attribute from the vendor specific range in REL4. For REL5, 3GPP may try to get these 3GPP attributes standardised in IETF.

This document proposes to standardise how to implement RADIUS authentication and accounting in Gi interface.

3. Usage of RADIUS on Gi interface

GGSN may use RADIUS authentication to authenticate the user and RADIUS accounting to provide information to a RADIUS accounting proxy (e.g. a WAP Gateway or a MMS Relay/Server).

3.1. RADIUS Authentication

RADIUS Authentication shall be used according to RFC2865. 

GGSN acts like a RADIUS client which sends the authentication information to a RADIUS authentication server configured in the APN provisioning when receiving a create PDP context request. This server checks that the user can be accepted. The response (when positive) may contain also the network information, such as an IP number for the user. These authentication messages are used:

• Access-Request is sent to the RADIUS server

• Access-Accept is a positive reply from the RADIUS server

• Access-Reject is a negative reply from the RADIUS server

The attribute type Framed-IP-Address is used from the received Access-Accept packet to fetch an optional dynamic IP-address for the mobile. The attribute type Class is saved for the future accounting messages. All the other attributes in the received packets are ignored.

RADIUS Authentication is only applicable to the primary PDP context. GGSN accepts the PDP context activation request when an Access-Accept has been received. If Access-Reject or no response is received, GGSN rejects the PDP context activation

3.2. RADIUS Accounting

RADIUS Accounting shall be used according to RFC 2866. 

GGSN acts like a RADIUS client which sends information to a RADIUS accounting proxy configured in the APN provisioning. The RADIUS accounting proxy may store this information and use it to automatically identify the subscriber. This information can be trusted as GPRS network has authenticated the subscriber (i.e. SIM card).
Note: RADIUS Accounting is not used for charging purposes in GPRS network. 

The GGSN sends the following RADIUS Accounting messages to the RADIUS accounting proxy:

• Accounting Start – GGSN sends this message when a PDP Context is created to pass information such as MSISDN and IP address mapping to a RADIUS accounting proxy. GGSN shall wait to receive the acknowledgement of this message before accepting the PDP context.

• Accounting Stop - GGSN sends this message when a PDP Context is deleted. This message indicates to the RADIUS accounting proxy that information related to this IP address is not anymore valid.

• Accounting ON - GGSN sends this message when the Access Point becomes active (e.g. after reset). This message indicates to the RADIUS accounting proxy that information related to this APN is not anymore valid.

• Accounting OFF - GGSN sends this message when the Access Point becomes inactive. This message indicates to the RADIUS accounting proxy that information related to this APN is not anymore valid. 

The use of Accounting Stop, Accounting ON, Accounting OFF messages insures that information stored in the RADIUS proxy is synchronised with GGSN information.

RADIUS Accounting start and stop message may be used with both primary and secondary PDP context.

List of RADIUS attributes.

The RADIUS attributes on Gi should be used according to the following description.

Attribute
Value
Description

User-Name String
String
Indicates the name of the user to be authenticated. Where the

USER AUTHENTICATION METHOD is "Radius" the user must provide the user name and the password. Where the USER AUTHENTICATION METHOD is either "Radius, user=MSISDN" or "Radius, user=APN" the user

name/password are not necessary although these can be used

should they exist.

For other conditions the RADIUS client uses either the

mobile station’s Mobile Subscriber Integrated Services

Digital Network (MSISDN) or the Access Point Name

(APN) as the user name and word "password" as the

password.



User-Password
According to the

RFC 2865
Password of the user.

Where the USER AUTHENTICATION METHOD is either "Radius, user=MSISDN" or "Radius, user=APN" and the

user does not provide  authentication information, the word "password" is used.

Chap-Password
According to the

RFC 2865
Received in GTP message.



Chap-Challenge
According to the

RFC 2865
Received in GTP message.

Where the challenge is 16 octets long it is placed in the

Request Authenticator field and the Challenge Handshake

Authentication Protocol (CHAP-Challenge) is not used.



NAS-Identifier
String
Host name of the GGSN

NAS-Port-Type
Four octets
Always "virtual" (value = 5).

Acct-Status-Type
Four octets
Indicates whether Accounting-Request marks either the

creation (Start) or the deletion (Stop) of the PDP context.

Accounting-On marks the availability of the Access Point.

Accounting-Off marks the shutdown of the Access Point

Calling-Station-Id
String
MSISDN of the Mobile Station

Called-Station-Id
String
Access Point Name. Some RADIUS servers do not accept a string here. It is possible to use a numeric value instead in the APN configuration.



Acct-Session-Id
String
Acct-Session-Id is composed of the Gn interface IP address

and the charging id.

It is a backbone wide unique hexadecimal coded ASCII

string.



Class
String, max. 10

octets
Class is received from the access accept message and it is

sent in the accounting messages.

The maximum length for the attribute is 10 octets.

Framed-IP-Address
IPv4 address
IP address to be configured for the user.

The accounting messages indicates the mobile station’s IP

address, no matter how the address was generated.

In order to send extra information to the RADIUS Proxy, the GGSN should use attributes from vendor specific range 224-240. These  attributes are defined below. 

IMSI (224)
String
Attribute number 224 contains the International Mobile Subscriber
Identity (IMSI) of the mobile station.

Its format is a binary coded decimal with an extra four bits

set to 1 for an odd number of digits (e.g.: 123 equals

hexadecimal bytes 21 F3).

Charging-Id (225)
Four octets
Attribute number 225 contains the Charging ID.

Prepaid-Ind (226)
Four octets
Attribute number 226 contains Charging Characteristics field

as described in 3GPP specification 32.015.

GGSN-IP- Address (227)

(Note 1)
IPv4 Address
Attribute number 227 contains the GGSN’s Gn interface IP address

Note 1: GGSN IP address should be included if Charging Id is included because the charging ID is unique only per GGSN IP address

4. Proposals

Nokia proposes to clarify the use of RADIUS protocol in 29.061. The text of chapter 3 should be inserted in 29.061 as  proposed by an associated CR (N3-010278).










