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Usage of RADIUS on Gi interface

GGSN may use RADIUS authentication to authenticate the user and RADIUS accounting to provide information to a RADIUS accounting proxy (e.g. a WAP Gateway or a MMS Relay/Server).

RADIUS Authentication

RADIUS Authentication shall be used according to RFC2865. 

GGSN acts like a RADIUS client which sends the authentication information to a RADIUS authentication server configured in the APN provisioning when receiving a create PDP context request. This server checks that the user can be accepted. The response (when positive) may contain also network information, such as an IP number for the user. 

RADIUS Authentication is only applicable to the primary PDP context. GGSN accepts the PDP context activation request when an Access-Accept has been received. If Access-Reject or no response is received, GGSN rejects the PDP context activation

RADIUS Accounting
RADIUS Accounting shall be used according to RFC 2866. 

GGSN acts like a RADIUS client which sends information to a RADIUS accounting proxy configured in the APN provisioning. The RADIUS accounting proxy may store this information and use it to automatically identify the subscriber. This information can be trusted as GPRS network has authenticated the subscriber (i.e. SIM card).
RADIUS Accounting is not used for charging purposes in GPRS network. 

The use of Accounting Stop, Accounting ON, Accounting OFF messages ensures that information stored in the RADIUS proxy is synchronised with GGSN information. 

RADIUS Accounting start and stop message may be used with both primary and secondary PDP context.

Authentication and accounting message flows
The figure below describes the RADIUS message flows between a GGSN and an AAA server over the Gi interface.
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Figure 1: RADIUS message flow on Gi

When a GGSN receives a CreatePDPContext message for a given APN, the GGSN may (depending on the configuration for this APN) send a RADIUS Access Request to an AAA server. The AAA server authenticates and authorizes the user. Several parameters related to this user session may be returned in the Access Accept message (e.g. user IP address).

Even if the GGSN did not authenticate the user, it may send a RADIUS Accounting Request message to the AAA server or RADIUS proxy. This message contains (among other parameters) the couple user-id, IP address to be used by application servers to identify the user (e.g. WAP gateway). This message also indicates to the AAA server that the user session has started. The GGSN may wait for the acknowledgment for the Accounting Request message before sending a CreatePDPCtx response to the SGSN.

When the user session has terminated, the GGSN shall send a RADIUS Accounting STOP message to the AAA server, which indicates the termination of this particular user session.  

An Accounting ON and OFF message may be sent from the GGSN to the AAA server to ensure the correct synchronization of the session information in the GGSN and the AAA server. 

The GGSN may send Accounting ON message to the AAA server to indicate that a restarted has occured, the AAA server may then release the associated resources.

Prior to a scheduled reboot, the GGSN may send Accounting OFF message to the AAA server, the AAA server may then release the associated resources.

Note: if PPP PDP type is used an Access-Challenge message may be send to the GGSN. If an Access-Challenge is sent to the GGSN when using IP PDP type, the GGSN shall ignore it and authentication may fail. It is recommended to configure the RADIUS server not to send Access Challenge messages.
List of RADIUS attributes

The following tables describe the actual content of the RADIUS messages exchanged between the GGSN and the AAA server or RADIUS proxy. Other RADIUS attributes may be used as defined in RADIUS rfc(s).

Access-Request message (sent from the GGSN to AAA server/RADIUS proxy)

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the CreatePDPCtxReq message) or PPP authentication phase (if PPP PDP type is used). If no username is present in the PCO for this particular APN, a generic username is used (configurable per APN).
	String
	Mandatory

	2
	User-Password
	User password if PAP is used (extracted from the PCO field of the CreatePDPCtxReq message) or PPP authentication phase (if PPP PDP type is used). If no password is present in the PCO this particular APN, a generic password is used (configurable per APN).
	String
	Conditional

	3
	CHAP-Password
	User password if CHAP is used (extracted from the PCO field of the CreatePDPCtxReq message) or PPP authentication phase (if PPP PDP type is used). 
	String
	Conditional

	4
	NAS-b
	IP address of the GGSN for signalling
	IPv4
	Mandatory

	32
	NAS-Identifier
	Hostname of the GGSN
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user (e.g. PPP, X.25, etc.)
	7 (PDP Context)
	Optional

	8
	Framed-IP-Address
	IP address allocated for this user
	IPv4
	Conditional

	9
	Framed-IP-Netmask
	Netmask for the user IP address
	IPv4
	Conditional

	30
	Called-Station-Id
	Identifier for the target network
	APN (ASCII encoding)
	Mandatory

	31
	Calling-Station-Id
	Identifier for the MS
	MSISDN (ASCII encoding)
	Mandatory

	60
	CHAP-Challenge
	Challenge if CHAP is used (extracted from the PCO field of the CreatePDPCtxReq message) or PPP authentication phase (if PPP PDP type is used)
	String
	Conditional

	61
	NAS-Port-Type
	Port type for the GGSN
	18 (Wireless)
	Optional

	TBD
	IMSI
	IMSI for this user
	String (ASCII encoding)
	Optional

	TBD
	Charging-Id
	Charging ID for this PDP Ctx
	String (ASCII encoding)
	Optional

	TBD
	Charging-Characteristics
	Contains the charging characteristics for this PDP Ctx received from in the CreatePDPCtxMessage (R99)
	String (ASCII encoding)
	Optional

	TBD
	CG-Address
	Charging Gateway IP address
	IPv4
	Optional

	TBD
	GPRS-QoS-Profile
	QoS profile received
	String (ASCII encoding)
	Optional

	TBD
	SGSN-Address
	SGSN source IP address received in the CreatePDPCtxReq that may be used to identify roamers 
	IPv4
	Optional

	TBD
	IMSI-MNC-MCC
	MNC and MCC extracted from the user’s IMSI
	String (ASCII encoding)
	Optional


Access Accept (sent from AAA server/RADIUS proxy to GGSN)

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username received in the Access Request
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user (e.g. PPP, X.25)
	7 (PDP Context)
	Optional

	8
	Framed-IP-Address
	IP address allocated for this user
	IPv4
	Conditional

	9
	Framed-IP-Netmask
	Netmask for the user IP address
	IPv4
	Conditional

	12
	Framed-IP-MTU
	MTU for the user towards this particular APN, MTU shall be less or equal to 1500
	String
	Optional

	25
	Class
	Identifier to be used in all subsequent accounting messages.
	String
	Optional

	27
	Session-Timeout
	Indicates the timeout value for the user session
	Second
	Optional

	28
	Idle-Timeout
	Indicates the timeout value for idle user session
	Second
	Optional

	26/311
	MS- primary-DNS-server
	Contains the primary DNS server address for this APN
	IPv4
	Optional

	26/311
	MS-Secondary-DNS-Server
	Contains the secondary DNS server address for this APN
	IPv4
	Optional

	26/311
	MS-Primary-NBNS-Server
	Contains the primary NetBios name server address for this APN
	IPv4
	Optional

	26/311
	MS-Secondary-NBNS-Server
	Contains the secondary NetBios server address for this APN
	IPv4
	Optional


Accounting Request START (sent from GGSN to AAA server/RADIUS proxy)

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the CreatePDPCtxReq message). If no username is present in the PCO for this particular APN, a generic username is used.
	String
	Optional

	4
	NAS-IP-Address
	GGSN IP address for signalling
	IPv4
	Mandatory

	32
	NAS-Identifier
	Hostname of the GGSN
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed Protocol
	Indicates the type of protocol for this user (e.g. PPP, X.25, etc.)
	7 (PDP Context)
	Optional

	8
	Framed-IP-Address
	User IP address
	IPv4
	Mandatory

	25
	Class
	Received in the access accept
	String
	Optional

	30
	Called-Station-Id
	Identifier for the target network
	APN (ASCII encoding)
	Mandatory

	31
	Calling-Station-Id
	Identifier for the MS
	MSISDN(ASCII encoding)
	Mandatory

	40
	Acct-Status-Type
	Type of accounting message
	START
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN has been trying to send this record for, and can be subtracted from the time of arrival on the RADIUS server to find the approximate time of the event generating this Accounting-Request
	Second
	Optional

	44
	Acct-Session-Id
	User session identifier
	GGSN IP@ + CID (String of UTF-8 encoded)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN
	0 (Async)
	Optional

	TBD
	IMSI
	IMSI for this user
	String (ASCII encoding)
	Optional

	TBD
	Charging-Id
	Charging ID for this PDP Ctx
	String (ASCII encoding)
	Optional

	TBD
	Prepaid-Ind
	Contains the charging characteristics for this PDP Ctx received from in the CreatePDPCtxMessage (only available in R99)
	String (ASCII encoding)
	Optional

	TBD
	CG-Address
	Charging Gateway IP address
	IPv4
	Optional

	TBD
	GPRS-QoS-Profile
	QoS profile received
	String (ASCII encoding)
	Optional

	TBD
	SGSN-Address
	SGSN source IP address received in the CreatePDPCtxReq that may be used to identify roamers
	IPv4
	Optional


Accounting Request STOP (sent from GGSN to AAA server/RADIUS proxy)

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the CreatePDPCtxReq message). If no username is present in the PCO for this particular APN, a generic username is used.
	String
	Optional

	4
	NAS-IP-Address
	GGSN IP address for signalling
	IPv4
	Mandatory

	32
	NAS-Identifier
	Hostname of the GGSN
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed Protocol
	Indicates the type of protocol for this user (e.g. PPP, X.25)
	7 (PDP Context)
	Optional

	8
	Framed-IP-Address
	User IP address
	IPv4
	Mandatory

	25
	Class
	Received in the access accept
	String
	Optional

	30
	Called-Station-Id
	Identifier for the target network
	APN
	Mandatory

	31
	Calling-Station-Id
	Identifier for the MS
	MSISDN
	Mandatory

	40
	Acct-Status-Type
	Indicates the type of accounting request
	STOP
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN has been trying to send this record for, and can be subtracted from the time of arrival on the RADIUS server to find the approximate time of the event generating this Accounting-Request
	Second
	Optional

	42
	Acct-Input-Octets
	The number of octets sent by the user
	Octet
	Optional

	43
	Acct-Output-Octets
	The number of octets received by the user
	Octet
	Optional

	44
	Acct-Session-Id
	User session identifier
	GGSN IP@ + CID (String of UTF-8  encoded)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS
	Optional

	46
	Acct-Session-Time
	Duration of the session 
	Second
	Optional

	47
	Acct-Input-Packets
	The number of packets sent by the user
	Packet
	Optional

	48
	Acct-Output-Packets
	The number of packets received by the user
	Packet
	Optional

	49
	Acct-Terminate-Cause
	Indicate how the session was terminated
	See RFC 2866
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN
	18 (Wireless)
	Optional


Accounting Request ON (optionally sent from GGSN to AAA server/RADIUS proxy)

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	4
	NAS-IP-Address
	GGSN IP address for signalling
	IPv4
	Mandatory

	32
	NAS-Identifier
	Hostname of the GGSN
	String
	Optional


Accounting Request OFF (optionally sent from GGSN to AAA server/RADIUS proxy)

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	4
	NAS-IP-Address
	GGSN IP address for signalling
	IPv4
	Mandatory

	32
	NAS-Identifier
	Hostname of the GGSN
	String
	Optional
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