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1.1 Abstract

Multiprotocol Label Switching (MPLS) combines the efficiency of IP routing in Layer 3 with the high-speed switching associated with Layer 2. Mobile IP is a protocol that allows mobile users to maintain continuous IP connectivity, regardless of the position of the mobile user relative to its home network. In this document we describe the Mobile IP[1] and MPLS[2] protocols. We describe how these two protocols can be integrated[3] to provide fast switching of IP packets.

1.2 Introduction

MPLS is a fast packet switching scheme. A label-switched router (LSR) examines the label in the IP packet header and uses it to index into the switching look-up table. It then retrieves the designated output port number from that row of the table, and the IP packet is sent through the output port. 

Mobile IP was proposed by the IETF [1] to provide mobility support in IPv6. It was designed to connect mobile users to the Internet and maintain communication as they move around. A mobile user is associated with a stationary IP address in its home network. As the mobile user moves from its home network (HN) to a foreign network (FN), it  makes use of a home agent (HA) to forward packets from its original location in its HN to its current location in the FN.  The operation of the Mobile IP as currently defined involves four different operations: (1) agent discovery, (2) agent advertisement, (3) registration, (4) forwarding. We discuss each of these activities in detail.

1.3 Agent Discovery

Agent discovery is the method by which a mobile node: (1)  determines whether it is connected  to its HN or to a FN, and (2)  detects when it has moved from one network to another. Mobile IP uses Internet Control Message Protocol (ICMP) messages as the mechanism for agent discovery (RFC 1256). Hosts on a network link must make use of a directly attached router, or a default router to deliver IP datagrams to hosts on any other link. A host can determine the local router’s IP address by using two ICMP messages.  The router transmits one ICMP message, and the host itself transmits the other. The router discovery protocol proposed in [1] can be used by Mobile IP hosts to discover foreign agents (FA), as the Mobile node moves from one network to another. 

1.4 Agent Advertisement

A router implementing RFC 1256 will periodically multicast or broadcast a router advertisement ICMP message to those links it wishes to offer routing services. Each host will listen for the advertisements and select a router address as the default router. If a host fails to detect a router advertisement from a specific router within an advertisement period, it will infer that the router is no longer offering routing services. The host will then try to obtain service from a new router by listening for new advertisements. A useful feature of the router advertisements is that the routers are allowed to set preference levels, indicating how keen they are to have new hosts use their services. A router that sends an advertisement with a high preference level should be selected instead of a router that is advertised with a low preference level.

A router can be selected by either solicitation or unsolicitation messages. The mechanism described above is an unsolicitation means of selecting a router. However, if an IP host needs quick information about a default router, it can multicast or broadcast a router solicitation message. Any router that intercepts the ICMP message will respond with an unicast router advertisement message sent directly to the soliciting host. After receiving the solicited advertisement, the host treats it just as if the advertisement were unsolicited. 

An agent advertisement is an extension of ICMP router advertisement described above. Mobile nodes make use of ICMP advertisement messages to determine their point of attachment to the Internet. A HA or a FA responds back with an ICMP message informing the Mobile node of its IP address.

1.5 Registration

Registration allows a Mobile IP node to inform it’s HA of its current position. It may request IP forwarding when visiting a foreign network by informing it’s HA of its current care-of-address (COA). The COA is a temporary address binding the Mobile IP node to its current FA. When the node returns back to its HA, it must de-register by issuing a different registration message. Mobile IP registration messages make use of the User Data Protocol (UDP). Registration associates the mobile nodes HA with its COA for a certain period time called the registration lifetime. If a mobile node is registering a FA COA, the mobile node must register via that FA. After the Mobile node has returned to its home network, it must de-register by sending a registration UDP message directly to its HA.
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As stated earlier, the registration procedure using a FA requests a UDP message to complete the registration. This is shown in Figure 1. Initially, the Mobile node sends a registration request to its FA. The FA then processes the registration request. The message is then relayed to the HA whose IP address is provided in the registration request. The request also contains the address of the FA. This is the COA of the mobile node. The HA records the Mobile node’s home address and its COA in a look-up table, so that any packets destined for its home address are tunnelled to its COA. The HA sends a registration reply to the FA. The FA in turn processes the registration reply and relays it to the mobile node. If the Mobile node needs to communicate directly with its HA, in order to de-register itself, only two UDP message transfers between itself and the HA are necessary. This scenario is depicted in Figure 2.
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Figure 1 Registration between a Mobile Node and its Home Agent

Figure 2 De-Registration Between a Mobile Node and its Home Agent

1.6 Interworking the MPLS Protocol

Multiprotocol Label Switching (MPLS) is a method for forwarding IP packets. A label-switched router (LSR) examines the label on the IP packet header and forwards the packet through the output port of the router. We describe a scheme for integrating both Mobile IP and MPLS protocols into future generation IP-based core networks (CN). The integration leverages the features of MPLS that are fast switching, small state storage and high scalability for fast forwarding of IP packets. Thus, the need for IP-in -IP tunnelling from HA to FA is removed under this scheme. 

Let’s consider an example where a mobile nodes home address is a.b.c.d and its COA is w.x.y.z. The mobile node determines whether it is in its HN or in a FN by using advertisement messages described earlier. Table 1 is the MPLS label table of the HA after registration. The mobile node is currently away from its HN and its COA is w.x.y.z. Table 1 depicts the label table after registration by the mobile node. 

	Incoming Port
	In Label
	COA
	Outgoing Port
	Out Label

	…
	…
	…
	…
	…

	2
	9
	w.x.y.z
	1
	5

	…
	…
	…
	…
	…


Table 1 MPLS Switching table

All packets to the mobile node are initially addressed to its HN. It is intercepted by the HA. If the mobile node is currently in its HN, then it is received without using the MPLS protocol. However, if it’s currently away from its home network, the IP packet must be tunnelled to the FN where the mobile node is currently located. The IP packet with home address a.b.c.d comes in through input port 2 with a header label 9. The HA determines that the destined node for the packet is away from its HN. It thus searches through its MPLS table to the row corresponding to the input port and the in label. The label is swapped with the out label 5 and the COA address is also inserted into the header. The resulting packet is sent out through port 1. The packet may traverse through a number of  FAs on route to its COA. When it reaches its COA, the table entry at the FA looks like Table 2. The outgoing port and label entries are both zero, since this is the destination of the IP packet. 

	Incoming Port
	In Label
	COA
	Outgoing Port
	Out Label

	…
	…
	…
	…
	…

	1 
	7
	w.x.y.z
	---
	---

	…
	…
	…
	…
	…


Table 2 MPLS table at the FA containing the COA
The mobile node may move from its current FN to a new FN. Then, the registration procedure described previously must be repeated between the HN and the new FN. Suppose that the mobile node moves to a new FN with a default FA whose COA address is a.s.d.f. After registration, the previous row of the MPLS table is changed to reflect the new path from the HA to the new FA. The outgoing port number and the out label values are changes accordingly. Table 3 depicts the modified MPLS table after the registration.

	Incoming Port
	In Label
	COA
	Outgoing Port
	Out label

	…
	…
	…
	…
	…

	2
	9
	a.s.d.f
	1
	6

	…
	…
	…
	…
	…


Table 3 New MPLS Switching Table

As before, the forwarding operation proceeds as follows. Packets from the CN to the mobile node are intercepted by the HA. The HA uses the label on the packet to index into its look-up table. The packet is then delivered from HA to the new FA by label swapping. The FA receives the packet and idexes into its look-up table using the incoming label. Since it is the destination  (both outgoing port and out label fields are empty), the IP packet is finally forwarded to the mobile node.

The MN may eventually return back to its HN. When this occurs, the MN waits to receive an agent advertisement message broadcast by its HA. The MN will then send a deregistration message to the HA with the registration lifetime field equal to zero. The zero field indicates that the previous COA binding the HA to the FN no longer valid. Thus, after receiving this message, the HA deletes the out label value and the outgoing port number from its label table. The resulting MPLS table is depicted in Table 4. Thus, all subsequent packet arriving at the HA, destined for the MN, is send directly to it by the IP layer.

	Incoming Port
	In Label
	COA
	Outgoing Port
	Out label

	…
	…
	…
	…
	…

	2
	9
	a.s.d.f
	---
	---

	…
	…
	…
	…
	…


Table 4 MPLS Table after MN moves back to HN

1.7 Conclusions

In this document, we described the Mobile IP and MPLS protocols as currently defined by the Internet Engineering Task Force (IETF). We also summarised a recent IETF proposal for interworking Mobile IP over MPLS networks. 

We believe that significant improvements can be made to these existing protocols. These are summarised as follows:

· The current Mobile IP is not specifically designed for 3G applications. This is an open problem and needs to be investigated.

· The current Mobile IP requires numerous control messages. A number of ICMP and UDP messages are required for agent discovery, agent advertisement and registration. If the MN were to change its position frequently, e.g. through a number of picocells, its point of attachment to the Internet will change continuously. Thus, the number of control messages may lead to severe congestion in the network.

· If the MN changes its position frequently, the processing overhead required to update the MPLS tables may become prohibitively large.

· The current proposal for interworking MPLS into Mobile IP does not contain any support for Quality of Service (QoS). Thus, this item is currently an open issue.

· Control messages may become corrupted or lost. The correct operation of Mobile IP under these conditions has to be addressed.

· A delay exists between the control messages and the updating of the MPLS tables. This delay may cause IP packets to be mis-routed.

In future, we hope to address these issues and suggest improvements to the Mobile IP protocol.
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