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During the last CN3 meetings, CN3 discussed the DHCP lease renewal process. Especially the entity that should trigger the PDP Conext Deactivation on DHCP lease exipry. Several solutions have been discussed, however it was not possible to come to an agreement. The discussed solutions are outlined below.

CN3 would prefer a solution not impacting the GGSN. CN3 asks T2 to verify whether solution 1 is feasible. Draft CRs to 27.060 and 29.061 for both solutions are attached to this LS.

1. Background:

The following three solutions have been discussed, each has certain drawbacks:

1. PDP Context Deactivation initiated by MS: it is unclear to CN3 whether this solution is feasible. Concerns were raised whether this would result in a DHCP client non-compliant to RFC2131. 

2. PDP Context Deactivation initiated by GGSN: 

· Based on a timer in GGSN that triggers an ICMP Echo request message from GGSN towards the TE. If the lease expired or a different IP address has been allocated to the DHCP client, it would not answer the request. In this case the GGSN would deactivate the PDP Context. The drawback is that if the MS is out of coverage during the ICMP Echo procedure this results in an unneccessary PDP Context Deactivations.

· Based on IP packet monitoring in GGSN. This solution leads to a significant decrease of the GGSN performance since the GGSN will have to monitor each IP packet going to or coming from the external network for which end-to-end DHCP is used. Therefore this solution is not feasible.

2. PDP Context Deactivation procedure initiated by the MS:

The protocol stack for access with DHCP end-to-end is described in the figure 16c from the 29.061 v3.3.0 recommendation :
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Figure 16c: Protocol stack for access with DHCP end-to-end

From the figure above, it is clear that the DHCP packets are seen by the MT as user packet. Therefore, the TE is the only entity aware of the DHCP renewal procedure.

Currently neither 23.060 nor 29.061 deal with the PDP Context Deactivation caused by DHCP problems. 

According to RFC2131 a DHCP client has to stop to use an IP address assigned by a DHCP server in the following cases

· State transition from RENEW to INITIALIZE caused by DHCPNACK; i.e. the server disapproves the new request of the client

· State transition from REBIND to INITIALIZE caused by Lease Expiry or DHCPNACK; i.e. the server disapproves the new request of the client

In these cases the DHCP client (i.e. the TE) has to stop to use the previously assigned IP address, i.e. the TE has to trigger a PDP Context Deactivation.

An abnormal case that might happen is that the DHCP server (e.g. due to sloppy configuration of the DHCP server or change of DHCP server) assigns a different IP address to the client. RFC2131 states that in this case the ‘DHCP client MUST NOT use the old IP address and the local USER should be notified’. Therefore the TE has to trigger a PDP Context Deactivation.

It is unclear to CN3 whether the PDP Context Deactivations could be triggered by a TE compliant to RFC2131. T2 is asked to verify this solution.

For more information see Draft CRs to 27.060 (N3-000457) and 29.061 (N3-000401).

3. PDP Context Deactivation procedure initiated by the GGSN

The GGSN takes the lease time value from the DHCPACK message and starts a timer T (T >  half the lease time (= T1 in RFC2131), T < lease time, ref. to RFC2131) in order to be aware when the DHCP client is going to start renewing its address lease from the DHCP server. On expiration of the timer T the GGSN sends (an) ICMP ECHO message(s) to the TE in order to check whether the TE still recognizes its IP address. If no response is received, the GGSN clears the PDP context. If the GGSN receives a response from the TE, it means that the TE still has its old IP address (the TE either has not yet renewed its address lease or has got its old address on the renewal) – from now on the GGSN will periodically send ICMP ECHO messages to the TE. 

For more information see Draft CR 29.061 (N3-000411).
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