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		DHCP-s1 (server1) shall maintain a set of IP pools that are not shared with DHCP-s2(server2), exclusiveness 

		GGSN may support relay agent for DHCP clients attached to it, if the server is not on the same GGSN network
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DHCP Mechanism 

		Server-client model, on the same network segment, request and response (broadcast/unicast)

		If server and clients are on different network segment, relay agent is necessary 
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DHCP Mechanism





Client�


relay agent/router�


relay agent/router�


Server�


DHCPDISCOVER�


Broadcast�


DHCPDISCOVER�


Unicast�


DHCPDISCOVER�


Unicast�


DHCPOFFER�


Unicast�


DHCPOFFER�


Unicast�


DHCPOFFER�


Unicast�


DHCPREQUEST�


Unicast�


DHCPREQUEST�


Unicast�


DHCPREQUEST�


Unicast�


DHCPACK�


Unicast�


DHCPACK�


Unicast�


DHCPACK�


Unicast�


�


�


�


INIT�


GGSN/SGSN network with IP transport mechanism�


Cold Boot�




Prepared for CN3  8/30/00 page*



DHCP Client Restart
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DHCP Messages 

		DHCP client and server communicate through the exchange of the messages (RFC2131, 2132)

		All DHCP messages share a common format

		All DHCP messages include fixed-format and variable-format sections that carry additional information configuration information

		fixed format:  (these fields appear in every DHCP message), e.g

		network and HW addresses of the client

		IP address of the server

		control information about the message



		variable -format sections, e.g.

		Carries one more DHCP options

		control information about the message

		message type

		client ID

		client’s protocol configuration

		(only those options required in a particular DHCP message need to be appear in that message)







�


0�


7  8�


15  16�


23  24�


 31�


OP�


htype�


hlen�


hops�


xid�


secs�


ciaddr�


yiadrr�


flags�


siaddr�


giaddr�


chaddr (16 bytes)�


sname (64 bytes)�


file (128 bytes)�


options (variable)�




Prepared for CN3  8/30/00 page*



To obtain a IP address and other configuration parameters, the

client find its DHCP server(s) using DHCPDISCOVER

Server receives the DISCOVER message from client, and finds an address to assign to  the client and put it in a DHCPOFFER message, including other configuration parameters defined by the server’s config file

DHCP Messages Exchange 





ETHER:	-------  Ether Heder ------�


ETHER:	Destination = ff:ff:ff:ff:ff:ff,  (broadcast)�


ETHER:	Source = 08:00:20:7c:fb:89�


IP:	----  IP Header ---�


IP:	Protocol = 17 (UDP)�


IP:	Source address = 0.0.0.0�


IP:	Destination address = 255.255.255.255, (broadcast)�


UDP:	---  UDP Header ---�


UDP:	Source port = 68 (BOOTPC)�


UDP:	Destination port = 67 (BOOTPS)�


DHCP:	--- Dynamic Host COnfiguration Protocol ---�


DHCP:	Transaction ID = 0xc82061c�


DHCP:	Client address (ciaddr) = 0.0.0.0�


DHCP:	You client address (yiaddr) = 0.0.0.0�


DHCP:	Client hardware address (chaddr) = 08:00:20:7c:fb:89�


DHCP:	--- Fields options ---�


DHCP:	Message type = DHCPDISCOVER�




ETHER:	-------  Ether Heder ------�


ETHER:	Destination = ff:ff:ff:ff:ff:ff,  (broadcast)�


ETHER:	Source = 08:00:20:76:0f:08�


IP:	----  IP Header ---�


IP:	Protocol = 17 (UDP)�


IP:	Source address = 10.16.0.1�


IP:	Destination address = 255.255.255.255, (broadcast)�


UDP:	---  UDP Header ---�


UDP:	Source port = 67 (BOOTPS)�


UDP:	Destination port = 68 (BOOTPC)�


DHCP:	--- Dynamic Host COnfiguration Protocol ---�


DHCP:	Transaction ID = 0xc82061c�


DHCP:	Client address (ciaddr) = 0.0.0.0�


DHCP:	You client address (yiaddr) =10.17.0.8�


DHCP:	Client hardware address (chaddr) = 08:00:20:7c:fb:89�


DHCP:	--- Fields options ---�


DHCP:	Message type = DHCPOFFER�


DHCP:	DHCP Server Identifier = 10.16.0.1�


DHCP:	IP address  lease time = (ffffffff) seconds  (e.g.)�


DHCP:	Subnet mask = 255.255.255.0 (e.g.)�








ETHER: -------  Ether Heder ------


ETHER: Destination = ff:ff:ff:ff:ff:ff,  


(broadcast)


ETHER: Source = 08:00:20:7c:fb:89


IP: ----  IP Header ---


IP: Protocol = 17 (UDP)


IP: Source address = 0.0.0.0


IP: Destination address = 255.255.255.255, 


(broadcast)


UDP: ---  UDP Header ---


UDP: Source port = 68 


(BOOTPC)


UDP: Destination port = 67 (BOOTPS)


DHCP: --- Dynamic Host COnfiguration Protocol ---


DHCP: Transaction ID = 0xc82061c


DHCP: Client address (ciaddr) = 0.0.0.0


DHCP: You client address (yiaddr) = 0.0.0.0


DHCP: Client hardware address (chaddr) = 08:00:20:7c:fb:89


DHCP: --- Fields options ---


DHCP: Message type = DHCPDISCOVER
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ETHER:


-------  Ether Heder ------


ETHER: Destination = ff:ff:ff:ff:ff:ff,  


(broadcast)


ETHER: Source = 08:00:20:76:0f:08


IP:


----  IP Header ---


IP: Protocol = 17 (UDP)


IP: Source address = 10.16.0.1


IP: Destination address = 255.255.255.255, 


(broadcast)


UDP:


---  UDP Header ---


UDP: Source port = 67 


(BOOTPS)


UDP: Destination port = 68 (BOOTPC)


DHCP:


--- Dynamic Host COnfiguration Protocol ---


DHCP: Transaction ID = 0xc82061c


DHCP: Client address (ciaddr) = 0.0.0.0


DHCP: You client address (yiaddr) =10.17.0.8


DHCP: Client hardware address (chaddr) = 08:00:20:7c:fb:89


DHCP:


--- Fields options ---


DHCP: Message type = DHCPOFFER


DHCP: DHCP Server Identifier = 10.16.0.1


DHCP: IP address  lease time = (ffffffff) seconds  (e.g.)


DHCP: Subnet mask = 255.255.255.0 (e.g.)


       DHCP-s3


       DHCP-s2


     DHCP-s1


Transport


Network


GGSN


GGSN


GGSN


GGSN


MS-1


MS-2


MS-3


dhcpserver


router/relay agent


10.16..8.2/


20


10.16.8.4/20


10.16.12.3/20


10.16.9.2/20


DHCP message


10.16.15.6/21


10.16.15.3/21


dhcpserver


router/relay agent


10.16.8.0/24


10.16.8.9.0


10.16.120/24


DHCP message


10.16.15.6/21


10.16.15.3/21


moved


GGSN/SGSN network with IP transport mechanism


Client


relay agent/router relay agent/router


Server


DHCPREQUEST


Unicast


DHCPREQUEST


Unicast


DHCPREQUEST


Unicast


DHCPNAK


Unicast


DHCPNAK


Unicast


DHCPNAK


Unicast


RE-INIT


Restart


1. Timed  out


2. no response from server


DHCPDISCOVER


Broadcast


DHCPDISCOVER


Unicast


DHCPDISCOVER


Unicast


DHCPOFFER


Unicast


DHCPOFFER


Unicast


DHCPOFFER


Unicast


DHCPREQUEST


Unicast


DHCPREQUEST


Unicast


DHCPREQUEST


Unicast


DHCPACK


Unicast


DHCPACK


Unicast


DHCPACK


Unicast


INIT





_1029220426.ppt
Prepared for CN3  8/30/00 page*



Client receives the DHCPOFFER from the server, it sends a DHCPREQUEST message asking for the configuration information from the server.

Server receives the REQUEST and checks the requested address and configuration parameters to ensure that the address is still valid and the parameters are correct. Server records the assigned address and send the DHCPACK to client. Client receives this ACK message, it records the assignment information and configures its TCP/IP protocol software with the IP address and other parameters.

DHCP Messages Exchange





ETHER:	-------  Ether Heder ------�


ETHER:	Destination = ff:ff:ff:ff:ff:ff,  (broadcast)�


ETHER:	Source = 08:00:20:7c:fb:89�


IP:	----  IP Header ---�


IP:	Protocol = 17 (UDP)�


IP:	Source address =0.0.0.0�


IP:	Destination address = 255.255.255.255, (broadcast)�


UDP:	---  UDP Header ---�


UDP:	Source port = 68 (BOOTPC)�


UDP:	Destination port = 67 (BOOTPS)�


DHCP:	--- Dynamic Host COnfiguration Protocol ---�


DHCP:	Transaction ID = 0xc82061d�


DHCP:	Client address (ciaddr) = 0.0.0.0�


DHCP:	You client address (yiaddr) =10.17.0.8�


DHCP:	Client hardware address (chaddr) = 08:00:20:7c:fb:89�


DHCP:	--- Fields options ---�


DHCP:	Message type = DHCPREQUEST�


DHCP:	DHCP server identifier = 10.16.0.1�


DHCP: 	IP address lease time = 4294967295 (ffffffff) seconds�


DHCP:	Subnet mask = 255.255.255.0�


DHCP:	Requested IP address = 10.17.0.8�


DHCP:	Requested IP address = 10.17.0.8�




ETHER:	-------  Ether Heder ------�


ETHER:	Destination = ff:ff:ff:ff:ff:ff,  (broadcast)�


ETHER:	Source = 08:00:20:76:0f:08�


IP:	----  IP Header ---�


IP:	Protocol = 17 (UDP)�


IP:	Source address = 10.16.0.1�


IP:	Destination address = 255.255.255.255, (broadcast)�


UDP:	---  UDP Header ---�


UDP:	Source port = 67 (BOOTPZ)�


UDP:	Destination port = 68 (BOOTPC)�


DHCP:	--- Dynamic Host COnfiguration Protocol ---�


DHCP:	Transaction ID = 0xc82061d�


DHCP:	Client address (ciaddr) = 0.0.0.0�


DHCP:	You client address (yiaddr) =10.17.0.8�


DHCP:	Client hardware address (chaddr) = 08:00:20:7c:fb:89�


DHCP:	--- Fields options ---�


DHCP:	Message type = DHCPACK�


DHCP:	DHCP server identifier = 10.16.0.1�


DHCP: 	IP address lease time = (ffffffff)  seconds�


DHCP:	Subnet mask = 255.255.255.0�
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DHCP Options

Some clients may manually configured with IP address or it can obtain the IP address through another protocol like IPCP.

A client with an IP address send a DHCPINFORM message to a server to obtain other configuration parameters. The server collects the parameters that are appropriate for the network segment and send them back  to client in a DHCPACK message. No address allocation is performed. 





DHCP message type:	53 (option code)�


Length:			1�


Data:			DHCPDISCOVER	1
			DHCPOFFER	2
			DHCPREQUEST	3
			DHCPDECLINE	4
			DHCPACK		5
			DHCPNAK		6
			DHCPRELEASE	7
			DHCPINFORM	8�
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DHCP Options

This option contains the IP address the client requests when it does nt have explicit confirmation that its current address is valid. 

A client include its previous IP address in a requested IP address option when sending a DHCPREQUESST message during the restarting.

This option identifies a TFTP server for the client to use in the next phase of its bootstrap process, when the sname in DHCP header has been used for DHCP options. The name is a string that is not terminated with a null char.

This option gives the filename (full path name) of the directory being used as the client’s toot disk partition.  Clients use it to mount a network disk from the server identifier in the siaddr or sname fields. 

This option lists the addresses of default routers for the client to add to its routing table. The routers are listed by their IP addresses in order of preference. The length field gives the total length of the list of routers and must be a multiple of 4.





Requested address	50 (option code)�


Data:				IP address�


Length:			4		�




TFTP serer name:		66 (option code)�


Data:				n characters�


Length:			n		�




Root path:			17 (option code)�


Data:				n characters�


Length:			n		�




Router:			3 (option code)�


Data:				list of IP addresses�


Length:			n		�
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DHCP Options

This option enable/disable option controls whether a client with more than one interface should forward IP datagrams between its clients.

This option carries the subnet mask for the interface to which the DHCP message it delivered. The subnet mask is represented as a 32-bit integer in “native” format, with bits set to 1, corresponding to each bit in the address to be used in a network or subnet number.

This option lists static routes for the clients to install its routing table. Each static route is listed as the address of the destination and the address of the router to use for that destination. If duplicate routes for a destination exist, the routes are listed in a decreasing order or priority. The length of this option must be multiple of 8.





IP forwarding enable/disable:	22�


Data:				0    disable forwarding (plds)
				1    enable forwarding (ISBs)  �


Length:				1	�




Subnet mask:			1�


Data:					subnet mask  �


Length:				4	�




Static routes:				33�


Data:					list of IP address pairs  �


Length:				n	�
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This option gives the IP address of the server involves in the DHCP transaction. If the server has more than one interface, it uses the address of the interface through which the client in the server identifier option receives the message.

This option differs from the siaddr in the DHCP message header section. A client uses the server identifier to determine the source of a DHCP message delivered to the client, and to select the server to which a broadcast DHCP message is directed. 

The siaddr field holds the IP address of the server willing to provide additional bootstrap services, such as additional configuration information or an operating systems kernel through a network protocol such as TFTP.

provides a site-independent, machine readable date and time, RFC686. Since not all systems have a date/time clock, and all are subject to occasional human or machine error. The use of time-servers makes it possible to quickly confirm or correct a system's idea of the time.

(O&S Server as Timer Server)

DHCP Options





Server identifier:	54 (option code)�


Data:			IP address�


Length:		4�




Time server:		4 (option code)�


Data:			list of server IP addresses  �


Length:		n	�
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DHCP Options/server config examples

This options carries a value DHCP server uses to distinguish a DHCP client.  If this option is present, the DHCP server uses it; otherwise the server uses the contents of the chaddr field.

A DHCP client’s identifier must be unique among all the identifiers on the IP network to which the client is attached.  The server treats a DHCP client identifier as an opaque value and does not interpret it  in any way.



RFC2132 suggests that client identifier be composed of 1-byte type field, followed by the identifier itself, similar to the combination of htype and haddr fields in the fixed-format section of a DHCP message.

When the type value is set to “0”, the client identifier is an arbitrary string. 

Left shown: how to specify to a DHCP server the client identifier for a particular client when that client uses its network hardware type and link layer address to construct its dhcp-client-identifier option it sends. 

Shown on left: configure the DHCP server with a client identifier when the client identifier is an ASCII test string.

Example on the left shown: how the server may need to be configured based on the options that need to be supported for certain client.





Client Identifier:	61 (option code)�


Data:			identifier (n bytes)�


Length:		n�




option		dhcp-client-identifier		1:08:00:8e:01:72:15;
						E.164(?), �




option		dhcp-client-identifier		"UMTS system GGSN-1 SGSN-1 Node-1";�




deny unknown-clients;
subnet 10.1.128.64 netmask 255.255.255.192 {
	option routers 10.1.x.x;
	option broadcast-address 10.1.128.127;
	range 10.1.128.65  10.1.128.254;
	domain-name-servers 10.16.0.1;
}

host UMTS-GGSN-NODE-1  {
	fixed-address	10.1.128.64;
	option dhcp-client-identifier "UMTS-1 GGSN-1 Node-1";
}�
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DHCP References

		 RFC 2131:Dynamic Host Configuration Protocol

		http://www.faqs.org/rfcs/rfc2131.html



		 RFC 2132: DHCP Options and BOOTP Vendor Extensions

		http://www.faqs.org/rfcs/rfc2132.html











ETHER:


-------  Ether Heder ------


ETHER: Destination = ff:ff:ff:ff:ff:ff,  


(broadcast)


ETHER: Source = 08:00:20:7c:fb:89


IP:


----  IP Header ---


IP: Protocol = 17 (UDP)


IP: Source address =0.0.0.0


IP: Destination address = 255.255.255.255, 


(broadcast)


UDP:


---  UDP Header ---


UDP: Source port = 68 


(BOOTPC)


UDP: Destination port = 67 (BOOTPS)


DHCP:


--- Dynamic Host COnfiguration Protocol ---


DHCP: Transaction ID = 0xc82061d


DHCP: Client address (ciaddr) = 0.0.0.0


DHCP: You client address (yiaddr) =10.17.0.8


DHCP: Client hardware address (chaddr) = 08:00:20:7c:fb:89


DHCP:


--- Fields options ---


DHCP: Message type = DHCPREQUEST


DHCP: DHCP server identifier = 10.16.0.1


DHCP: IP address lease time = 4294967295 (ffffffff) seconds


DHCP: Subnet mask = 255.255.255.0


DHCP: Requested IP address = 10.17.0.8


DHCP: Requested IP address = 10.17.0.8


option dhcp-client-identifier 1:08:00:8e:01:72:15; E.164(?),


Server identifier:


54 (option code)


Data: IP address


Length: 4


IP forwarding enable/disable


: 22


Data: 0    disable forwarding (plds)


1    enable forwarding (ISBs)


Length: 1


deny unknown-clients;


subnet 10.1.128.64 netmask 255.255.255.192 {


option routers 10.1.x.x;


option broadcast-address 10.1.128.127;


range 10.1.128.65  10.1.128.254;


domain-name-servers 10.16.0.1;


}


host UMTS-GGSN-NODE-1  {


fixed-address 10.1.128.64;


option dhcp-client-identifier "UMTS-1 GGSN-1 Node-1";


}


Requested address


50 (option code)


Data: IP address


Length: 4


Router:


3 (option code)


Data: list of IP addresses


Length: n


TFTP serer name


: 66 (option code)


Data: n characters


Length: n


option dhcp-client-identifier "UMTS system GGSN-1 SGSN-1 Node-1";


DHCP message type


: 53 (option code)


Length: 1


Data:


DHCPDISCOVER 1


DHCPOFFER 2


DHCPREQUEST 3


DHCPDECLINE 4


DHCPACK 5


DHCPNAK 6


DHCPRELEASE 7


DHCPINFORM 8


Root path


: 17 (option code)


Data: n characters


Length: n


Subnet mask


: 1


Data: subnet mask


Length: 4


Static routes: 33


Data: list of IP address pairs


Length: n


ETHER:


-------  Ether Heder ------


ETHER: Destination = ff:ff:ff:ff:ff:ff,  


(broadcast)


ETHER: Source = 08:00:20:76:0f:08


IP:


----  IP Header ---


IP: Protocol = 17 (UDP)


IP: Source address = 10.16.0.1


IP: Destination address = 255.255.255.255, 


(broadcast)


UDP:


---  UDP Header ---


UDP: Source port = 67 


(BOOTPZ)


UDP: Destination port = 68 (BOOTPC)


DHCP:


--- Dynamic Host COnfiguration Protocol ---


DHCP: Transaction ID = 0xc82061d


DHCP: Client address (ciaddr) = 0.0.0.0


DHCP: You client address (yiaddr) =10.17.0.8


DHCP: Client hardware address (chaddr) = 08:00:20:7c:fb:89


DHCP:


--- Fields options ---


DHCP: Message type = DHCPACK


DHCP: DHCP server identifier = 10.16.0.1


DHCP: IP address lease time = (ffffffff)  seconds


DHCP: Subnet mask = 255.255.255.0


Client Identifier


: 61 (option code)


Data: identifier (n bytes)


Length: n


Time server


: 4 (option code)


Data: list of server IP addresses


Length: n





