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3.1 Definitions

Refer to UMTS 22.060 and UMTS 23.060.

2G‑ / 3G‑
The prefixes 2G‑ and 3G‑ refers to functionality that supports only GSM or UMTS, respectively, e.g., 2G‑SGSN refers only to the GSM functionality of an SGSN. When the prefix is omitted, reference is made independently from the GSM or UMTS functionality.

3.3
Symbols

For the purposes of the present document, the following symbols apply:

Gb
Interface between an SGSN and a BSC.

Gi
Reference point between Packet Domain and an external packet data network.

Gn
Interface between two GSNs within the same PLMN.

Gp
Interface between two GSNs in different PLMNs. The Gp interface allows support of Packet Domain network services across areas served by the co-operating  PLMNs.

Gs
Interface between an SGSN and MSC.
Iu
Interface between the RNS and the core network. It is also considered as a reference point.
R
The reference point between a non-ISDN compatible TE and MT. Typically this reference point supports a standard serial interface.

Um
The interface between the MS and the GSM fixed network part. The Um interface is the GSM network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the GSM services through this interface.

Uu
Interface between the mobile station (MS) and the UMTS fixed network part. The Uu interface is the UMTS network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the UMTS services through this interface.

7.1
GSM
The following Figure 2a shows the relationship of the GSM Packet Domain Bearer terminating at the SNDCP layer, to the rest of the GSM Packet Domain environment. It is shown for reference purposes only and detailed information can be found in 3G TS 23.060.
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NOTE:
In the SGSN and GGSN UDP is mandatory. TCP is optional but recommended for X.25 services.

Figure 2a: User Plane for Packet Domain services in GSM
7.2
UMTS

The following figure 2b shows the relationship of the UMTS Packet Domain Bearer, terminating at the PDCP layer, to the rest of the UMTS Packet Domain environment. It is shown for reference purposes only and detailed information can be found in 3G TS 23.060.
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Figure 2b: User Plane for Packet Domain services in UMTS
11.2.1.3
Access to Internet, Intranet or ISP with Mobile IPv4

General

A way to allow users to roam from one environment to another, between fixed and mobile, between public and private as well as between different public systems is to use Mobile IP [RFC2002]. Mobile IP (MIP) is a mobility management protocol developed by IETF. The Mobile IP Foreign Agent (FA) [RFC2002] is located in the Core Network in the GGSN. MIP also uses a Home Agent (HA) [RFC2002] which may or may not be located in a GSM/UMTS network. 

Interworking model for MIP

A FA is located in the GGSN. The interface between the GGSN and the FA will probably not be standardised as the GGSN/FA is considered being one integrated node. The mapping between these two is a matter of implementation.  Each FA must be configured with at least one care-of address. In addition a FA must maintain a list that combines IP addresses with TEIDs of all the visiting MSs that have registered with the FA. IP packets destined for the MS are intercepted by the HA and tunneled to the MS’s care-of address, i.e. the FA. The FA de-tunnels the packets and forwards the packets to the MS. Mobile IP related signalling between the MS and the FA is done in the user plane. MIP registration messages [RFC2002] are sent with UDP.
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Figure 11c: The protocol stacks for the Gi IP reference point in the MIP signalling plane
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Figure 11d: Protocol stacks for user access with MIP

In Figure 11d: “(Tunneling)” is intended to show asymmetric traffic flow. Tunneling (IP-in-IP) is only used in the direction from the ISP towards the MT.

Authentication of the user is supported in Mobile IPv4. This authentication mechanism may involve communication with an authentication server (e.g. RADIUS), although this is not shown in Figure 11d.
Address allocation  - at PDP context activation no IP address is allocated to the MS indicated by 0.0.0.0. in the “Requested PDP Address” field. If the MS does not have a static IP address which it could register with the HA, it will acquire a dynamic IP address from the HA [25]. After completion of the PDP activation the SGSN is informed of the assigned IP address by means of the GGSN initiated PDP Context Modification Procedure. 

A signalling scheme, shown in figure 11e, is described below. The PS attach procedures have been omitted for clarity.
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Figure 11e: PDP Context activation with Mobile IP registration (the PS attach procedure not included)

1. The AT command carries parameters that the MT needs to request the PDP Context Activation. The important parameter here, is the APN (Access Point Name), see section A below. The AT command is followed by a setup of the PPP connection between the MT and the TE, which are not included in the figure.

2. The MT sends the “Activate PDP Context Request” to the SGSN. The message includes various parameters of which the “APN” (Access Point Name) and the “Requested PDP Address” are of interest here. The TE/MT may use APN to select a reference point to a certain external network or to select a service. APN is a logical name referring to the external packet data network or to a service that the subscriber wishes to connect to. The “Requested PDP Address” should be omitted for all MS’s using Mobile IP. This is done irrespective of if the MT has a permanently assigned Mobile IP address from its Mobile IP home network, a previously assigned dynamic home address from its Mobile IP home network or if it wishes the Mobile IP home network to allocate a “new” dynamic home address.

A. The SGSN will base the choice of GGSN based on the APN that is given by the MS.

3. The SGSN requests the selected GGSN to set up a PDP Context for the MS. The PDP address and APN fields are the same as in the “Activate PDP Context Request” message.

4. A Create PDP Context Response is sent from the GGSN/FA to the SGSN. If the creation of PDP Context was successful, some parameters will be returned to the SGSN, if not, an error code will be returned. If the GGSN has been configured, by the operator, to use a Foreign Agent for the requested APN, the PDP address returned by the GGSN shall be set to 0.0.0.0. indicating that the PDP address shall be reset by the MS with a Home Agent after the PDP context activation procedure.

5. The Activate PDP Context Accept message is sent by the SGSN to the MS and contains similar information as the Create PDP Context Response message. 

6. The MT sends an AT response back to the TE to confirm that the PDP context activation has been done.

7. The Agent Advertisement [RFC2002] is an ICMP (Internet Control Message Protocol) Router Advertisement message with a mobility agent advertisement extension. The latter part contains parameters of the FA that the mobile node needs, among those are one or more care-of addresses that the FA offers. This message should be sent, in the Packet Domain user plane, as an IP limited broadcast message, i.e. destination address 255.255.255.255, however only on the TEID for the requesting MS to avoid broadcast over the radio interface. 

8. The Mobile IP Registration Request is sent from the mobile node to the GGSN/FA across the Packet Domain backbone as user traffic. The mobile node includes its (permanent) home address as a parameter [RFC2002]. Alternatively, it can request a temporary address assigned by the home network by sending 0.0.0.0 as its home address, and include the Network Access Identifier (NAI) in a Mobile-Node-NAI Extension [23][RFC2486]. 

9. The FA forwards the Mobile IP Registration Request to the home network of the mobile node, where a home agent (HA) processes it. Meanwhile, the GGSN/FA needs to store the home address of the mobile node or the NAI and the local link address of the MS, i.e. the TEID (Tunnel Endpoint ID). 

10. The Registration Reply is sent from the home network to the FA, which extracts the information it needs and forwards the message to the mobile node in the Packet Domain user plane. As the FA/GGSN knows the TEID and the NAI or home address, it can pass it on to the correct MS. 

B. The GGSN/FA extracts the home address from the Mobile IP Registration Reply message and updates its GGSN PDP Context.    

11. The GGSN triggers a “GGSN initiated PDP Context modification procedure” in order to update the PDP address in the SGSN.

11.3
Numbering and Addressing

In the case of interworking with public IP networks (such as the Internet), the PLMN operator shall use public network addresses. These public addresses can be reserved from the responsible IP numbering body, or from an ISP with which the PLMN operator has an agreement.

In the case of interworking with private IP networks, two scenarios can be identified: 

1. The PLMN operator manages internally the subnetwork addresses. Each private network is assigned a unique subnetwork address. Normal routing functions are used to route packets to the appropriate private network.

2. Each private network manages its own addressing. In general this will result in different private networks having overlapping address ranges. A logically separate connection (e.g. an IP in IP tunnel or layer 2 virtual circuit) is used between the GGSN and each private network. In this case the IP address alone is not necessarily unique. The pair of values, Access Point Name (APN) and IP address, is unique.

The PLMN operator allocates the IP addresses for the subscribers in either of the following ways. 

-
The PLMN operator allocates a static IP address when the subscription record is built. The IP address is reserved from a pool of free IP addresses. Each external network has its own pool of addresses.

-
The PLMN operator allocates (either on its own or in conjunction with the external network) a dynamic IP address when the MS performs the PDP Context Activation procedure with dynamic address allocation as described in 3G TS 23.060. 

12.2
PDN Interworking Model

The interworking point is at the Gi reference point. The GGSN for interworking with the ISP/PDN is the access point of the Packet Domain (see Figure 13). The GGSN will either terminate the PPP connection towards the MS or may further relay PPP frames to the PDN. The PPP frames may be tunnelled in e.g. L2TP.


[image: image6.wmf]PPP-

NCP

supported

protocol

or PPP

Gi

GGSN

Packet Domain Bearer

PPP

IP

UDP

L1

e.g.

L2TP

L2


Figure 13: The protocol stack for the Gi PPP reference point

In case the external PDN is an IP based network and the GGSN terminates PPP the same description applies as specified in section 11.2. 

In case the GGSN tunnels PPP frames to the PDN, the GGSN may behave like a LAC towards the external network.

12.2.1
Virtual dial-up- and direct Access to PDNs, or ISPs through Packet Domain 

The access to PDNs, or ISPs may involve specific functions such as: user authentication, user’s authorization, end to end encryption between MS and PDN/ISP, allocation of a dynamic address belonging to the PLMN/PDN/ISP addressing space, etc.

For this purpose the PLMN may offer, based on configuration data:

· Direct access to an IP based Intranet/ISP using a protocol configuration as depicted in figure 14. Here DHCP and/or RADIUS are used between the GGSN and Intranet/ISP for performing the specific functions mentioned above. The Packet Domain may also offer access to networks based on any protocol supported by PPP through one of its Network Control Protocols (NCPs).
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Figure 14: Protocol stack for direct access to IP-based Intranets/ISPs

· Virtual dial-up access to a PDN with PPP frame tunnelling as depicted in figure 15.
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Figure 15: Protocol stack for virtual dial-up access with PPP frame tunnelling 

13.2
PDN Interworking Model for DHCP

A DHCP relay agent shall be located in the GGSN used for interworking with the IP network as illustrated in the following figure 16b.
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Figure 16b: The protocol stack for the Gi IP reference point for DHCP

The DHCP relay agent relays the requests received from the DHCP client to the DHCP server(s), and the replies received from the server(s) to the corresponding client. The DHCP relay agent allows for the replies from DHCP servers to be delivered to the correct terminal, as the logical connection from the MT terminates in the GGSN, and consequently only the GGSN holds enough information to locate the DHCP client. How the DHCP relay agent identifies the MT based on the DHCP messages is out of the scope of UMTS standardisation.

DHCP provides mechanisms for user authentication and integrity protection, but does not offer any message confidentiality, therefore additional mechanisms (e.g. IPsec tunnel) may be provided if the link towards the external network is not secure. However this is out of the scope of this specification.

Apart from the particulars mentioned above, this model is basically the same as the one for interworking with IP networks described elsewhere in this Specification. Using DHCP corresponds to the transparent access case as the GGSN does not take part in the functions of authentication, authorisation, address allocation, etc.
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