


Work Item Description Sheet for MS and Network-Resident Execution Environments (MS/N-RExE)


1	Justification





At least two Application Execution Environments have been identified which are resident in the MS; these are MExE (Mobile station Execution Environment), and the SIM Application Toolkit.  These Execution Environments have the ability to initiate network transactions, such as making calls, sending MO-SMS etc..  Further, it is possible for CAMEL to make network initiated calls on behalf of the user.





Concerns over the user aspects, interactions, traceability of such events and more, has resulted in a SMG Workshop, whose outputs, approved by SMG, are attached to this Work Item Description Sheet and shall be incorporated in the elaboration of this Work Item.





2	Service Aspects





2.1	General





Applications using capabilities provided by APIs (Application Programming Interfaces) should conform to a "best practice" to be elaborated by SMG1.  This includes user control, recording, etc., of chargeable events.





2.2	Special





Interactions between the various co-resident applications in the same and different application areas needs special attention.  The behaviour of the MS shall not be compromised by interactions between applications.





3	MMI-Aspects





User control of the execution environment, in general, and specifically down to the enabling or disabling of individual applications in any execution environment shall be provided.  It shall be possible for the user to review events of these kind that have occurred.





4	Charging Aspects





It is possible that chargeable events are triggered by applications; for this reason, means to provide information as to the initiator of a transaction, e.g. SIM Toolkit application or MExE, and the level of user knowledge of or interaction with such transaction(s) should be made available to the HPLMN.





5	Security Aspects





Security is especially important where it is possible for applications to be loaded into execution environments.  It shall be possible for users to verify the authenticity of the source of such applications, and for the execution environment to restrict or control the capabilities of applications.


�



6	Impacts
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7	Expected Output and Timescales (to be updated at each plenary)


New specifications�
�
GSM No.�
Title�
Prime rsp. STC�
2ndary rsp. STC(s)�
presented for information at SMG#�
approved at SMG#�
Comments�
�
�
�
SMG1�
SMG3, SMG4, SMG9�
29�
30�
�
�
�
�
�
�
�
�
�
�



Affected existing specifications�
�
GSM No.�
CR�
Subject�
Approved at SMG#�
Comments�
�
02.XX�
�
Toolkit Stage 1�
�
�
�
02.57�
�
�
�
�
�
03.57�
�
�
�
�
�
04.08�
�
�
�
�
�
07.05�
�
�
�
�
�
07.07�
�
�
�
�
�
11.11�
�
�
�
�
�
11.14�
�
�
�
�
�
and more�
�
�
�
�
�






8		Rapporteur(s)





NEC Technologies (name to be provided).





9		Others





10		Supporters





BT, Ericsson, Lucent Technologies, Motorola, NEC Technologies, Nokia.
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LIAISON STATEMENT





From: SMG AAE (Applications and Automatic Execution Workshop)


To: SMG, SMG1, SMG2, SMG3, SMG4, SMG6, SMG7, SMG8, SMG9, SMG10, SMG11, SMG12





SMG#27 set up an ad-hoc working group to discuss the ability of various applications to set up and control calls and other events which could be subsequently billed to the mobile customer.





This group has met twice and has agreed some text in the attached document (PE99-009) which should be taken into account in future work in SMG, in particular (but not exclusively) MExE and SIM Toolkit.





The attached document provides a detailed analysis of the ME Execution Environment, including the following areas:





Defining a model for the ME Execution Environment – all of the applications running in this environment require resources from the ME core functions and the ME core functions need to be developed in a harmonised way for all interfaces and applications.


Ensuring that changes to basic data needed for the fundamental operation of the ME (e.g. IMSI) are not made without due consideration to procedures necessary to assure the continued correct operation of the ME.


Giving a focus to the end user and recognising that the end user may have many different requirements (e.g. user control, security, traceability) which could conflict with applications which generate automatic calls.


Identifying additional requirements for the development of application environments such as MExE and SIM Application Toolkit





This will impact on the work of several STCs. Amendments to existing specifications may be required.





This liaison statement sets out some of the general principles and specific actions which the STCs need to take. 





1. Service Requirements





A generic set of requirements needs to be established in the SMG1 domain in order that the implementations of MexE, SIM applications etc. can be made in harmonised way. Therefore SMG1 is asked to develop general service requirement for the applications where automatic execution is used. SMG1 is asked to include the text from the attached document in these service requirements. 





2. Traceability





SMG3 is asked to include additional signalling in Release 99 to allow the network to record the source application of an automatic call to permit better traceability. It may be desirable to make changes to earlier releases of GSM specifications in order to assure the recording of "source" information when roaming  on earlier phase networks. SMG3 is invited to comment on this.





SMG3 should ensure that this can work in conjunction with MSP and CCBS and check error handling situations.  The source of call is divided into 7 categories:


�



1.  MMI (including automatic repeat calls from the phone itself)


2. SIM Application


3. MExE Application


4. TE Application using 07.07/07.05


5. Intelligent Peripheral (e.g. advanced in-vehicle applications such as alarms)


6. Auxiliary Smart Card


7. Other





SMG4 and SMG9 are asked to identify additional information (including the type and the size) which could be sent to the network to allow the network to record more precisely which piece of software caused the call attempt to be made.





According to the agreed principles in the attached document this needs to be made available for all interactions  between the MS and the network (voice/data calls, GPRS transactions, SMS, USSD, Supplementary Services etc.)





In the case of GPRS, SMG4 (in the first instance) should study the implications of multiple applications using the same PDP context and propose a solution where the network can record the volume of traffic (etc.) generated by each application.





Further work will of course be needed in billing systems to enable the networks to advise customers why certain charges appear on their bills.





3. User Control and Security





In addition to the above, SMG4 and SMG9 are asked to include in the MExE, TE control and SIM specifications the ability for the user to tell the ME their settings for particular application sets 1..7 above.  The user may at any time change the settings and it is not acceptable to have an option at application install time without the ability to change the setting later.  The user must have control over the settings outlined below even if the application is very highly trusted and comes from a network operator due to the possibility of collision with other activities the user wishes to undertake.





The following settings should be provided.  Note that for ease of reading the term "call" is used but this should be taken to mean any network interaction including SMS, USSD etc.





A. Permission to make automatic calls





At least the following categories should be provided:


i) the application is not allowed to make any calls


ii) the application is allowed to make calls but the mobile must ask the user before a call is made


iii) the application is allowed to make any calls without the mobile asking permission





B. Keeping a record





i) the mobile shall record information about calls made by the application


ii) the mobile shall not record information about calls made by the application





SMG4 and SMG9 should discuss and decide whether additional granularity over and above categories 1..7 above can be provided (e.g. allowing the user to make settings for individual MExE/SIM applications).


�



SMG4 and SMG9 should discuss and decide the degree to which information should be recorded if option Bi) is selected.  The recording of information shall be mandatory, but the STCs should allow manufacturers flexibility to keep storage requirements to a minimum by storing information about only a few calls or storing only a summary of activity.





All of the above shall be mandatory for all the supported functions of the mobile. 





4. Harmonised Development of ME Environment





SMG4 and SMG9 should include text in their respective specifications to advise implementors that the prioritisation and control functions of the ME for MExE/SIM/TE applications need to be harmonised with the equivalent functions for the other applications in categories 1..7 above.





5. Additional Requirements





All other STCs are requested to read the attached document and provide comments to the SMG_EXEENVIRONMENT reflector list.





6. Future Work





SMG is invited to discuss and agree an appropriate way to forward this information to 3GPP.
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A GENERIC MODEL FOR THE MS APPLICATION EXECUTION ENVIRONMENT      





Source: SMG Workshop on Applications and Automatic Execution





Background


The present rapid development of a diversity of new applications and application environments for mobile usage creates a complexity of previously unseen proportions that the Mobile Equipment has to handle. 


This paper introduces a generic model approach for the ME execution environment; the purpose is not to categorise the applications / peripherals, but to try to structure the events that are external to, and has to be handled by, the ME Core Functions. This means that the structure or grouping of the events should be made from a ME centric perspective. Some applications run on the ME side have counterparts in the network. This paper does not address the functions in the network.


The figure in this paper illustrates possible types of interaction handling for a ME that already can be required or that currently are being developed in standards and industry fora. Although it is probable that only a subset of these entities will exist at the same time, there is no way of knowing the particular combination of applications or a particular users needs relative to this in advance; a general way to handle the co-existence must still be defined.


A framework, defining general rules for handling this co-existence of several external functions is outlined in this document. The framework states requirements for the behaviour of the external functions as well as principles for the co-existence as such. As an example, several of the external functions below, or protocols used by them (e.g., the AT-commands) assume a one-to-one relation between them and the ME Core Functions, implying a lack of specified mechanisms to handle a multitask environment. 





The model approach


The model below proposes a conceptual split, meaning that the entities and their interfaces are logical and need not correspond to any physical division. Before the figure is presented some clarifications and general comments are needed:


The ME Core Functions should be understood as the (collection of) software functions that contain the central logic for the ME, including for instance the scheduling of events.


With external event is meant interaction that an application / peripheral wants (requests / commands), as well as necessary handling of network signalling, user request via the keys, etc. External does not imply whether an external interface is used or not.


Some network signalling is easy to refer to basic network functions, such as Location Update, while other signalling has been invoked by an application.


The user can interact / intervene directly via keys, etc. This is indicated with the Manual User Interaction entity. The user can of course do the same via, e.g., a PC or a MExE application, but the events that such actions create is here viewed like the other events that these entities can create. 


The SIM / general Smart Card Functions are split into several logical entities: the Transport Layer Security, meaning “basic” GSM security; the SIM Application Toolkit; SIM Application Toolkit Run AT-command; and other functions, such as the WIM, the WAP Identity Module, that is being specified.


The TE, Terminal Equipment, is a PC or another piece of equipment that can run applications independently. 


An Intelligent Peripheral could be an advanced charger or a car hands-free installation. 


The MExE entities are as defined in the standards. 


Other includes ME resident applications and allows for future applications, and, if that is needed for the model, could correspond to other external devices such as a microphone. 


The interfaces as shown in the figure are logical. In practice the applications run in the ME, a TA or on its own separate platform, and the interfaces are then ME internal or external via a physical connector, IrDA, or Bluetooth.   


�


The figure shows the extent of the complexity that the ME will be expected to handle. It is obvious that a generic framework for conflicts, error handling and interactions is needed. In particular, the following issues can be noted:


Priorities of the event handling – the ME does the scheduling and this should be according to the user’s preferences. 


User control – the user’s wanted / required interaction; his/her knowledge and control of the events; user integrity for instance for personal data, the ME position, etc. 


Trace-ability – which entity / application has caused a particular event. This information is required input to solve several of the other issues.


Consistency  - in the actions of the ME Core Functions relative to the specific application. Several applications and priority levels interact.


The validity of commands – for instance call validity when the ME is in the Home PLMN or roaming.


Network signalling aspects – how does for instance a dual mode ME treat applications specific to only one of the standards. 


It might be necessary to look into mechanisms for rejection and termination by the ME Core Function (upon user choice) for applications, calls etc.


Testability – the ME manufacturer must be able to as far as possible verify the behaviour of the product, and this should be taken into consideration when the framework is specified. Conformance testing, however, is only relevant to the extent that already is tested.  


Security aspects – for the protection of the ME and the network mechanisms like authentication of the applications might be required. 


Further, the entities have different characteristics; this can possibly be used by the framework definitions. The following can for instance be noted:


Several of the entities work together with network nodes, some as slaves (e.g., SIM) and others invoking commands (e.g., WAP). Others, like the intelligent peripherals, only communicate “locally”.


The entities can be active or passive. In the latter case the ME has more knowledge about the expected behaviour, since they only execute functions upon request and cannot issue commands independently.


Some events refer to “basic” network handling, some to manual user interaction, and others relate to application invoked functions. “Basic” network interaction should then have priority if such a distinction can be made.  Consideration should be given to incoming calls.





Conclusions


The model presented above defines a framework specifying principles for event handling, with the focus on issues related to application interaction. Principles for the framework are given below, using the stated definitions. The list is not necessarily complete.


In developing standards according to the requirements set out below, STCs shall take care not to introduce mechanisms which could be used to change data fundamental to the operation of the ME (e.g., IMSI), without due consideration to the impact on work in the domain of other STCs, and in particular to the development of any procedures necessary for the continued proper operation of all parts of the system including ME, SIM and network.  


The term call means voice and data calls, USSD, SMS, fax, GPRS calls, supplementary services, etc. �The term preferences includes authorisations, priorities, options, etc.�The term authorisation means permission to set up and / or receive any call or only certain types of call and access rights to user data.


�Basic principles


Irrespective of the principles given below, emergency calls shall override all other calls.


The ME is the central resource and handles the external entities according to the user’s preferences.�


�
User requirements


The user shall have the capability to make the ultimate decisions as elaborated below. Additionally, in the case where an MS is unmanned, none of the issues below shall render the MS inoperable such that it requires manual intervention locally at the MS to restore its use.


The user shall have the capability of selecting preferences interactively and / or via prior set-up in one or more user profiles. These shall be valid on a global or on a per application basis. The user’s preferences shall be retained even in the event of loss of power. �Preferences can be selected for an application when it is installed, or at any other time thereafter. �Preferences, notably but not exclusively the priorities, can be modified at any time and this shall have effect at the earliest possible opportunity thereafter.


The user shall have the capability to modify authorisations assigned to applications. These shall be valid on a global or on a per application basis in one or more user profiles.


The user shall have the option to be advised to what extent an application has been authenticated at installation-time, and prevent the application from being installed based on this advice. �The user shall have the option to be advised about the integrity of an application at installation-time, and prevent the application from being installed based on this advice. 


The user shall have the capability to abort or suspend any on-going call that has been set up automatically by an application.


The user shall have the capability to require that the ME request permission from the user for individual calls, sets of calls (for instance all calls by a certain application) or all calls. The user shall have the capability to request the ME to record information on individual calls, sets of calls or all calls.


The user shall have the capability to distinguish which entity / application caused a specific event. The ME uses this information to support the user’s preferences. The ME shall be able to inform the network of entity / application at set up time to support trace-ability when a call is set up.


The user’s privacy shall be protected. Access to user data (including user profiles and any personal information in the MS) and audio functions (this would prevent for instance a mechanism that allows eavesdropping) shall not be possible without the user’s prior permission. 


The user shall have the capability to request from the ME which applications are present in the MExE environment and the SIM, and whether they are running. The user shall also have the capability to request from the ME  the status of other interfaces as shown in Figure 1, where implemented.  �Additional requirements on applications


An application shall not assume that it is the only active. For example where several applications use the same interface the application and / or the protocols used over the interface must be able to handle contention.


An application shall not interfere (terminate, suspend or degrade) with on-going calls set up by another application without authorisation from the user. For certain combinations of call (e.g., voice/data and USSD messages), interference can happen resulting in a level of degradation.


An application shall not assume that it has priority over another application, and shall comply with the user’s  currently selected preferences. �Additional requirements on the ME


The ME shall have the capability to authenticate the source of the application.


The ME shall have the capability to assure the integrity of an application.    
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