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2.3
Data related to authentication and ciphering
2.3.1
Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc)

Random Number (RAND), Signed Response (SRES) and Ciphering Key (Kc) form a triplet vector used for authentication and encryption as defined in GSM 03.20.

A set of up to 5 triplet vectors are conditionally stored in the HLR. For GSM users, triplet vectors are calculated in the 2G AuC and provided to the 2G HLR (see GSM 12.03), and for UMTS users triplet vectors are derived from quintuplet vectors in  the 3G HLR or 3G VLR, if needed ( see UMTS TS 33.102).
A set of up to 5 triplet values are sent from the  2G HLR to the VLR and the SGSN on request. These data are temporary subscriber data conditionally stored in the VLR and the SGSN.

2.3.X
Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key(IK) and Authentication Token(AUTN)
Random Challenge (RAND), Expected Response (XRES), Cipher Key (CK), Integrity Key(IK) and Authentication Token(AUTN) form a quintuplet vector used for user authentication, data confidentiality and data integrity as defined in UMTS TS 33.102.

When both HLR and VLR or SGSN are 3G, a set of quintuplet vectors are calculated in the AuC, and up to 5 quintuplets are sent from the HLR to the VLR and to the SGSN on request (see UMTS TS 29.002). These data are temporary subscriber data conditionally stored in the HLR, the VLR and the SGSN.
When the HLR is 2G and the VLR or SGSN are 3G, quintuplet vectors are derived by the 3G VLR or SGSN from the received triplet vectors from the HLR, if needed (see UMTS TS 33.102)
*************NEXT MODIFICATION*********************************

4
Accessing subscriber data

It shall be possible to retrieve or store subscriber data concerning a specific MS from the HLR by use of each of the following references:

-
International Mobile Subscriber Identity (IMSI);

-
Mobile Station ISDN Number (MSISDN)

It shall be possible to retrieve or store subscriber data concerning a specific MS from the VLR by use of each of the following references:

-
International Mobile Subscriber Identity (IMSI);

-
Temporary Mobile Subscriber Identity (TMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the SGSN by use of each of the following references:

-
International Mobile Subscriber Identity (IMSI);

Packet Temporary Mobile Subscriber identity (P-TMSI).

It shall be possible to retrieve or store subscriber data concerning a specific MS from the GGSN by use of each of the following references:

-
International Mobile Subscriber Identity (IMSI);

See clause 3 for explanation of M, C, T and P in table 1 and table 2.

Table 1: Overview of data stored for non-GPRS Network Access Mode 

PARAMETER
SUBCLAUSE
HLR
VLR
TYPE


IMSI
2.1.1.1
M
M
P
Note

Network Access Mode
2.1.1.2
M
-
P
Note

International MS ISDN number
2.1.2
M
M
P


multinumbering MSISDNs
2.1.3
C
-
P
Note

Basic MSISDN indicator
2.1.3.1
C
-
P


MSISDN-Alert indicator
2.1.3.2
C
-
P


TMSI
2.1.4
-
C
T


LMSI
2.1.8
C
C
T
Note

Mobile Station Category
2.2.1
M
M
P


RAND, SRES and Kc
2.3.1
-
C
T


RAND, XRES, CK, IK and AUTN
2.3.X
M
C
T


Ciphering Key Sequence Number
2.3.2
-
M
T


MSRN
2.4.1
-
C
T
Note

Location Area Identity
2.4.2
-
M
T


VLR number
2.4.5
M
-
T
Note

MSC number
2.4.6
M
C
T


HLR number
2.4.7
-
C
T


Subscription restriction
2.4.9
C
-
P


RSZI lists
2.4.10.1
C
-
P


Zone Code List
2.4.10.2
-
C
P


MSC area restricted flag
2.4.11
M
-
T


LA not allowed flag
2.4.12
-
M
T


ODB-induced barring data
2.4.15.1
C
-
T


Roaming restriction due to unsupported feature
2.4.15.2
M
M
T


Cell ID
2.4.16
-
C
T


LSA Identity
2.4.X.1
C
C
P


LSA Priority
2.4.X.2
C
C
P


LSA Only Access Indicator
2.4.X.3
C
C
P


LSA Active Mode Indicator
2.4.X.4
C
C
P


VPLMN Identifier
2.4.X.5
C
-
P


Provision of bearer service
2.5.1
M
M
P


Provision of teleservice
2.5.2
M
M
P


BC allocation
2.5.3
C
C
P


IMSI detached flag
2.7.1
-
C
T


Confirmed by Radio Contact indicator
2.7.4.1
-
M
T


Subscriber Data Confirmed by HLR indicator
2.7.4.2
-
M
T


Location Information Confirmed in HLR indicator
2.7.4.3
-
M
T


Check SS indicator
2.7.4.4
M
-
T


MS purged for non-GPRS flag
2.7.5
M
-
T


MNRR
2.7.7
C
-
T


Subscriber status
2.8.1
C
C
P


Barring of outgoing calls
2.8.2.1
C
C
P


Barring of incoming calls
2.8.2.2
C
-
P


Barring of roaming
2.8.2.3
C
-
P


Barring of premium rate calls
2.8.2.4
C
C
P


Barring of supplementary service management
2.8.2.5
C
C
P


Barring of registration of call forwarding
2.8.2.6
C
-
P


Barring of invocation of call transfer
2.8.2.7
C
C
P


Operator determined barring PLMN-specific data
2.8.3
C
C
P


Handover Number
2.9.1
-
C
T


Messages Waiting Data
2.10.1
C
-
T


Mobile Station Not Reachable Flag
2.10.2
C
M
T


Memory Capacity Exceeded Flag
2.10.3
C
-
T









(continued)

Table 1 (concluded): Overview of data stored for non-GPRS Network Access Mode 

PARAMETER
SUBCLAUSE
HLR
VLR
TYPE


Trace Reference
2.11.1
C
C
P


Trace Type
2.11.2
C
C
P


Operations Systems Identity
2.11.3
C
C
P


HLR Trace Type
2.11.4
C
-
P


MAP Error On Trace
2.11.5
C
-
T


Trace Activated in VLR
2.11.6
C
C
T


Foreign Subscriber Registered in VLR
2.11.7
-
C
P
Note

VGCS Group Membership List
2.12.1
C
C
P


VBS Group Membership List
2.12.2
C
C
P


Broadcast Call Initiation Allowed List
2.12.2.1
C
C
P


Originating CAMEL Subscription Information
2.14.1.1
C
C
P


Terminating CAMEL Subscription Information
2.14.1.2
C
-
P


Location Information/Subscriber state Information
2.14.1.3
C
-
P


USSD CAMEL subscription information(U-CSI)
2.14.1.4
C
-
P


SS invocation notification (SS-CSI)
2.14.1.5/3.2
C
C
P


FTN translation information flag(TIF-CSI)
2.14.1.6
C
-
P


USSD General CAMEL service information (UG-CSI)
2.14.2
C
-
P


Negotiated CAMEL Capability Handling
2.14.2
C
-
T


Table 2: Overview of data used for GPRS Network Access Mode

PARAMETER
Subclause
HLR
VLR
SGSN   GGSN TYPE


IMSI
2.1.1.1
M
M
M
M
P  Note

Network Access Mode
2.1.1.2
M
-
C (a)
-
P  Note

International MS ISDN number 
2.1.2
M
M
M
-
T  

multinumbering MSISDNs
2.1.3
C
-
-
-
T  Note

Basic MSISDN indicator
2.1.3.1
C
-
-
-
T .

MSISDN-Alert indicator
2.1.3.2
C
-
-
-
T  

P-TMSI
2.1.5
-
-
C
-
T  Note

TLLI
2.1.6
-
-
C
-
T

Random TLLI 
2.1.7
-
-
C
-
T  Note

IMEI
2.1.9
-
-
C
-
T

RAND/SRES and Kc
2.3.1
-
-
C
-
T

RAND, XRES, CK, IK, AUTN
2.3.X
M
-
C
-
T

Ciphering Key Sequence Number
2.3.2
-
-
M
-
T

Selected Ciphering Algorithm
2.3.3
-
-
M
-
T

Current Kc
2.3.4
-
-
M
-
T

P-TMSI Signature
2.3.5
-
-
C
-
T

Routing Area Identity
2.4.3
-
-
M
-
T

Cell Global Identification
2.4.4
-
-
C
-
T

SGSN Number
2.4.8.1
M
C (Gs)
-
-
T  Note

GGSN Number
2.4.8.2
©
-
-
-
P  Note

VLR Number
2.4.5
M
-
C (Gs)
-
T

RSZI Lists
2.4.10.1
C
-
-
-
P

Zone Code List
2.4.10.2
-
-
C
-
P

LA not allowed flag
2.4.12
-
-
M
-
T

SGSN area restricted flag
2.4.13
M
-
-
-
T

Roaming Restriction in the SGSN ..
2.4.15.2
M
-
M
-
T

Cell ID
2.4.16
-
-
C
-
T

LSA Identity
2.4.X.1
C
C
C
-
P

LSA Priority
2.4.X.2
C
C
C
-
P

LSA Only Access Indicator
2.4.X.3
C
C
C
-
P

LSA Active Mode Indicator
2.4.X.4
C
C
C
-
P

VPLMN Identifier
2.4.X.5
C
-
-
-
P

Provision of teleservice
2.5.2
C
-
C
-
P

Transfer of SM option 
2.5.4
M
-
-
-
P

Subscriber Status
2.8.1
C
-
C
-
P

Barring of outgoing calls
2.8.2.1
C
-
C
-
P

Barring of roaming
2.8.2.3
C
-
C
-
P

ODB PLMN-specific data
2.8.3
C
-
C
-
P

MM State
2.7.3
-
-
M
-
T

Subscriber Data Confirmed by HLR Indicator
2.7.4.2
-
-
M
-
T

Location Info Confirmed by HLR Indicator
2.7.4.3
-
-
M
-
T

MS purged for GPRS flag
2.7.6
M
-
-
-
T

MNRG
2.7.2
M
-
M
M
T

MNRR
2.7.7
C
-
-
-
T

Trace Activated in SGSN
2.11.7
C
-
C
-
P

PDP Type
2.13.1
C
-
C
M
P

PDP Address
2.13.2
C
-
C
M
P

NSAPI
2.13.3
-
-
C
C
T

PDP State
2.13.4
-
-
C
-
T

New SGSN Address
2.13.5
-
-
C
-
T

Access Point Name
2.13.6
C
-
C
C
P/T Note

GGSN Address in Use
2.13.7
-
-
C
-
T

VPLMN Address Allowed
2.13.8
C
-
C
-
P

Dynamic Address
2.13.9
-
-
-
C
T

SGSN Address
2.13.10
-
-
-
M
T

GGSN-list
2.13.11
M
-
-
-
T









(continued)

Table 2 (concluded): Overview of data used for GPRS Network Access Mode

PARAMETER
Subclause
HLR
VLR
SGSN   GGSN TYPE


Quality of Service Subscribed
2.13.12
C
-
C
-
P

Quality of Service Requested
2.13.13
-
-
C
-
T

Quality of Service Negotiated
2.13.14
-
-
C
M
T

SND
2.13.15
-
-
C
C
T

SNU
2.13.16
-
-
C
C
T

DRX Parameters
2.13.17
-
-
M
-
T

Compression
2.13.18
-
-
C
-
T

NGAF
2.13.19
-
-
C (Gs)
-
T

Classmark
2.13.20
-
-
M
-
T

 TID
2.13.21
-
-
C
C
T

Radio Priority
2.13.22
-
-
C
-
T

Radio Priority SMS
2.13.23
-
-
C
-
T

NOTE:
The HLR column indicates only GPRS related use, i.e. if the HLR uses a parameter in non-GPRS Network Access Mode but not in GPRS Network Access Mode, it is not mentioned in this table 2.
(Gs): The VLR column is applicable if Gs interface is installed. It only indicates GPRS related data to be stored and is only relevant to GPRS subscribers registered in VLR. 

a): This parameter is relevant in the SGSN only when the Gs interface is installed.

NOTE:
For special condition of storage see in the clauses 2.x.y referred-to.
See clause 3 for explanation of M,C,T and P in table 2.
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