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1. PROBLEM

Relevant changes in release 99 GSM/UMTS

The release 99 introduces a new type of SIM (USIM), and new security parameters associated with it. The security functions associated with GSM SIM utilizes the GSM authentication vectors (GSM triplets). The security functions associated with UMTS USIM utilizes the UMTS authentication vectors (UMTS quintuplets).

Problem description
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Initially the release 98 MSC/VLR, contains the subscriber data and the security parameters for the subscriber. Due to the subscriber movement, the following scenario is executed.

1. UE notices the change of location area and starts a location updating procedure by sending L3-MM LOCATION UPDATE REQUEST to the network.

2. New MSC/VLR identifies, that the location area from where the UE is coming is controlled by another MSC/VLR. It initiates a MAP version negotiation towards the old MSC/VLR and a fall-back to MAP version 2 is performed. The new MSC/VLR sends the old location area identifier and TMSI to the old MSC/VLR to retrieve the IMSI and authentication parameters.

3. The old MSC/V LR sends back the IMSI and the GSM triplets of the subscriber. The problem arises here, since the new MSC/VLR does not know that the subscriber has USIM in the terminal and UMTS authentication vectors should be retrieved from the HLR/AuC. 

2. SOLUTION

A new optional parameter is specified into the version 3 of MAP SEND IDENTIFICATION response to indicate that the roaming user has a GSM SIM.

Whenever, a fall-back to MAP version 2 between VLRs is made, or the optional SIM type indication is not present in the MAP version 3 response message, a release 99 MSC/VLR retrieves the security vectors from HLR/AuC to guarantee that the correct authentication parameters are used. 

The following figure illustrates the VLR's behavior in different situations.

Situation may arise, that some VLRs implement MAP version 3 of MAP SEND IDENTIFICATION, but only MAP version 2 of MAP SEND AUTHENTICATION INFO. To cope with such situation, the following enhancement is needed.

If the SIM TYPE INDICATION is present in the response message, it indicates to the new VLR that the received GSM triplets can be used. If the parameter is not present, the new VLR retrieves new authentication sets from the HLR/AuC if the received sets were GSM triplets.

The VLR sets this parameter when it receives GSM triplets from HLR/AuC with MAP v.3 SEND AUTHENTICATION INFO response.

The following example scenario illustrates USIM roaming in different kind VLRs. 'A' is a release 98 MSC/VLR, 'B' is hybrid (partly 98 and 99), and 'C' is release 99 MSC/VLR.
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1. UE (with USIM) attaches to the network. 

2. (and 3.) Subscriber data is sent to the VLR 'A' by HLR. Also HLR provides VLR the GSM authentication vectors (since only MAP 2 supported in VLR 'A').

4. Subscriber has moved to the area of another MSC/VLR. MSC/VLR 'B' starts MAP version negotiation (leading to version 2), and asks subscribers IMSI from previous VLR.

5. Previous VLR returns GSM authentication vectors and the IMSI.

6. (and 7.) Since, the MAP version negotiation lead to version 2, MSC/VLR 'B' requests new security parameters from HLR. However, it receives only GSM authentication parameters since the MAP version supported by MSC/VLR 'B' is version 2. NOTE! This is optional, MSC/VLR 'B' may decide not to perform steps 6 and 7, if the application initiating the request "4." knows that the MAP version supported towards HLR is only version 2.
8. Subscriber has moved to the area of another MSC/VLR. MSC/VLR 'B' starts MAP version negotiation (leading to version 3), and asks subscribers IMSI and security paramters from previous VLR. 

9. Since the previous VLR used a MAP version 2 towards the MSC/VLR 'A' and HLR, it does not include the SIM type indication parameter into the SEND IDENTIFICATION response message. The IMSI and security parameters are sent to the new MSC/VLR.

10. (and 11.) MSC/VLR 'C' notices that the type of SIM in question is unknown and retrieves the UMTS authentication vectors from HLR. It also sets the SIM type indication parameter associated with the subscriber to the "USIM" value. 
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