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6 Common header for GTP-C and GTP-U
This header is common for both GTP-C and GTP-U. The GTP header shall be a fixed format 11-octet header used for all GTP messages. (The header size, whether fixed 11 octets or 10 octets and an optional field, is FFS.)
-
Version bits: The Version Field is used to separate different versions of the GTP protocol. Version shall be set to second version of GTP. For the treatment of other versions, see section 10.1.1, "Different GTP versions".

-
PT (Payload Type): Bit 5 of the first octet is used as a protocol discriminator. It is used to separate GTP protocol from GTP’, a protocol that is used for charging purposes in the UMTS network.
· Spare '1': These bits are reserved for future use. Their use is FFS.

These unused bits shall be set to '1' by the sending side and shall not be evaluated by the receiving side. 

-
SNN: SNN is a flag indicating if SNDCP N-PDU Number is included or not.

-
Message Type: The Message Type field indicates the type of GTP message. This is needed to indicate whether the message consists of transparent user data (T-PDUs), Path management messages or other signalling messages.
-
Length: The Length field indicates the length in octets of the GTP-U message, excluding the GTP header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field. The length field is needed to enable volume based charging.
· 
· TEID: The Tunnel Endpoint Identifier field identifies together with an IP-address unambiguously a GTP-U tunnel within a node that is a GTP tunnel end point.

The Tunnel Endpoint Identifier is conveyed in RANAP or GTP-C dialogue procedures during the set-up phase of a GTP-U tunnel. Over Iu, the SGSN locally assigns the Tunnel Endpoint Identifier to be used for upstream traffic and the RNC locally assigns the Tunnel Endpoint Identifier to be used for downstream traffic. Over Gn/Gp, the SGSN locally assigns the Tunnel Endpoint Identifier for downstream traffic and the GGSN locally assigns the Tunnel Endpoint Identifier to be used for upstream traffic.
Over Gn/Gp, the Tunnel Endpoint Identities will also be assigned and exchanged at tunnel establishment and to identify GTP-U tunnels at SRNS relocation and handover.

For signalling messages in GTP-C, the Tunnel Endpoint Identifier is used to associate the signalling with a certain mobile.

For messages in GTP-U, the Tunnel Endpoint Identifier is used to identify a PDP context.

Sequence Number: The Sequence Number field is a transaction identity for signalling messages and an increasing sequence number for tunnelled T-PDUs. Sequence numbers can be used to enable re-ordering of tunnelled T-PDUs if that is required.
-
SNDCP N-PDU Number: The SNDCP N-PDU field is used at, for example the Inter SGSN Routeing Area Update procedures and the SNRS Relocation procedures to co-ordinate the data transmission for acknowledged mode of communication between the MS and SGSN or RNC (in case of GSM and UMTS).


All fields in the GTP header shall always be present. But the content of the fields differs depending on if the header is used for signalling messages (see the sub-section Usage of the GTP-C Header in the section GTP-C) or T-PDUs  (see the sub-section Usage of the GTP-U Header in the section GTP-U).
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Bits

Octets

8
7
6
5
4
3
2
1

1

Version
PT
  Spare ' 1 1 1 '
SNN

2

Message Type

3-4

Length

5-8

Tunnel Endpoint Identifier

9-10

Sequence Number

11

 SNDCP N-PDU Number 1)

1) This octet is only present when indicated by the SNN flag.

Figure 2: Outline of common header for GTP-C and GTP-U 






7
GTP-C
The signalling plane in this case relates to GPRS Mobility Management functions like for example GPRS Attach, GPRS Routeing Area Update and Activation of PDP Contexts. The signalling between GSN nodes shall be performed by the GTP-C tunnelling protocol.. 




Figure 4: Signalling Plane - Protocol stack

7.1
Signalling protocol

The GTP-C signalling flow shall be logically associated with, but separate from, the GTP-U tunnels. For each GSN-GSN pair one or more paths exist. One or more tunnels may use each path. GTP-C shall be the means by which GTP-U tunnels are established, used, managed and released. A path may be maintained by keep-alive echo messages. This ensures that a connectivity failure between GSNs can be detected in a timely manner. 

7.2
Signalling Message Formats

GTP-C defines a set of signalling messages between two associated GSNs. The signalling messages to be used are defined in the table below.

Table 1: Signalling messages

Message Type value

(Decimal)
Signalling message
Reference

0
For future use. Shall not be sent. If received, shall be treated as an Unknown message.


1
Echo Request
7.4.1

2
Echo Response
7.4.2

3
Version Not Supported
7.4.3

4
Node Alive Request
GSM 12.15

5
Node Alive Response
GSM 12.15

6
Redirection Request
GSM 12.15

7
Redirection Response
GSM 12.15

8-15
For future use by GTP-U. Shall not be sent. If received, shall be treated as an Unknown message.






16
Create PDP Context Request
7.5.1

17
Create PDP Context Response
7.5.2

18
Update PDP Context Request
7.5.3

19
Update PDP Context Response
7.5.4

20
Delete PDP Context Request
7.5.5

21
Delete PDP Context Response
7.5.6

22
Create AA PDP Context Request
7.5.7

23
Create AA PDP Context Response
7.5.8

24
Delete AA PDP Context Request
7.5.9

25
Delete AA PDP Context Response
7.5.10

26
Error Indication
7.5.11

27
PDU Notification Request
7.5.12

28
PDU Notification Response
7.5.13

29
PDU Notification Reject Request
7.5.14

30
PDU Notification Reject Response
7.5.15

31
For future use by GTP-C. Shall not be sent. If received, shall be treated as an Unknown message.






32
Send Routeing Information for GPRS Request
7.6.1

33
Send Routeing Information for GPRS Response
7.6.2

34
Failure Report Request
7.6.3

35
Failure Report Response
7.6.4

36
Note MS GPRS Present Request
7.6.5

37
Note MS GPRS Present Response
7.6.6

38-47
For future use. Shall not be sent. If received, shall be treated as an Unknown message.






48
Identification Request
7.7.1

49
Identification Response
7.7.2

50
SGSN Context Request
7.7.3

51
SGSN Context Response
7.7.4

52
SGSN Context Acknowledge
7.7.5

53-239
For future use. Shall not be sent. If received, shall be treated as an Unknown message.


240
Data Record Transfer Request
GSM 12.15

241
Data Record Transfer Response
GSM 12.15

242-254
For future use. Shall not be sent. If received, shall be treated as an Unknown message.


255
T-PDU
8.1.1

7.3
Usage of the GTP-C Header

For signalling messages the GTP-C header shall be used as follows:

-
Version shall be set to decimal 1 (‘01’).

-
PT shall be set to 0.
-
SNN shall be set to 0.

-
Message Type shall be set to the unique value that is used for each type of signalling message.

-
Length shall be the length, in octets, of the signalling message excluding the GTP-C header.


-
In all Location Management messages (see section Location Management Messages) the Tunnel Endpoint Identifier is not used and shall be set to 0. In case of Tunnel Management messages Mobility Management messages, the Tunnel Endpoint Identifier is set to the requested value and points out the GTP-C.  PDP Context except for the Create PDP Context Request message as well as Identification Request/Response and SGSN Context Request message (see section Mobility Management messages):
-
Sequence Number shall be a message number valid for a path. Within a given set of contiguous Sequence Numbers from 0 to 65535, a given Sequence Number shall, if used, unambiguously define a GTP-C signalling request message sent on the path or tunnel (see section Reliable delivery of signalling messages). The Sequence Number in a signalling response message shall be copied from the signalling request message that the GSN is replying to.

-
Tunnel Endpoint Identifier (TEID)  identifies the mobile in all cases, except in Path Management messages, where it  shall be set to 0. . (This part is FFS.)

· The SNDCP N-PDU Number octet shall not be present. (This is FFS.)
The GTP-C header may be followed by subsequent information elements dependent on the type of signalling message. Only one information element of each type is allowed in a single signalling message, except for the Authentication Triplet, the Receive State Variable, the PDP Context and the Flow Label Data II information element where several occurrences of each type are allowed.
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Figure 5: GTP-C header followed by subsequent information Elements    

7.5
Tunnel Management messages

The Tunnel Management messages are the control and management messages, defined in GSM 03.60, used to create, update and delete tunnels to be able to route T-PDUs between a MS and an external packet data network via SGSN and GGSN. The GMM/SM messages that may trigger the sending of the Tunnel Management messages are defined in GSM 04.08.

7.5.1
Create PDP Context Request

A Create PDP Context Request shall be sent from a SGSN node to a GGSN node as a part of the GPRS PDP Context Activation procedure. The GGSN IP address where the SGSN sends the Create PDP Context Request is the first IP address in the list of IP addresses provided by the DNS server. After sending the Create PDP Context Request message, the SGSN marks the PDP context as 'waiting for response'. In this state the SGSN shall accept G-PDUs from the GGSN but shall not send these G-PDUs to the MS. A valid request initiates the creation of a tunnel between a PDP Context in a SGSN and a PDP Context in a GGSN. If the procedure is not successfully completed, the SGSN repeats the Create PDP Context Request message to the next GGSN address in the list of IP addresses, if there is one. If the list is exhausted the activation procedure fails. 

The tunnel Endpoint Identifier field specifies a downlink tunnel endpoint for G-PDUs, which is chosen by the SGSN. The GGSN shall include this flow label in the GTP-U header of all subsequent downlink G-PDUs that are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies a downlink flow label for signalling messages which is chosen by the SGSN. The GGSN shall include this flow label in the GTP-C header of all subsequent downlink signalling messages which are related to the requested PDP context.

If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the PDP Address field in the End User Address information element shall be empty. If the MS requests a static PDP Address then the PDP Address field in the End User Address information element shall contain the static PDP Address. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence. The Quality of Service Profile information element shall be the QoS values to be negotiated between the MS and the SGSN at PDP Context activation. 

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending signalling on this GTP tunnel or G-PDUs to the SGSN for the MS.

The SGSN shall include a Recovery information element into the Create PDP Context Request if the SGSN is in contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Create PDP Context Request message element shall handle it in the same way as when receiving an Echo Response message. The Create PDP Context Request message shall be considered as a valid activation request for the PDP context included in the message.

The SGSN shall include either the MS provided APN, a subscribed APN or an SGSN selected APN in the message; the Access Point Name may be used by the GGSN to differentiate accesses to different external networks.
The Selection Mode information element shall indicate the origin of the APN in the message.

The optional Protocol Configuration Options information element is applicable for the end user protocol 'IP' only.  

The SGSN shall select one GGSN based on the user provided or SGSN selected APN. The GGSN may have a logical name that is converted to an address. The conversion may be performed with any name-to-address function. The converted address shall be stored in the "GGSN Address in Use" field in the PDP context and be used during the entire lifetime of the PDP context.

NOTE: 
A DNS query may be used as the name-to-IP address mapping of the GGSN. The IP address returned in the DNS response is then stored in the "GGSN Address in Use" field in the PDP context. 

The SGSN may send a Create PDP Context Request even if the PDP context is already active.

The GGSN shall check if a PDP context already active for the MS. The existing parameters in the PDP context shall then be replaced with the parameters in the Create PDP Context Request message. If a dynamic PDP address has already been allocated for the existing context, this address should be used and copied to the Create PDP Context Response message.

If the GGSN uses the MNRG flag and the flag is set, the GGSN should treat the Create PDP Context Request as a Note MS Present Request and clear the MNRG flag. 

The optional Private Extension contains vendor or operator specific information.

Table 4: Information elements in a Create PDP Context Request 

Information element
Presence requirement
Reference

Quality of Service Profile
Mandatory
7.9.6

SGSN Address for signalling
Mandatory
GSN Address

7.9.7

SGSN Address for user traffic
Mandatory
GSN Address

7.9.7

Selection mode
Mandatory
7.9.15

Recovery
Optional


Tunnel Endpoint Identifier
Mandatory
7.9.16

Tunnel Endpoint Identifier Signalling
Mandatory
7.9.17

End User Address
Mandatory
7.9.20

Access Point Name
Mandatory
7.9.23

Protocol Configuration Options
Optional
7.9.24

Private Extension
Optional
7.9.25

7.5.2
Create PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create PDP Context Request. When the SGSN receives a Create PDP Context Response with the Cause value indicating 'Request Accepted', the SGSN activates the PDP context and may start to forward T-PDUs to/from the MS from/to the external data network.

The Cause value indicates if a PDP context has been created in the GGSN or not. A PDP context has not been created in the GGSN if the Cause differs from 'Request accepted'.  Possible Cause values are:

-
'Request Accepted'

-
'No resources available'

-
'Service not supported'

-
'User authentication failed'

-
'System failure'

-
'Mandatory IE incorrect'

-
'Mandatory IE missing'

-
'Optional IE incorrect'

-
'Invalid message format'

-
'Version not supported'

'No resources available' indicates e.g. that all dynamic PDP addresses occupied or no memory available 'Service not supported' indicates e.g. when the GGSN does not support the PDP type, PDP address or Access Point Name.
'User authentication failed' indicates that the external packet network has rejected the service requested by the user.  

Only the Cause information element, optionally Protocol Configuration Options and optionally the Recovery information element shall be included in the response if the Cause contains another value than 'Request accepted'.

All information elements, except Recovery, Protocol Configuration Options, and Private Extension, are mandatory if the Cause contains the value 'Request accepted'.

The Tunnel Endpoint Identifier Data I field specifies an uplink flow label for G-PDUs which is chosen by the GGSN. The SGSN shall include this tunnel endpoint identifier in the GTP-C header of all subsequent uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies an uplink flow label for signalling messages which is chosen by the GGSN. The SGSN shall include this tunnel endpoint identifier in the GTP header of all subsequent uplink signalling messages which are related to the requested PDP context.

The GGSN shall include a GGSN Address for signalling and a GGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them when sending signalling on this GTP tunnel or G-PDUs to the GGSN for the MS.

If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the End User Address information element shall be included and the PDP Address field in the End User Address information element shall contain the dynamic PDP Address allocated by the GGSN. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence.

The QoS values supplied in the Create PDP Context Request may be negotiated downwards by the GGSN. The negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element of the Create PDP Context Response message.

If a connection-less path is to be used to tunnel T-PDUs for the given PDP context or a reliable connection-oriented path is to be used and a connection already exists, the GGSN may start to forward T-PDUs after the Create PDP Context Response has been sent and the SGSN may start to forward T-PDUs when the Create PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a Create PDP Context Request but before a Create PDP Context Response has been received.

If a reliable connection-oriented path is to be used to tunnel T-PDUs for the given PDP context and a connection does not exist between the GSN pair, the SGSN shall establish a connection and the GGSN shall wait for the connection before forwarding of T-PDUs may start.

Only one connection shall be used between any given GSN-pair, and this connection shall be used to tunnel end user traffic in both directions. 

The Reordering Required value supplied in the Create PDP Context Response indicates whether the end user protocol benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or not, i.e. if reordering is required by the GGSN the SGSN and the GGSN shall perform reordering of incoming T-PDUs on this path.

The GGSN shall include the Recovery information element into the Create PDP Context Response if the GGSN is in contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context being created as active if the response indicates a successful context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID is generated by the GGSN and shall be unique within the GGSN. 

The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.

Table 5: Information elements in a Create PDP Context Response

Information element
Presence requirement
Reference

Cause
Mandatory
7.9.1

Quality of Service Profile
Conditional
7.9.6

GGSN Address for signalling
Conditional
GSN Address

7.9.7

GGSN Address for user traffic
Conditional
GSN Address

7.9.7

Reordering required
Conditional
7.9.8

Recovery
Optional


Tunnel Endpoint Identifier Data I
Conditional
7.9.16

Tunnel Endpoint Identifier Signalling
Conditional
7.9.17

Charging ID
Conditional
7.9.19

Charging Gateway Address
Optional
7.9.27

End user address
Conditional
7.9.20

Protocol Configuration Options
Optional
7.9.24

Private Extension
Optional
7.9.25

7.5.3
Update PDP Context Request

An Update PDP Context Request message shall be sent from a SGSN to a GGSN as part of the GPRS Inter SGSN Routeing Update procedure or the PDP Context Modification procedure or to redistribute contexts due to load sharing. It shall be used to change the QoS and the path. The message shall be sent by the new SGSN at the Inter SGSN Routeing Update procedure.

The Tunnel Endpoint Identifier Data I field specifies a downlink flow label for G-PDUs which is chosen by the SGSN. The GGSN shall include this flow label in the GTP-U header of all subsequent downlink G-PDUs that are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies a downlink flow label for signalling messages which is chosen by the SGSN. The GGSN shall include this flow label in the GTP-C header of all subsequent downlink signalling messages which are related to the requested PDP context.

The Quality of Service Profile information element shall include the QoS negotiated between the MS and SGSN at PDP Context activation or the new QoS negotiated in the PDP Context Modification procedure.

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending subsequent signalling on this GTP tunnel or G-PDUs to the SGSN for the MS. When active contexts are being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state and may be lost.

The SGSN shall include a Recovery information element into the Update PDP Context Request if the SGSN is in contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Update PDP Context Request message element shall handle it in the same way as when receiving an Echo Response message (see the GTP-U sections). The Update PDP Context Request message shall be considered as a valid update request for the PDP context indicated in the message.

The optional Private Extension contains vendor or operator specific information.

Table 6: Information elements in an Update PDP Context Request

Information element
Presence requirement
Reference

Quality of Service Profile
Mandatory
7.9.6

SGSN Address for signalling 
Mandatory
GSN Address

7.9.7

SGSN Address for user traffic
Mandatory
GSN Address

7.9.7

Recovery
Optional


Tunnel Endpoint Identifier Data I
Mandatory
7.9.16

Tunnel Endpoint Identifier Signalling
Mandatory
7.9.17

Private Extension
Optional
7.9.25

7.5.4
Update PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of an Update PDP Context Request.

If the SGSN receives an Update PDP Context Response with a Cause value other than 'Request accepted', it shall deactivate the PDP context.

Only the Cause information element and optionally the Recovery information element shall be included in the response if the Cause contains another value than 'Request accepted'.

Possible Cause values are:

-
'Request Accepted'

-
'Non-existent'

-
'Service not supported'

-
'System failure'

-
'Mandatory IE incorrect'

-
'Mandatory IE missing'

-
'Optional IE incorrect'

-
'Invalid message format'

-
'Version not supported'

The Tunnel endpoint Identifier Data I field specifies an uplink flow label for G-PDUs which is chosen by the GGSN. The SGSN shall include this flow label in the GTP-U header of all subsequent uplink G-PDUs which are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies an uplink flow label for signalling messages which is chosen by the GGSN. The SGSN shall include this flow label in the GTP-C header of all subsequent uplink signalling messages which are related to the requested PDP context.

The QoS values supplied in the Update PDP Context Request may be negotiated downwards by the GGSN. The negotiated values or the original value from SGSN is inserted in the Quality of Service Profile information element. This information element shall be included if the Cause contains the value 'Request accepted'.

Since a connection-less path is to be used to tunnel T-PDUs for the given PDP, the GGSN may start to forward T-PDUs after the Update PDP Context Response has been sent and the SGSN may start to forward T-PDUs when the Update PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent an Update PDP Context Request but before an Update PDP Context Response has been received.



The GGSN shall include a GGSN Address for signalling and an GGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them when sending subsequent signalling on this GTP tunnel or G-PDUs to the GGSN for the MS. When active contexts are being redistributed due to load sharing, G-PDUs that are in transit across the Gn-interface are in an undetermined state and may be lost.

The GGSN shall include the Recovery information element into the Update PDP Context Response if the GGSN is in contact with the SGSN for the first time or if the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the PDP context as updated and active if the response cause indicates a successful operation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID has been previously generated by the GGSN and is unique for this PDP context. If an inter-SGSN routeing area update occurs, it is transferred to the new SGSN as part of each active PDP context.

The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The optional Private Extension contains vendor or operator specific information.

Table 7: Information elements in an Update PDP Context Response

Information element
Presence requirement
Reference

Cause
Mandatory
7.9.1

Quality of Service Profile
Conditional
7.9.6

GGSN Address for signalling
Conditional
GSN Address

7.9.7

GGSN Address for user traffic
Conditional
GSN Address

7.9.7

Recovery
Optional


Tunnel Endpoint Identifier Data I
Conditional
7.9.16

Tunnel Endpoint Identifier Signalling
Conditional
7.9.17

Charging ID
Conditional
7.9.19

Charging Gateway Address
Optional
7.9.27

Private Extension
Optional
7.9.25

7.5.7
Create AA PDP Context Request

A Create AA PDP Context Request shall be sent from a SGSN node to a GGSN node as a part of the GPRS Anonymous Access PDP Context Activation procedure. It shall be used to create a tunnel between a PDP Context in a SGSN and a PDP Context in a GGSN. The GGSN IP address where the SGSN sends the Create AA PDP Context Request is the first IP address in the list of IP addresses provided by the DNS server. After sending the Create AA PDP Context Request message, the SGSN marks the PDP context as 'waiting for response'. In this state the SGSN shall accept G-PDUs from the GGSN but shall not send these G-PDUs to the MS. If the procedure is not successfully completed, the SGSN repeats the Create AA PDP Context Request message to the next GGSN address in the list of IP addresses, if there is one. If the list is exhausted the activation procedure fails.

The Tunnel Endpoint Identifier Data I field specifies a downlink flow label for G-PDUs which is chosen by the SGSN. The GGSN shall include this flow label in the GTP-U header of all subsequent downlink G-PDUs that are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies a downlink flow label for signalling messages which is chosen by the SGSN. The GGSN shall include this flow label in the GTP-C header of all subsequent downlink signalling messages which are related to the requested PDP context.

The Quality of Service Profile information element shall be the QoS values to be negotiated by the MS and SGSN at Anonymous Access PDP Context activation. 

The SGSN shall include a Recovery information element into the Create AA PDP Context Request if the SGSN is in contact with the GGSN for the very first time or if the SGSN has restarted recently and the new Restart Counter value has not yet been indicated to the GGSN. The GGSN that receives a Recovery information element in the Create AA PDP Context Request message element shall handle it in the same way as when receiving an Echo Response message. The Create AA PDP Context Request message shall be considered as a valid activation request for a new AA context of the indicated PDP type.

The Selection mode IE shall be set to either 'MS provided APN, subscription not verified' or 'Network provided APN, subscription not verified' depending on the origin of the APN which is included in the message. 

The SGSN shall include an SGSN Address for signalling and an SGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The GGSN shall store these SGSN Addresses and use them when sending signalling on this GTP-C tunnel or G-PDUs to the SGSN for the MS. 

The End User Address contains the requested PDP Type with the PDP Address field left empty. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence. 

The optional Protocol Configuration Options information element is applicable for the end user protocol 'IP' only. The GGSN may discard the Protocol Configuration Options information element or may use it for user authentication and configuration, depending on configuration data.

The optional Private Extension contains vendor or operator specific information.

Table 10: Information elements in a Create AA PDP Context Request

Information element
Presence requirement
Reference

Quality of Service Profile
Mandatory
7.9.6

SGSN Address for signalling
Mandatory
GSN Address

7.9.7

SGSN Address for user traffic
Mandatory
GSN Address

7.9.7

Recovery
Optional


Selection mode
Mandatory
7.9.15

Tunnel Endpoint Identifier Data I
Mandatory
7.9.16

Tunnel Endpoint Identifier Signalling
Mandatory
7.9.17

End User Address
Mandatory
7.9.20

Access Point Name
Mandatory
7.9.23

Protocol Configuration Options
Optional
7.9.24

Private Extension
Optional
7.9.25

7.5.8
Create AA PDP Context Response

The message shall be sent from a GGSN node to a SGSN node as a response of a Create AA PDP Context Request. When the SGSN receives a Create AA PDP Context Response with the Cause value indicating 'Request Accepted', the SGSN activates the PDP context and may start to forward T-PDUs to/from the MS from/to the external data network. 

Only the Cause information element, 
optionally Protocol Configuration Options and optionally the Recovery information element shall be included in the response if the Cause contains another value than 'Request accepted'.

All information elements, except Recovery, Protocol Configuration Options and Private Extension, are mandatory if the Cause contains the value 'Request accepted'.

Possible Cause values are:

-
'Request Accepted'

-
'No resources available'

-
'Service not supported'

-
'User authentication failed'

-
'System failure'

-
'Mandatory IE incorrect'

-
'Mandatory IE missing'

-
'Optional IE incorrect'

-
'Invalid message format'

-
'Version not supported'

The Tunnel endpoint Identifier Data I field specifies an uplink flow label for G-PDUs which is chosen by the GGSN. The SGSN shall include this flow label in the GTP-U header of all subsequent uplink G-PDUs, which are related to the requested PDP context.

The Tunnel Endpoint Identifier Signalling field specifies an uplink flow label for signalling messages, which is chosen by the GGSN. The SGSN shall include this flow label in the GTP-C header of all subsequent uplink signalling messages which are related to the requested PDP context.

The GGSN shall include a GGSN Address for signalling and a GGSN address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The SGSN shall store these GGSN Addresses and use them when sending signalling on this tunnel or G-PDUs to the GGSN for the MS.

The QoS values supplied in the Create AA PDP Context Request may be negotiated downwards by the GGSN. The negotiated values or the original values from SGSN are inserted in the Quality of Service Profile information element.

Since a connection-less path is to be used to tunnel T-PDUs for the given PDP the GGSN may start to forward T-PDUs after the Create AA PDP Context Response has been sent and the SGSN may start to forward T-PDUs when the Create AA PDP Context Response has been received. In this case the SGSN shall also be prepared to receive T-PDUs from the GGSN after it has sent a Create AA PDP Context Request but before a Create AA PDP Context Response has been received.



The Reordering Required value supplied in the Create AA PDP Context Response indicates whether the end user protocol benefits from packet in sequence delivery and whether the SGSN and the GGSN therefore shall perform reordering or not.

The GGSN shall include the Recovery information element into the Create AA PDP Context Response if the GGSN is in contact with the SGSN for the first time or the GGSN has restarted recently and the new Restart Counter value has not yet been indicated to the SGSN. The SGSN receiving the Recovery information element shall handle it as when an Echo Response message is received but shall consider the AA PDP context being created as active if the response indicates a successful AA context activation at the GGSN.

The Charging ID is used to identify all charging records produced in SGSN(s) and the GGSN for this PDP context. The Charging ID is generated by the GGSN and shall be unique within the GGSN. 

The Charging Gateway Address is the IP address of the recommended Charging Gateway Functionality to which the SGSN should transfer the Charging Detail Records (CDR) for this PDP Context.

The PDP Address field in the End User Address information element contains the dynamic PDP Address allocated by the GGSN. In case the PDP addresses carried in the End User Address and optionally in the Protocol Configuration Option information element contain contradicting information, the PDP address carried in the End User Address information element takes the higher precedence.

The optional Private Extension contains vendor or operator specific information.

Table 11: Information elements in a Create AA PDP Context Response

Information element
Presence requirement
Reference

Cause
Mandatory
7.9.1

Quality of Service Profile
Conditional
7.9.6

GGSN Address for signalling
Conditional
GSN Address

7.9.7

GGSN Address for user traffic
Conditional
GSN Address

7.9.7

Reordering Required
Conditional
7.9.8

Recovery
Optional


Tunnel Endpoint Identifier Data I
Conditional
7.9.16

Tunnel Endpoint Identifier Signalling
Conditional
7.9.17

Charging ID
Conditional
7.9.19

Charging Gateway Address
Optional
7.9.27

End User Address
Conditional
7.9.20

Protocol Configuration Options
Optional
7.9.24

Private Extension
Optional
7.9.25

7.5.11
Error Indication

The SGSN may send an Error Indication to the GGSN if no PDP context exists or the PDP context is inactive for a received G-PDU. The SGSN shall also send an Error Indication to the GGSN if no MM context exists for a received G-PDU. 

The new SGSN sends an Error Indication to the old SGSN if no active PDP context exists for a received G-PDU.

The GGSN may send an Error Indication to the SGSN if no PDP context exists for a received G-PDU.

The GGSN shall delete its PDP context and may notify the Operation and Maintenance network element when an Error Indication is received.

The SGSN shall indicate to the MS when a PDP context has been deleted due to the reception of an Error Indication message. The MS may then request the re-establishment of the PDP context.

The old SGSN shall delete its PDP context and may notify the Operation and Maintenance network element when an Error Indication is received.

The Tunnel Endpoint Identifier used in the Error Indication message shall be fetched from the G-PDU that triggered this procedure

The optional Private Extension contains vendor or operator specific information.

Table 14: Information elements in an Error Indication

Information element
Presence requirement
Reference

Private Extension
Optional
7.9.25

7.5.12
PDU Notification Request

When receiving a T-PDU the GGSN checks if a PDP context is established for that PDP address. If no PDP context has been previously established, the GGSN may try to deliver the T-PDU by initiating the Network-Requested PDP Context Activation procedure. The criteria, used by the GGSN to determine whether trying to deliver the T-PDU to the MS or not, may be based on subscription information in the GGSN and are outside the scope of GPRS standardisation.

As part of the Network-Requested PDP Context Activation procedure the GGSN sends a PDU Notification Request message to the SGSN indicated by the HLR, i.e. the current location of the MS. When receiving this message, the SGSN shall be responsible for requesting the MS to activate the indicated PDP Context. 

The IMSI is inserted in the IMSI part of the TID in the GTP-C header of the PDU Notification Request message. The NSAPI part is not used and shall be filled with HEX(F) by GGSN and SGSN shall ignore it

The End User Address information element contains the PDP type and PDP address that the SGSN shall request the MS to activate.

If the GGSN receives a Create PDP Context Request before the PDU Notification Response, the GGSN shall handle the Create PDP Context Request as normal context activation and ignore the following PDU Notification Response.

If the SGSN receives a PDU Notification Request after a Create PDP Context Request has been sent but before a Create PDP Context Response has been received, the SGSN shall only send a PDU Notification Response with Cause 'Request accepted' without any further processing and then wait for the Create PDP Context Response.

The optional Private Extension contains vendor or operator specific information.

Table 15: Information elements in a PDU Notification Request

Information element
Presence requirement
Reference

End User Address
Mandatory
7.9.15

Private Extension
Optional
7.9.25

7.7.3
SGSN Context Request

The new SGSN shall send an SGSN Context Request to the old SGSN to get the MM and PDP Contexts for the MS. The MS is identified by its old RAI and old TLLI values. The TLLI and RAI are a TLLI and an RAI in the old SGSN.

(This is FFS.)
The old SGSN responds with an SGSN Context Response.

The Tunnel Endpoint Identifier Signalling field specifies a tunnel endpoint for signalling messages which is chosen by the new SGSN. The old SGSN shall include this tunnel endpoint identifier in the GTP-C header of all subsequent signalling messages which are sent from the old SGSN to the new SGSN and related to the PDP context(s) requested.

The MS Validated indicates that the new SGSN has successfully authenticated the MS.  IMSI shall be included if MS Validated indicates 'Yes'. 

The P-TMSI Signature is conditionally provided by the MS to the new SGSN for identification checking purposes as defined in GSM 03.60 and 04.08. If the MS has provided the P-TMSI Signature, the new SGSN shall include this parameter in the SGSN Context Request message.

The optional Private Extension contains vendor or operator specific information.

Table 27: Information elements in a SGSN Context Request

Information element
Presence requirement
Reference

Routeing Area Identity (RAI)
Mandatory
7.9.3

Temporary Logical Link Identifier (TLLI)
Mandatory
7.9.4

P-TMSI Signature
Optional
7.9.12

MS Validated
Optional
7.9.13

IMSI
Conditional
0

Tunnel Endpoint Identifier Signalling
Mandatory
7.9.17

Private Extension
Optional
7.9.25

7.7.4
SGSN Context Response

The old SGSN shall send an SGSN Context Response to the new SGSN as a response to a previous SGSN Context Request. 

Possible Cause values are:

-
'Request Accepted'

-
'IMSI not known'

-
'System failure'

-
'Mandatory IE incorrect'

-
'Mandatory IE missing'

-
'Optional IE incorrect'

-
'Invalid message format'

-
'Version not supported'

-
'P-TMSI Signature mismatch'

Only the Cause information element shall be included in the response if the Cause contains another value than 'Request accepted'.

All information elements are mandatory, except Receive State Variable, PDP Context, and Private Extension, if the Cause contains the value 'Request accepted'.

The Tunnel Endpoint Identifier Signalling field specifies a tunnel endpoint identifier which, is chosen by the old SGSN. The new SGSN shall include this tunnel endpoint identifier in the GTP-C header of all subsequent signalling messages which are sent from the new SGSN to the old SGSN and related to the PDP context(s) requested.

The IMSI information element contains the IMSI matching the TLLI and RAI in the SGSN Context Request.

One or several Receive State Variable information elements with V(R) variables may be included in the message.

The MM Context contains necessary mobility management and security parameters.

All active PDP contexts in the old SGSN shall be included as PDP Context information elements.

If there is at least one active PDP context, the old SGSN shall start the T3-TUNNEL timer and store the address of the new SGSN in the "New SGSN Address" field of the MM context. The old SGSN shall wait for SGSN Context Acknowledge before sending T-PDUs to the new SGSN. If the old SGSN has one or more active PDP contexts for the subscriber and SGSN Context Acknowledge message is not received within a time defined by T3-RESPONSE, the old SGSN shall retransmit the SGSN Context Response to the new SGSN for as long as the total number of attempts is less than N3-REQUESTS. After N3-REQUESTS unsuccessfully attempts, the old SGSN shall proceed as described in section 'Reliable delivery of signalling messages' in case the transmission of a signalling message fails N3-REQUESTS times. 

The optional Private Extension contains vendor or operator specific information.

Table 28: Information elements in a SGSN Context Response

Information element
Presence requirement
Reference

Cause
Mandatory
7.9.1

IMSI
Conditional
7.9.2

Receive State Variable
Optional
7.9.10

Tunnel Endpoint Identifier Signalling
Conditional
7.9.17

MM Context
Conditional
7.9.21

PDP Context
Conditional
7.9.22

Private Extension
Optional
7.9.25

7.7.5
SGSN Context Acknowledge

The new SGSN shall send a SGSN Context Acknowledge to the old SGSN as a response to the SGSN Context Response message. Only after receiving the SGSN Context Acknowledge message, shall the old SGSN start to forward user data packets. SGSN Context Acknowledge indicates to the old SGSN that the new SGSN has correctly received PDP context information and is ready to receive data packets identified by the corresponding TID values. 

Possible cause values are:

-
'Request accepted'

-
'System failure'

-
'Mandatory IE incorrect'

-
'Mandatory IE missing'

-
'Optional IE incorrect'

-
'No resources available'

-
'Invalid message format'

-
'Version not supported'

-
'Authentication failure'

Only the Cause information element shall be included in the acknowledge if the Cause contains a value other than 'Request accepted'.

For each active PDP context the new SGSN shall include a Tunnel Endpoint Identifier Data II information element. The Tunnel Endpoint Identifier Data II field specifies a tunnel endpoint which is chosen by the new SGSN for a particular PDP context. The old SGSN shall include this tunnel endpoint identifier in the GTP-C header of all subsequent G-PDUs which are sent from the old SGSN to the new SGSN and related to the particular PDP context.

If any of the PDP contexts has a QoS reliability class which indicates that a reliable connection-oriented path should be used to forward T-PDUs coming via the old route and no connection has already been established, the old SGSN shall set-up a connection to the new SGSN after receiving SGSN Context Acknowledge message.

T-PDUs associated with PDP contexts that require a reliable link shall be sent over the reliable connection-oriented path and the other T-PDUs shall be sent over the connection-less path. T-PDUs shall be sent over a connectionless path if connection-oriented resources are exhausted. 

The new SGSN shall include an SGSN Address for user traffic, which may differ from that provided by the underlying network service (e.g. IP). The old SGSN shall store this SGSN Address and use it when sending G-PDUs to the new SGSN for the MS.

The optional Private Extension contains vendor or operator specific information.

Table 29: Information elements in a SGSN Context Acknowledge

Information element
Presence requirement
Reference

Cause
Mandatory
7.9.1

SGSN Address for user traffic
Conditional
GSN Address

7.9.7

Tunnel Endpoint Identifier Data II
Conditional
7.9.18

Private Extension
Optional
7.9.25

7.9.16
Tunnel Endpoint Identifier Data I

The Tunnel Endpoint Identifier Data I information element contains the Tunnel Endpoint Identifier for data transmission requested by the receiver of the flow.




Figure 23: Tunnel Endpoint Identifier Data information element

7.9.17
Tunnel Endpoint Identifier Signalling

The Tunnel Endpoint Identifier Signalling information element contains the Tunnel Endpoint Identifier  for signalling requested by the receiver of the flow.




Figure 24: Tunnel Endpoint Identifier Signalling information element

7.9.18
Tunnel Endpoint Identifier Data II
Tunnel Endpoint Identifier for data transmission between old and new SGSN for a particular PDP context and is requested by the new SGSN.

The spare bits x indicate unused bits which shall be set to 0 by the sending side and which shall not be evaluated by the receiving side.



 

Figure 25: Tunnel Endpoint Identifier Data II information element

7.9.21 MM Context

(This is FFS.)

The MM Context information element contains the Mobility Management, MS and security parameters that are necessary to transfer between SGSNs at the Inter SGSN Routeing Update procedure. 

The Ciphering Key Sequence Number (CKSN) is described in GSM 04.08. Possible values are  integers in the range [0; 6].  The value 7 is reserved.

The Used Cipher indicates the ciphering algorithm that is in use.

Kc is the ciphering key currently used by the old SGSN.

The Triplet array contains triplets encoded as the value in the Authentication Triplet information element.

The two octets Container Length hold the length of the Container, excluding the Container Length octets.

The Container contains one or several information elements (e.g. Classmark and DRX) as described in the  sub-clause 'Overview', from the clause 'General message format and information elements coding' in GSM 04.08.

 


 Figure 31: MM Context element

Table 37: Used Cipher values

Cipher Algorithm
Value

(Decimal)

No ciphering
0

GEA/1
1

7.9.22
PDP Context

The PDP Context information element contains the Session Management parameters, defined for an external packet data network address, that are necessary to transfer between SGSNs at the Inter SGSN Routeing Update procedure.

 NSAPI is  an integer value in the range [0; 15]. 

The NSAPI points out the affected PDP context.

The SAPI indicates the LLC SAPI which is associated with the NSAPI.

Transaction Identifier is the 4 bit Transaction Identifier used in the GSM 04.08 Session Management messages which control this PDP Context.

Reordering Required (Order) indicates whether the SGSN shall reorder T-PDUs before delivering the T-PDUs to the MS.

VPLMN Address Allowed (VAA) indicates whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.

Quality of Service Subscribed (QoS Sub), Quality of Service Requested (QoS Req) and Quality of Service Negotiated (QoS Neg) are encoded as described in section 'Quality of Service (QoS) Profile'.

The Sequence Number Down is the number of the next T-PDU that shall be sent from the new SGSN to the MS. The number is associated to the Sequence Number from the GTP-U Header of an encapsulated T-PDU. 

The Sequence Number Up is the number that new SGSN shall use as the Sequence Number in the GTP-U Header for the next encapsulated T-PDU from the MS to the GGSN.

The Uplink Tunnel Endpoint Identifier Signalling is the Tunnel Endpoint Identifier used between the old SGSN and the GGSN in uplink direction for signalling purpose. It shall be used by the new SGSN within the GTP-C header of the Update PDP Context Request message.

The PDP Type Organization and PDP Type Number are encoded as in the End User Address information element.

The PDP Address Length represents the length of the PDP Address field, excluding the PDP Address Length octet.

The PDP Address is an octet array with a format dependent on the PDP Type. The PDP Address is encoded as in the End User Address information element if the PDP Type is IPv4, IPv6 or X.25.

The GGSN Address Length represents the length of the GGSN Address field, excluding the GGSN Address Length octet.

The old SGSN includes the GGSN Address for signalling that it has received from GGSN at PDP context activation or update.

The spare bits x indicate unused bits which shall be set to 0 by the sending side and which shall not be evaluated by the receiving side.

1
Type = 130 (Decimal)

2-3
Length

4
Res-erved
VAA
Res-erved
Order
NSAPI

5
X
X
X
X
SAPI

6-8
QoS Sub

9-11
QoS Req

12-14
QoS Neg

15-16
Sequence Number Down (SND)

17-18
Sequence Number Up (SNU)

19-22
Uplink Tunnel Endpoint Identifier Signalling

23
PDP Type Organization

24
PDP Type Number

25
PDP Address Length

26-m
PDP Address [1..63]

m+1
GGSN Address for signalling Length

(m+2)-n
GGSN Address for signalling [4..16]

n+1
Spare (sent as 0 0 0 0)
Transaction Identifier

Figure 32: PDP Context information element

Table 38: Reordering Required values

Reordering Required
Value

(Decimal)

No
0

Yes
1

Table 39: VPLMN Address Allowed values

VPLMN Address Allowed
Value

(Decimal)

No
0

Yes
1

8
GTP-U
The signalling for GTP-U refers to GTP-U Path Management functions like, for example, GTP-U Echo. Over Iu, control plane operations like RAB Assignment are performed using RANAP.

The transmission for GTP-U refers to the tunnels which are used to carry encapsulated T-PDUs between RNC and  SGSN nodes  for individual UEs. .


8.1
GTP-U Message Formats




GTP-U defines a set of messages between two associated GSNs or between a RNC and GSN. The GTP-U messages to be used are defined in the table below.

Table 1: GTP-U messages

Message Type value

(Decimal)
Signalling message
Reference

0
For future use. Shall not be sent. If received, shall be treated as an Unknown message.


1
Echo Request
7.4.1

2
Echo Response
7.4.2

3
Version Not Supported
7.4.3





From 4 to 191
Reserved for GTP-C


From 192 to 254
For future use. Shall not be sent. If received, shall be treated as an Unknown message.






255
T-PDU
8.1.1















Usage of the GTP-U Header
This section describes the differences of the usage of the GTP-U header compared to the usage of the GTP-C header (see section Usage of the FTP-C header). For the  messages the GTP-U header shall be used as follows:

· Message Type: The Message Type  field shall be set to the unique value that is used for each type of path management message (‘Echo Request’, ‘Echo Response’ or ‘Version Not Supported’)

The Message Type field shall be set to the decimal value 255 indicating a T-PDU.

-
Length: Size of the GTP-U message excluding  the GTP header size in octets.

· Sequence Number: This value shall be used  in order to decide whether or not to discard a received T-PDU. (Annex B (Informative) describes a method to determine whether a received T-PDU is valid.)

The receiving GSN shall reorder the incoming T-PDUs in sequence if the Reordering Required flag in the PDP context is set. In this case, if needed, the receiving GSN shall take into account a maximum number of valid received frames and a maximum elapsed time to assume that a T-PDU was lost. 

· TEID: Contains the tunnel endpoint identifier for the tunnel endpoint to which this T-PDU belongs. The TEID shall be used by the receiving GSN to find the MM and PDP contexts. 

The GTP-U header may be followed by subsequent information elements dependent on the type of signalling message. Only one information element of each type is allowed in a single signalling message. Currently for GTP-U, only one type of Information Element is supported: Recovery. It can be used only in connection with Echo Response messages.



Bits





Octets
8
7
6
5
4
3
2
1



1 - 11
GTP-U header





12 - n
Information Element(s)














Figure 5: GTP-U header followed by subsequent  Information Elements    



8.3
Path Management messages

GTP-U has the following Path Management messages: Echo Request, Echo Response and Version Not Supported.

8.3.1
Echo Request

An Echo Request may be sent on a path to another GSN to find out if the peer GSN is alive. Echo Request messages may be sent for each path in use.

A GSN shall be prepared to receive an Echo Request at any time and it shall reply with an Echo Response so that receiving node receives the response within a timer T3-RESPONSE. A GSN may optionally send Echo Request messages.

Table 2: Information elements in an Echo Request 

Information element
Presence requirement
Reference

Private Extension
Optional
7.9.25

8.3.2
Echo Response

The message shall be sent as a response of a received GTP-U Tunnel Echo Request message.

The Recovery information element is implemented in GTP-U for compatibility reasons. The header format must be as in GPRS GTP. However, the functionality of the Recovery information element is not implemented on the Iup interface due to “Global reset” in RANAP.

Over the Iup interface, the Restart Counter shall have the value 0 when sent. When the message is received, the value of the Restart Counter shall not be evaluated.

Private extension (vendor or operator specific information) is an optional field in Echo Response message and is not implemented.

Table 3: Information elements in an Echo Response 

Information element
Presence requirement
Reference

Recovery
Mandatory
7.9.14

Private Extension
Optional
7.9.25

8.3.3
Version Not Supported

This message contains only the GTP-U header and indicates the latest GTP version that the GTP-U entity on the identified UDP/IP address can support.

8.4
T-DPU Messages
The encapsulated T-PDUs are Tunnels are carried through tunnels between RNC and  SGSN nodes  for individual UEs. The key Tunnel Endpoint Identifier (TEID) which is present in the GTP-U header shall indicate which tunnel a particular T-PDU belongs to. In this manner, packets are multiplexed and demultiplexed by GTP-U between RNC and  SGSN nodes.  The Tunnel Endpoint Identifier value to use in the key field shall be established by signalling procedures.
9
GTP-C and GTP-U Path Protocols

9.1
UDP/IP

UDP/IP is the only path protocol defined to transfer GTP-C and GTP-U signalling messages in this, the first version of GTP. UDP/IP is also the recommended choice as a connection-less path to tunnel connection-less T-PDUs. A User Datagram Protocol (UDP) compliant with STD 0006 shall be used.

9.1.1
UDP Header

9.1.1.1
Signalling request messages and encapsulated T-PDUs
The UDP Destination Port is the server port number 3386 . It shall be  reserved for GTP-C and GTP-U protocols.. 

The UDP Source Port is a locally allocated port number at the sending GSN.

9.1.1.2
Signalling response messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding signalling request message.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding signalling request message.

9.1.1.3
Encapsulated T-PDUs

The UDP Destination Port shall be the server port number 3386. It shall be   reserved for GTP-U. The UDP Source Port is a locally allocated port number at the sending GSN. 

9.1.2
IP Header

Either an Internet Protocol (IP) compliant with STD 0005 or version 6 (compliant with STD ??)  shall be used.
The selection of IP version for outgoing datagrams:

Address format indicator is exchanged during RANAP dialogue (RAB Assignment). See Figure 6. (???) IP address version to be used on the path is selected according t this indicator. During the dialogue, an IP address for the receiving node is associated with a GTP-U tunnel.

9.1.2.1
Signalling request messages and Encapsulated T-PDUs

The IP Source Address shall be the sender’s  IP address associated with the GTP-C or GTP-U tunnel. The IP source address shall be an IP address of the source GSN from which the message is originating.

The IP Destination Address in a GTP-C or GTP-U  signalling request message shall be an IP address of the destination GSN. The address has been obtained through RANAP protocol when establishing the tunnel. The IP Destination Address in an encapsulated T-PDU GTP shall be an IP address of the destination GSN.
9.1.2.2
Signalling response messages

The IP Source Address shall be copied from the IP Destination Address of the corresponding  signalling request message.

The IP Destination Address shall be copied from the IP Source Address of the GTP-C or GTP-U signalling request message to which this GSN is replying to.
10
Error handling for GTP-C and GTP-U
10.1
Protocol errors

A protocol error is defined as a message with  unknown, unforeseen or erroneous content. The term silently discarded used in the following sub-sections means that the implementation shall discard the message without further processing and should log the event including the erroneous message and should include the error in a statistical counter.

An information element with 'Mandatory' in the 'Presence requirement' column of a message definition is always mandatory present in that message.

The conditions for a conditional information element define whether the information element is semantically:

- mandatory present

- optionally present

- mandatory absent

An information element which is semantically mandatory present but is omitted from the message is treated as missing data.

An information element which is semantically mandatory absent but is present in the message is treated as unexpected data.

A GTP-C signalling Request is distinguished from a GTP-C or GTP-U signalling Response by the Signalling message names (sub-clause 7.2, Signalling Message Formats). The Error Indication, the Version Not Supported and the SGSN Context Acknowledge messages shall be considered as Responses for the purpose of this Section.

The subsections 10.1.1 to 10.1.13 shall be applied in decreasing priorities.

10.1.1
Different GTP-C or GTP-U versions

If a receiving node receives a GTP-C signalling message of an unsupported version, that node shall return a GTP-C Version Not Supported or a GTP-U Version Not Supported message indicating in the Version field of the GTP-C or GTP-U header the latest GTP-C or GTP-U (whichever applicable) version that that node supports. The received G-PDU shall then be discarded. All GSNs shall be able to support all earlier GTP versions.

10.1.2
GTP-C or GTP-U Message too short

When a GTP-C or GTP-U message is received that is too short to contain the GTP-C or GTP-U header for the GTP-C or GTP-U version that the sender claims to use,   the G-PDU message shall be silently discarded.

10.1.3
Unknown GTP-C or GTP-U signalling message

When a message using a Message Type value defining an Unknown GTP-C or GTP-U signalling message is received, it shall be silently discarded.

10.1.4
Unexpected GTP-C or GTP-U signalling message

When an unexpected GTP-C or GTP-U signalling message is received, e.g. a Response message for which there is no corresponding outstanding Request, or a GTP-C or GTP-U signalling message sent in the wrong direction, it shall be silently discarded.

10.1.5
Missing mandatory present information element

The receiver of a GTP-C or GTP-U signalling Request message with a missing mandatory present information element shall discard the request, should log the error,  and shall send a Response with Cause set to 'Mandatory IE missing'. The receiver of a Response with a missing mandatory information element shall notify the upper layer and should log the error.

10.1.6
Invalid Length

In a received GTP-C or GTP-U signalling message Request, if a mandatory TLV format information element has a Length different  from the Length defined in the version that this message claims to use, then this information element shall be discarded, the error should be logged, and a Response shall be sent with Cause set to 'Mandatory IE incorrect'.

In a received GTP-C or GTP-U signalling message Response, if a mandatory TLV format information element has a Length different  from the Length defined in the version that this message claims to use, then the requesting entity shall treat the GTP-C or GTP-U signalling procedure as having failed.

10.1.7
Invalid mandatory information element

The receiver of a GTP-C or GTP-U signalling message Request  including a mandatory information element with a  Value that is  not in the range defined for this information element value shall discard the request, should log the error, and shall send a response with Cause set to 'Mandatory IE incorrect'. 

The receiver of a GTP-C or GTP-U signalling message Response  including a mandatory information element with a  Value that is  not in the range defined for this information element shall notify the upper layer that a message with this sequence number has been received and should log the error.

If a GSN receives an information element with a value which is shown as reserved, it shall treat that information element as not being in the range defined for the information element.

NOTE:
The receiver does not check the content of an information element field which is defined as 'spare'.

10.1.8
Invalid optional information element

The receiver of a GTP-C or GTP-U signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, should log the error, and shall treat the rest of the message as if this IE was absent.

If a GSN receives an information element with a value which is shown as reserved, it shall treat that information element as not being in the range defined for the information element.

NOTE:
The receiver does not check the content of an information element field which is defined as 'spare'.

10.1.9
Unknown information element

The receiver of the message shall ignore an information element with an unknown Type value. If this is a TLV element, this information element shall be skipped using its Length value. If this is a TV element, the receiver shall discard the rest of the message. 

If the receiving GSN cannot interpret the rest of the message because of the ignored information element, the receiving GSN shall discard the message and should log the error. If the message was a Request, it  shall, in addition, return a response with Cause set to 'Invalid message format'.

10.1.10
Out of sequence information elements

If two or more information elements  are out of sequence  in a message,  the receiving GSN shall discard the message and should log the error. In addition, if the message was a Request, the receiving GSN  shall return a Response with Cause set to 'Invalid message format'.

10.1.11
Unexpected information element

An information element with a Type value which is defined in GTP-C or GTP-U but is not expected in the received GTP-C or GTP-U signalling message shall be ignored (skipped) and the rest of the message processed as if this information element was not present.

10.1.12
Repeated information elements

If an information element is repeated in a GTP-C or GTP-U signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled.

10.1.13
Incorrect optional information elements

All optional information elements that are incorrect in a GTP-C or GTP-U signalling message shall be treated as not present in the message. However, if the receiving GSN may not handle the message correctly because of the incorrect information element, the receiving GSN should log the error and shall return a response with Cause set to 'Optional IE incorrect'. 

10.2
Path failure

A path counter shall be reset each time a signalling response is received on the path and incremented when the T3-RESPONSE timer expires for any signalling message sent on the path. The path shall be considered to be down if the counter exceeds N3-REQUESTS. In this case, the GSN may notify the Operation and Maintenance network element. GTP-C shall also notify the upper layer of the path failure, so that PDP contexts associated with this path may be deleted.

10.3
MS detach

When an MS detaches,  all ongoing GTP-C or GTP-U signalling procedures  related to the MS being attached shall be aborted .  The SGSN shall send Delete PDP Context Request messages for all active PDP contexts to the peer GGSNs.

12
IP, the networking technology used by GTP-C and GTP-U
12.1
IP version

In this, the first phase of GPRS, Internet Protocol versions 4 (IPv4)  and 6 (Ipv6) shall be the networking technology on which GTP-C or GTP-U tunnelling shall be based.

12.2
IP fragmentation

IP fragmentation is used only in Ipv4 with GTP-C and GTP-U. (In Ipv6, middle nodes cannot fragment IP datagrams and they must discard too large datagrams and notice the sender of the datagram with an ICMPv6 ‘Packet too big’ message.)
IP fragmentation must be avoided, since it decreases processing capacity. The Maximum Transfer Unit (MTU) must be selected so that there is no need to perform IP fragmentation.

 Fragmentation/reassembly is not supported on the Iup interface. This means that in Ipv4, a node must discard a datagram if it cannot forward it due to too small MTU. For Ipv4 this means that the implementation will be non-complaint with existing Internet standards! It is required in (reference ??) that IP reassembly is supported by every Internet host.)

In Ipv6, IP fragmentation is not used in the middle nodes. ICMP ‘package too big’ message is used to tell the sender that a middle node cannot forward a datagram since it is too large.
















13
GTP-C and GTP-U parameters


The GTP-C and GTP-U system parameters defined here and their recommended values shall not be fixed, but shall  be possible to configure.

13.1
Timers

The timer T3-RESPONSE holds the maximum wait time for a response of a signalling request message. The timer should use an adaptive back-off mechanism and recommended increasing values are 1, 2, 4 and 8 seconds.

The timer T3-TUNNEL holds the time when PDUs shall be forwarded from the old SGSN to the new SGSN. The timer is started in the old SGSN when it receives a GTP-C SGSN Context Request message and there is at least one active PDP context. GTP-C shall indicate to the upper layer  when the timer has expired. The recommended timer value is 20 seconds.
GTP-U Tunnel Echo Request messages can be sent periodically. A timer for measuring the time between two successive Echo Request messages is needed.
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