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1 SCOPE

This contribution describes a secure, simple and efficient solution for GSM/UMTS interoperability and handover.

The technical problem is not to handle a GSM SIM in a UMTS environment but to handle UMTS subscribers in a mixed UMTS GSM world.

2 System Assumptions

A terminal classmark will exist which makes it possible for the network to determine if the terminal contains a GSM SIM or a USIM. This to enable the network to adapt to the UE/(U)SIM capabilities.


3 Security principles

A terminal with a USIM as identification module using a UTRAN access network should only accept the full use of authentic UMTS security parameters and mechanisms. This means that it should 
not be possible for the network to downgrade security for USIM users. If it were, then a false base station attack would be possible.

In UTRAN, UMTS security mechanisms are applied, i.e. both the confidentiality mechanism and the integrity mechanism are operational. This is independent of the use of a SIM or a USIM.

In GSM access networks, GSM security mechanisms are applied independent of USIM or SIM use.

3.1 Implications

Networks capable of handover between GSM and UMTS have to update their AuC/HLR’s and MSC/VLR’s to handle UMTS security.

4 OPTIMISATION principles

The GSM parameters of a UMTS subscriber are derived from the UMTS parameters. GSM RES equals the first 32 bits of UMTS RES.  GSM Kc is calculated from UMTS CK and IK. 

With IK = (i1, i2) and CK = (c1, c2) a simple and secure way to define Kc would be to let Kc = i1 ( i2 ( c1 ( c2 (( = xor)).

4.1 Terminal side

4.1.1 SIM as identity module in UMTS environment

The terminal operates the SIM exactly as in GSM. At authentication RES and Kc are calculated and RES is sent back to the network where it is compared to the first 32 bits of XRES.

Then the terminal derives CK and IK from Kc by applying standardised algorithms. 

4.1.2 USIM as identity module in GSM environment

The terminal operates the USIM as usual. It inputs RAND and receives RES, CK and IK as the result. Auth is not checked. RES is returned to the network and Kc is derived from CK and IK. 

4.2 Network side

On the network side the MSC/VLRS handle UMTS quintuplets for UMTS subscribers and GSM triplets for GSM subscribers.

4.2.1 GSM authentication of UMTS user

When parameters for a GSM authentication is requested the MSC/VLR does the necessary computations to derive SRES and Kc and then transfers the data.

4.2.2 UMTS authentication of GSM user

The MSC/VLR performs the same calculations as the terminal to calculate XRES, CK and IK. A bogus Auth may also be produced. The parameters are then transferred to the RNC. 

4.3 Implications

The design principles above imply that an AuC only has to generate UMTS quintuplets for a UMTS subscriber as his GSM triplets can be derived from the UMTS parameters. Consequently the MSC/HLR’s and MSC/VLR’s only have to handle UMTS quintuplets which make them simpler and saves storage and transmission capacity

Pure GSM networks may request triplets from UMTS HLR’s and a UMTS VLR can calculate simulated UMTS quintuples from GSM triplets.

5 Conclusions

The design above fulfils all security requirements and is based on straightforward security principles which makes it efficient and simple to implement. 
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