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The following contribution describes some changes to the specification GSM 03.60, Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service description; Stage 2 Ver. 7.0.0). The proposed changes mainly describes the updates required to GSM 03.60 to illustrate the  points of interaction between the GPRS/SGSN node and the SCF, in the signalling diagrams. Other editiorial changes has also been done. The updates required to GSM 03.60 has been minimized as much as possible.

As background information the previously proposed GPRS Attach/Detach FSM and GPRS PDP Context FSM may be reffered to, see below. See also contribution Tdoc 3GPP N2-99 582 ‘Proposed modifications to CAMEL/GPRS interworking’ which has been presented during a previous 3GPP N2 meeting.
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1
Scope

The present document defines the stage-2 service description for a General Packet Radio Service (GPRS) on GSM. CCITT I.130 [29] describes a three-stage method for characterisation of telecommunication services, and CCITT Q.65 [31] defines stage 2 of the method.

This version of the stage-2 service description covers the first phase of GPRS, and does not meet all the services and functionality described in GSM 02.60 [3]. An update to the present document to meet all the services and functionality in GSM 02.60 is foreseen.

The present document does not cover the lower layers of the GPRS GSM radio interface. GSM 03.64 [11] contains an overall description of the radio interface.

The present document does not cover the GPRS point-to-multipoint services. GSM 03.61 [9] contains the PTM multicast stage-2 service description. GSM 03.62 [10] contains the PTM group call stage-2 service description.
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3
Definitions, abbreviations and symbols

3.1
Definitions

Refer to GSM 02.60.

3.2
Abbreviations

For the purposes of the present document the following abbreviations apply. Additional applicable abbreviations can be found in GSM 01.04 [1].

AA
Anonymous Access

APN
Access Point Name

ATM
Asynchronous Transfer Mode

BG
Border Gateway

BSSAP+
Base Station System Application Part +

BSSGP
Base Station System GPRS Protocol

BVCI
BSSGP Virtual Connection Identifier

CCU
Channel Codec Unit

CGI
Cell Global Identification

CS
Circuit Switched

DNS
Domain Name System

GGSN
Gateway GPRS Support Node

GMM/SM
GPRS Mobility Management and Session Management
gprsSSF
GPRS Service Switching Function
GSN
GPRS Support Node

GTP
GPRS Tunnelling Protocol

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

ISP
Internet Service Provider

LL‑PDU
LLC PDU

LLC
Logical Link Control

MAC
Medium Access Control

MNRF
Mobile station Not Reachable Flag

MNRG
Mobile station Not Reachable for GPRS flag

MNRR
Mobile station Not Reachable Reason

MTP2
Message Transfer Part layer 2

MTP3
Message Transfer Part layer 3

NGAF
Non-GPRS Alert Flag

NS
Network Service

NSAPI
Network layer Service Access Point Identifier

NSS
Network SubSystem

P‑TMSI
Packet TMSI

PCU
Packet Control Unit

PDCH
Packet Data CHannel

PDN
Packet Data Network

PDP
Packet Data Protocol, e.g., IP or X.25 [34]

PDU
Protocol Data Unit

PPF
Paging Proceed Flag

PTM
Point To Multipoint

PTP
Point To Point

PPP
Point-to-Point Protocol

PVC
Permanent Virtual Circuit

RA
Routeing Area

RAC
Routeing Area Code

RAI
Routeing Area Identity
RLC
Radio Link Control
SCF
Service Control Function
SGSN
Serving GPRS Support Node

SM
Short Message

SM-SC
Short Message service Service Centre

SMS-GMSC
Short Message Service Gateway MSC

SMS-IWMSC
Short Message Service Interworking MSC

SN‑PDU
SNDCP PDU

SNDC
SubNetwork Dependent Convergence

SNDCP
SubNetwork Dependent Convergence Protocol

TCAP
Transaction Capabilities Application Part

TCP
Transmission Control Protocol

TID
Tunnel Identifier

TLLI
Temporary Logical Link Identity

TRAU
Transcoder and Rate Adaptor Unit

UDP
User Datagram Protocol

3.3
Symbols

For the purposes of the present document the following symbols apply:

Gb
Interface between an SGSN and a BSS.

Gc
Interface between a GGSN and an HLR.

Gd
Interface between a SMS-GMSC and an SGSN, and between a SMS-IWMSC and an SGSN.

Gf
Interface between an SGSN and an EIR.

Gi
Reference point between GPRS and an external packet data network.

Gn
Interface between two GSNs within the same PLMN.

Gp
Interface between two GSNs in different PLMNs. The Gp interface allows support of GPRS network services across areas served by the co-operating GPRS PLMNs.

Gr
Interface between an SGSN and an HLR.

Gs
Interface between an SGSN and an MSC/VLR.

kbit/s
Kilobits per second.

R
Reference point between a non-ISDN compatible TE and MT. Typically this reference point supports a standard serial interface.

Um
Interface between the mobile station (MS) and the GPRS fixed network part. The Um interface is the GPRS network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the GPRS services through this interface.

4
Main Concepts

GPRS uses a packet-mode technique to transfer high-speed and low-speed data and signalling in an efficient manner. GPRS optimises the use of network and radio resources. Strict separation between the radio subsystem and network subsystem is maintained, allowing the network subsystem to be reused with other radio access technologies. GPRS does not mandate changes to an installed MSC base.

New GPRS radio channels are defined, and the allocation of these channels is flexible: from 1 to 8 radio interface timeslots can be allocated per TDMA frame, timeslots are shared by the active users, and up and downlink are allocated separately. The radio interface resources can be shared dynamically between speech and data services as a function of service load and operator preference. Various radio channel coding schemes are specified to allow bitrates from 9 to more than 150 kbit/s per user.

Applications based on standard data protocols are supported, and interworking is defined with IP networks and X.25 networks. Specific point-to-point and point-to-multipoint services are supported for applications such as traffic telematics and UIC train control. GPRS allows SMS transfer over GPRS radio channels.

GPRS is designed to support from intermittent and bursty data transfers through to occasional transmission of large volumes of data. Several quality of service profiles are supported. GPRS is designed for fast reservation to begin transmission of packets, typically 0,5 to 1 second. Charging should typically be based on the amount of data transferred.

Three GPRS MS modes of operation are supported: An MS in class‑A mode of operation operates GPRS and other GSM services simultaneously. An MS in class‑B mode of operation monitors control channels for GPRS and other GSM services simultaneously, but can only operate one set of services at one time. An MS in class‑C mode of operation exclusively operates GPRS services.

GPRS introduces two new network nodes in the GSM PLMN: The Serving GPRS Support Node (SGSN), which is at the same hierarchical level as the MSC, keeps track of the individual MSs' location and performs security functions and access control. The SGSN is connected to the base station system with Frame Relay. The Gateway GSN (GGSN) provides interworking with external packet-switched networks, and is connected with SGSNs via an IP-based GPRS backbone network. The HLR is enhanced with GPRS subscriber information, and the SMS-GMSCs and SMS-IWMSCs are upgraded to support SMS transmission via the SGSN. Optionally, the MSC/VLR can be enhanced for more-efficient co-ordination of GPRS and non-GPRS services and functionality: e.g., paging for circuit-switched calls that can be performed more efficiently via the SGSN, and combined GPRS and non-GPRS location updates.

GPRS security functionality is equivalent to the existing GSM security. The SGSN performs authentication and cipher setting procedures based on the same algorithms, keys, and criteria as in existing GSM. GPRS uses a ciphering algorithm optimised for packet data transmission. A GPRS ME can access the GPRS services with SIMs that are not GPRS-aware, and with GPRS-aware SIMs.

Cell selection may be performed autonomously by an MS, or the base station system instructs the MS to select a certain cell. The MS informs the network when it re-selects another cell or group of cells known as a routeing area.

In order to access the GPRS services, an MS shall first make its presence known to the network by performing a GPRS attach. This operation establishes a logical link between the MS and the SGSN, and makes the MS available for SMS over GPRS, paging via SGSN, and notification of incoming GPRS data.

In order to send and receive GPRS data, the MS shall activate the packet data address that it wants to use. This operation makes the MS known in the corresponding GGSN, and interworking with external data networks can commence.

User data is transferred transparently between the MS and the external data networks with a method known as encapsulation and tunnelling: data packets are equipped with GPRS-specific protocol information and transferred between the MS and GGSN. This transparent transfer method lessens the requirement for the GPRS PLMN to interpret external data protocols, and it enables easy introduction of additional interworking protocols in the future. User data can be compressed and protected with retransmission protocols for efficiency and reliability.
GSN nodes also interfaces towards SCF for optional CAMEL call and cost control service support. Depending on result from CAMEL interaction the packet data transfer may proceed normally. Otherwise interaction with SCF will continue as descirbed in GSM 03.78 [12].
5
General GPRS Architecture and Transmission Mechanism

:

:

5.4
Logical Architecture

GPRS is logically implemented on the GSM structure through the addition of two network nodes, the Serving GPRS Support Node and the Gateway GPRS Support Node. It is necessary to name a number of new interfaces. No inference should be drawn about the physical configuration on an interface from Figure 1.




Figure 1: Overview of the GPRS Logical Architecture

5.4.1
GPRS Support Nodes

A GPRS Support Node (GSN) contains functionality required to support GPRS. In one PLMN, there may be more than one GSN.

The Gateway GPRS Support Node (GGSN) is the node that is accessed by the packet data network due to evaluation of the PDP address. It contains routeing information for attached GPRS users. The routeing information is used to tunnel PDUs to the MS's current point of attachment, i.e., the Serving GPRS Support Node. The GGSN may request location information from the HLR via the optional Gc interface. The GGSN is the first point of PDN interconnection with a GSM PLMN supporting GPRS (i.e., the Gi reference point is supported by the GGSN).

The Serving GPRS Support Node (SGSN) is the node that is serving the MS (i.e., the Gb interface is supported by the SGSN). At GPRS attach, the SGSN establishes a mobility management context containing information pertaining to e.g., mobility and security for the MS. At PDP Context Activation, the SGSN establishes a PDP context, to be used for routeing purposes, with the GGSN that the GPRS subscriber will be using.

The SGSN and GGSN functionalities may be combined in the same physical node, or they may reside in different physical nodes. SGSN and GGSN contain IP routeing functionality, and they may be interconnected with IP routers. When SGSN and GGSN are in different PLMNs, they are interconnected via the Gp interface. The Gp interface provides the functionality of the Gn interface, plus security functionality required for inter-PLMN communication. The security functionality is based on mutual agreements between operators.

The SGSN may send location information to the MSC/VLR via the optional Gs interface. The SGSN may receive paging requests from the MSC/VLR via the Gs interface.
The GSN node may also optinally interwork with SCF for call and cost control, see further GSM 03.78 [12]. In this specification only  the points in the signalling procedures are indicated for interwork with SCF.
5.4.2
GPRS Backbone Networks

There are...

5.5 Assignment of Functions to General Logical Architecture

The functions ..

5.6
Transmission and Signalling planes

:

:

6
Mobility Management Functionality

:

:

6.5
Attach Function

A GPRS attach is made to the SGSN. A GPRS-attached MS makes IMSI attach via the SGSN with the combined RA / LA update procedure if the network operation mode is I. In network operation modes II and III, or if the MS is not GPRS-attached, then the MS makes IMSI attach as already defined in GSM. An IMSI-attached MS in class-A mode of operation engaged in a CS connection shall use the (non-combined) GPRS Attach procedure when it performs a GPRS attach.

In the attach procedure, the MS shall provide its identity and an indication of which type of attach that is to be executed. The identity provided to the network shall be the MS's Packet TMSI (P‑TMSI) or IMSI. P‑TMSI and the RAI associated with the P‑TMSI shall be provided if the MS has a valid P‑TMSI. If the MS does not have a valid P‑TMSI, then the MS shall provide its IMSI. The different types of attach are GPRS attach and combined GPRS / IMSI attach.

At the RLC/MAC layer, the MS shall identify itself with a Local or Foreign TLLI if the MS is already GPRS-attached and is performing an IMSI attach. Otherwise, the MS shall identify itself with a Foreign TLLI, or a Random TLLI if a valid P‑TMSI is not available. The Foreign or Random TLLI is used as an identifier during the attach procedure until a new P‑TMSI is allocated.

After having executed the GPRS attach, the MS is in READY state and MM contexts are established in the MS and the SGSN. The MS may then activate PDP contexts as described in subclause "Activation Procedures".

An IMSI-attached MS that can only operate in class-C mode of operation shall follow the normal IMSI detach procedure before it makes a GPRS attach. A GPRS-attached MS in class-C mode of operation shall always perform a GPRS detach before it makes an IMSI attach.

If the network operates in mode I (see subclause "Paging Co-ordination"), then an MS that is both GPRS-attached and IMSI-attached shall perform the Combined RA / LA Update procedures.

If the network operates in mode II or III, then a GPRS-attached MS that has the capability to be simultaneously GPRS-attached and IMSI-attached shall perform the (non-combined) Routeing Area Update procedures, and either:

-
access the non-GPRS common control channels for CS operation (the way that CS operation is performed in parallel with GPRS operation is an MS implementation issue outside the scope of the present document); or

-
if CS operation is not desired, depending on system information that defines whether or not explicit detach shall be used, either:

-
avoid all CS signalling (in which case the MS may be implicitly IMSI detached after a while); or

-
perform an explicit IMSI detach via the non-GPRS common control channels (if the MS was already IMSI-attached).

The Combined GPRS / IMSI Attach procedure is illustrated in Figure 2. Each step is explained in the following list.
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Figure 2: Combined GPRS / IMSI Attach Procedure

1)
The MS initiates the attach procedure by the transmission of an Attach Request (IMSI or P‑TMSI and old RAI, Classmark, CKSN, Attach Type, DRX Parameters, old P‑TMSI Signature) message to the SGSN. IMSI shall be included if the MS does not have a valid P‑TMSI available. If the MS has a valid P‑TMSI, then P‑TMSI and the old RAI associated with P‑TMSI shall be included. Classmark contains the MS's GPRS multislot capabilities and supported GPRS ciphering algorithms in addition to the existing classmark parameters defined in GSM 04.08. Attach Type indicates which type of attach that is to be performed, i.e., GPRS attach only, GPRS Attach while already IMSI attached, or combined GPRS / IMSI attach. DRX Parameters indicates whether the MS uses discontinuous reception or not. If the MS uses discontinuous reception, then DRX Parameters also indicate when the MS is in a non-sleep mode able to receive paging requests and channel assignments. If the MS uses P‑TMSI for identifying itself and if it has also stored its old P‑TMSI Signature, then the MS shall include the old P‑TMSI Signature in the Attach Request message.

2)
If the MS identifies itself with P‑TMSI and the SGSN has changed since detach, the new SGSN sends an Identification Request (P‑TMSI, old RAI, old P‑TMSI Signature) to the old SGSN to request the IMSI. The old SGSN responds with Identification Response (IMSI, Authentication Triplets). If the MS is not known in the old SGSN, the old SGSN responds with an appropriate error cause. The old SGSN also validates the old P‑TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN.

3)
If the MS is unknown in both the old and new SGSN, the SGSN sends an Identity Request (Identity Type = IMSI) to the MS. The MS responds with Identity Response (IMSI).

4)
The authentication functions are defined in the subclause "Security Function". If no MM context for the MS exists anywhere in the network, then authentication is mandatory. Ciphering procedures are described in subclause "Security Function". If P‑TMSI allocation is going to be done, and if ciphering is supported by the network, ciphering mode shall be set.

5)
The equipment checking functions are defined in the subclause "Identity Check Procedures". Equipment checking is optional.

6)
If the SGSN number has changed since the GPRS detach, or if it is the very first attach, then the SGSN informs the HLR:

a)
The SGSN sends an Update Location (SGSN Number, SGSN Address, IMSI) to the HLR.

b)
The HLR sends Cancel Location (IMSI, Cancellation Type) to the old SGSN with Cancellation Type set to Update Procedure.

c)
The old SGSN acknowledges with Cancel Location Ack (IMSI). If there are any ongoing procedures for that MS, the old SGSN shall wait until these procedures are finished before removing the MM and PDP contexts.

d)
The HLR sends Insert Subscriber Data (IMSI, GPRS subscription data) to the new SGSN.

e)
The new SGSN validates the MS's presence in the (new) RA. If due to regional subscription restrictions the MS is not allowed to attach in the RA, the SGSN rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack (IMSI, SGSN Area Restricted) message to the HLR. If subscription checking fails for other reasons, the SGSN rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack (IMSI, Cause) message to the HLR. If all checks are successful then the SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to the HLR.

f)
The HLR acknowledges the Update Location message by sending an Update Location Ack to the SGSN after the cancelling of old MM context and insertion of new MM context are finished. If the Update Location is rejected by the HLR, the SGSN rejects the Attach Request from the MS with an appropriate cause.

7)
If Attach Type in step 1 indicated GPRS Attach while already IMSI attached, or combined GPRS / IMSI attach, then the VLR shall be updated if the Gs interface is installed. The VLR number is derived from the RA information. The SGSN starts the location update procedure towards the new MSC/VLR upon receipt of the first Insert Subscriber Data message from the HLR in step 6 d). This operation marks the MS as GPRS-attached in the VLR.

a)
The SGSN sends a Location Update Request (new LAI, IMSI, SGSN Number, Location Update Type) message to the VLR. Location Update Type shall indicate IMSI attach if Attach Type indicated combined GPRS / IMSI attach. Otherwise, Location Update Type shall indicate normal location update. The VLR creates an association with the SGSN by storing SGSN Number.

b)
If the LA update is inter-MSC, the new VLR sends Update Location (IMSI, new VLR) to the HLR.

c)
If the LA update is inter-MSC, the HLR sends a Cancel Location (IMSI) to the old VLR.

d)
The old VLR acknowledges with Cancel Location Ack (IMSI).

e)
If the LA update is inter-MSC, the HLR sends Insert Subscriber Data (IMSI, GSM subscriber data) to the new VLR.

f)
The VLR acknowledges with Insert Subscriber Data Ack (IMSI).

g)
After finishing the inter-MSC location update procedures, the HLR responds with Update Location Ack (IMSI) to the new VLR.

h)
The VLR responds with Location Update Accept (VLR TMSI) to the SGSN.

8)
The SGSN selects Radio Priority SMS, and sends an Attach Accept (P‑TMSI, VLR TMSI, P‑TMSI Signature, Radio Priority SMS) message to the MS. P‑TMSI is included if the SGSN allocates a new P‑TMSI.

9)
If P‑TMSI or VLR TMSI was changed, the MS acknowledges the received TMSI(s) with Attach Complete (P‑TMSI, VLR TMSI).

10)
If VLR TMSI was changed, the SGSN confirms the VLR TMSI re-allocation by sending TMSI Reallocation Complete (VLR TMSI) to the VLR.

If the Attach Request cannot be accepted, the SGSN returns an Attach Reject (IMSI, Cause) message to the MS.
Optional CAMEL interaction:


C1) CAMEL_GPRS_Attach
6.6
Detach Function

The Detach function allows an MS to inform the network that it wants to make a GPRS and/or IMSI detach, and it allows the network to inform an MS that it has been GPRS-detached or IMSI-detached by the network. The different types of detach are:

-
IMSI detach;

-
GPRS detach; and

-
combined GPRS / IMSI detach (MS-initiated only).

The MS is detached from GPRS either explicitly or implicitly:

-
Explicit detach: The network or the MS explicitly requests detach.

-
Implicit detach: The network detaches the MS, without notifiying the MS, a configuration-dependent time after the mobile reachable timer expired, or after an irrecoverable radio error causes disconnection of the logical link.

In the explicit detach case, a Detach Request (Cause) is sent by the SGSN to the MS, or by the MS to the SGSN.

The MS can make an IMSI detach in one of two ways depending on if it is GPRS-attached or not:

-
A GPRS-attached MS sends a Detach Request message to the SGSN, indicating an IMSI detach. This can be made in combination with GPRS detach.

-
An MS not attached to the GPRS makes the IMSI detach as already defined in GSM.

In the MO Detach Request message there is an indication to tell if the detach is due to switch off or not. The indication is needed to know whether a Detach Accept message should be returned or not.

In the network-originated Detach Request message there may be an indication to tell the MS that it is requested to initiate GPRS Attach and PDP Context Activation procedures for the previously activated PDP contexts.

6.6.1
MS-Initiated Detach Procedure

The MS-Initiated Detach procedure when initiated by the MS is illustrated in Figure 3. Each step is explained in the following list.
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Figure 3: MS-Initiated Combined GPRS / IMSI Detach Procedure

1)
The MS detaches by sending Detach Request (Detach Type, Switch Off) to the SGSN. Detach Type indicates which type of detach that is to be performed, i.e., GPRS Detach only, IMSI Detach only or combined GPRS and IMSI Detach. Switch Off indicates whether the detach is due to a switch off situation or not.

2)
If GPRS detach, the active PDP contexts in the GGSNs regarding this particular MS are deactivated by the SGSN sending Delete PDP Context Request (TID) to the GGSNs. The GGSNs acknowledge with Delete PDP Context Response (TID).

3)
If IMSI detach, the SGSN sends IMSI Detach Indication (IMSI) to the VLR.

4)
If the MS wants to remain IMSI-attached and is doing a GPRS detach, the SGSN sends a GPRS Detach Indication (IMSI) message to the VLR. The VLR removes the association with the SGSN and handles paging and location update without going via the SGSN.

5)
If Switch Off indicates that the detach is not due to a switch off situation, the SGSN sends a Detach Accept to the MS.
Optional CAMEL interaction:


C1) CAMEL_GPRS_Detach

6.6.2
Network-Initiated Detach Procedure

6.6.2.1
SGSN-Initiated Detach Procedure

The SGSN-Initiated Detach procedure when initiated by the SGSN is illustrated in Figure 4. Each step is explained in the following list.


[image: image6.wmf] 2. Delete PDP Context Response

 1. Detach Request

 2. Delete PDP Context Request

 4. Detach Accept

MS

BSS

GGSN

SGSN

MSC/VLR

 3. GPRS Detach Indication

C1


Figure 4: SGSN-Initiated GPRS Detach Procedure

1)
The SGSN informs the MS that it has been detached by sending Detach Request (Detach Type) to the MS. Detach Type indicates if the MS is requested to make a new attach and PDP context activation for the previously activated PDP contexts. If so, the attach procedure shall be initiated when the detach procedure is completed.

2)
The active PDP contexts in the GGSNs regarding this particular MS are deactivated by the SGSN sending Delete PDP Context Request (TID) messages to the GGSNs. The GGSNs acknowledge with Delete PDP Context Response (TID) messages.

3)
If the MS was both IMSI- and GPRS-attached, the SGSN sends a GPRS Detach Indication (IMSI) message to the VLR. The VLR removes the association with the SGSN and handles paging and location update without going via the SGSN.

4)
The MS sends a Detach Accept message to the SGSN any time after step 1.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Detach
6.6.2.2
HLR-Initiated Detach Procedure

The HLR-Initiated Detach procedure is initiated by the HLR. The HLR uses this procedure for operator-determined purposes to request the removal of a subscriber’s MM and PDP contexts at the SGSN. The HLR-Initiated Detach Procedure is illustrated in Figure 5. Each step is explained in the following list.
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Figure 5: HLR-Initiated GPRS Detach Procedure

1)
If the HLR wants to request the immediate deletion of a subscriber’s MM and PDP contexts from the SGSN, the HLR shall send a Cancel Location (IMSI, Cancellation Type) message to the SGSN with Cancellation Type set to Subscription Withdrawn.

2)
The SGSN informs the MS that it has been detached by sending Detach Request (Detach Type) to the MS. Detach Type shall indicate that the MS is not requested to make a new attach and PDP context activation.

3)
The active PDP contexts in the GGSNs regarding this particular MS are deactivated by the SGSN sending Delete PDP Context Request (TID) messages to the GGSNs. The GGSNs acknowledge with Delete PDP Context Response (TID) messages.

4)
If the MS was both IMSI- and GPRS-attached, the SGSN sends a GPRS Detach Indication (IMSI) message to the VLR. The VLR removes the association with the SGSN and handles paging and location update without going via the SGSN.

5)
The MS sends a Detach Accept message to the SGSN any time after step 2.

6)
The SGSN shall confirm the deletion of the MM and PDP contexts with a Cancel Location Ack (IMSI) message.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Detach
6.7
Purge Function

The Purge ..

:

6.8
Security Function

The Security..

:

6.9
Location Management Function

The Location Management function:

-
provides mechanisms for cell and PLMN selection;

-
provides a mechanism for the network to know the Routeing Area for MSs in STANDBY and READY states; and

-
provides a mechanism for the network to know the cell identity for MSs in READY state.

Routeing Area (RA) is defined in subclause "Routeing Area Identity".

6.9.1
Location Management Procedures

The PLMN shall provide information for the MS to be able to:

-
detect when it has entered a new cell or a new RA; and

-
determine when to perform periodic RA updates.

The MS detects that a new cell has been entered by comparing the cell's identity with the cell identity stored in the MS's MM context. The MS detects that a new RA has been entered by periodically comparing the RAI stored in its MM context with that received from the new cell. The MS shall consider hysteresis in signal strength measurements.

When the MS camps on a new cell, possibly in a new RA, this indicates one of three possible scenarios:

-
a cell update is required;

-
a routeing area update is required; or

-
a combined routeing area and location area update is required.

In all three scenarios the MS stores the cell identity in its MM context.

If the MS enters a new PLMN, the MS shall either perform a routeing area update, or enter IDLE state.

In network mode of operation II and III, whenever an MS determines that it shall perform both an LA update and an RA update, the MS shall perform the LA update first.

Routeing Area Update Request messages shall be sent unciphered, since in the inter SGSN routeing area update case the new SGSN shall be able to process the request.

6.9.1.1
Cell Update Procedure

A cell update takes place when the MS enters a new cell inside the current RA and the MS is in READY state. If the RA has changed, a routeing area update is executed instead of a cell update.

The MS performs the cell update procedure by sending an uplink LLC frame of any type containing the MS's identity to the SGSN. In the direction towards the SGSN, the BSS shall add the Cell Global Identity including RAC and LAC to all BSSGP frames, see GSM 08.18. A cell update is any correctly received and valid LLC PDU carried inside a BSSGP PDU containing a new identifier of the cell.

The SGSN records this MS's change of cell, and further traffic directed towards the MS is conveyed over the new cell.

6.9.1.2
Routeing Area Update Procedure

A routeing area update takes place when a GPRS-attached MS detects that it has entered a new RA, when the periodic RA update timer has expired, or when a suspended MS is not resumed by the BSS (see subclause "Circuit-switched Services"). The SGSN detects that it is an intra SGSN routeing area update by noticing that it also handles the old RA. In this case, the SGSN has the necessary information about the MS and there is no need to inform the GGSNs or the HLR about the new MS location. A periodic RA update is always an intra SGSN routeing area update.

An MS in READY state due to anonymous access shall not perform routeing area updates for the AA MM context. If the MS has entered a new routeing area, a new Anonymous Access PDP Context Activation procedure shall be initiated. The old context is implicitly deleted upon expiry of the READY timer.

6.9.1.2.1
Intra SGSN Routeing Area Update

The Intra SGSN Routeing Area Update procedure is illustrated in Figure 6. Each step is explained in the following list.


[image: image8.wmf] 1. 

Routeing Area Update Request

 3. 

Routeing Area Update Accept

 2. Security Functions

MS

BSS

SGSN

 4. 

Routeing Area Update Complete

C1


Figure 6: Intra SGSN Routeing Area Update Procedure

1)
The MS sends a Routeing Area Update Request (old RAI, old P‑TMSI Signature, Update Type) to the SGSN. Update Type shall indicate RA update or periodic RA update. The BSS shall add the Cell Global Identity including the RAC and LAC of the cell where the message was received before passing the message to the SGSN, see GSM 08.18.

2)
Security functions may be executed. These procedures are defined in subclause "Security Function".

3)
The SGSN validates the MS's presence in the new RA. If due to regional subscription restrictions the MS is not allowed to be attached in the RA, or if subscription checking fails, then the SGSN rejects the routeing area update with an appropriate cause. If all checks are successful then the SGSN updates the MM context for the MS. A new P‑TMSI may be allocated. A Routeing Area Update Accept (P‑TMSI, P‑TMSI Signature) is returned to the MS.

4)
If P‑TMSI was reallocated, the MS acknowledges the new P‑TMSI with Routeing Area Update Complete (P‑TMSI).

If the routeing area update procedure fails a maximum allowable number of times, or if the SGSN returns a Routeing Area Update Reject (Cause) message, the MS shall enter IDLE state.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Routing_Area_Update
6.9.1.2.2
Inter SGSN Routeing Area Update

The Inter SGSN Routeing Area Update procedure is illustrated in Figure 7. Each step is explained in the following list.
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Figure 7: Inter SGSN Routeing Area Update Procedure

1)
The MS sends a Routeing Area Update Request (old RAI, old P‑TMSI Signature, Update Type) to the new SGSN. Update Type shall indicate RA update or periodic RA update. The BSS shall add the Cell Global Identity including the RAC and LAC of the cell where the message was received before passing the message to the SGSN.

2)
The new SGSN sends SGSN Context Request (old RAI, TLLI, old P‑TMSI Signature, New SGSN Address) to the old SGSN to get the MM and PDP contexts for the MS. The old SGSN validates the old P‑TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN. This should initiate the security functions in the new SGSN. If the security functions authenticate the MS correctly, the new SGSN shall send an SGSN Context Request (old RAI, TLLI, MS Validated, New SGSN Address) message to the old SGSN. MS Validated indicates that the new SGSN has authenticated the MS. If the old P‑TMSI Signature was valid or if the new SGSN indicates that it has authenticated the MS, the old SGSN responds with SGSN Context Response (MM Context, PDP Contexts, LLC Ack). If the MS is not known in the old SGSN, the old SGSN responds with an appropriate error cause. The old SGSN stores New SGSN Address, to allow the old SGSN to forward data packets to the new SGSN. LLC Ack contains the acknowledgements for each LLC connection used by the MS. Each PDP Context includes the GTP sequence number for the next downlink N‑PDU to be sent to the MS and the GTP sequence number for the next uplink N‑PDU to be tunnelled to the GGSN. The old SGSN starts a timer and stops the transmission of N-PDUs to the MS.

3)
Security functions may be executed. These procedures are defined in subclause "Security Function". Ciphering mode shall be set if ciphering is supported.

4)
The new SGSN sends an SGSN Context Acknowledge message to the old SGSN. This informs the old SGSN that the new SGSN is ready to receive data packets belonging to the activated PDP contexts. The old SGSN marks in its context that the MSC/VLR association and the information in the GGSNs and the HLR are invalid. This triggers the MSC/VLR, the GGSNs, and the HLR to be updated if the MS initiates a routeing area update procedure back to the old SGSN before completing the ongoing routeing area update procedure. If the security functions do not authenticate the MS correctly, then the routing area update shall be rejected, and the new SGSN shall send a reject indication to the old SGSN. The old SGSN shall continue as if the SGSN Context Request was never received.

5)
The old SGSN duplicates the buffered N‑PDUs and starts tunnelling them to the new SGSN. Additional N‑PDUs received from the GGSN before the timer described in step 2 expires are also duplicated and tunnelled to the new SGSN. N‑PDUs that were already sent to the MS in acknowledged mode and that are not yet acknowledged by the MS are tunnelled together with the number of the LLC frame that transferred the last segment of the N‑PDU. No N‑PDUs shall be forwarded to the new SGSN after expiry of the timer described in step 2.

6)
The new SGSN sends Update PDP Context Request (new SGSN Address, TID, QoS Negotiated) to the GGSNs concerned. The GGSNs update their PDP context fields and return Update PDP Context Response (TID).

7)
The new SGSN informs the HLR of the change of SGSN by sending Update Location (SGSN Number, SGSN Address, IMSI) to the HLR.

8)
The HLR sends Cancel Location (IMSI, Cancellation Type) to the old SGSN with Cancellation Type set to Update Procedure. If the timer described in step 2 is not running, then the old SGSN removes the MM and PDP contexts. Otherwise, the contexts are removed only when the timer expires. This allows the old SGSN to complete the forwarding of N‑PDUs. It also ensures that the MM and PDP contexts are kept in the old SGSN in case the MS initiates another inter SGSN routeing area update before completing the ongoing routeing area update to the new SGSN. The old SGSN acknowledges with Cancel Location Ack (IMSI).

9)
The HLR sends Insert Subscriber Data (IMSI, GPRS subscription data) to the new SGSN. The new SGSN validates the MS's presence in the (new) RA. If due to regional subscription restrictions the MS is not allowed to be attached in the RA, the SGSN rejects the Routeing Area Update Request with an appropriate cause, and may return an Insert Subscriber Data Ack (IMSI, SGSN Area Restricted) message to the HLR. If all checks are successful then the SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to the HLR.

10)
The HLR acknowledges the Update Location by sending Update Location Ack (IMSI) to the new SGSN.

11)
The new SGSN validates the MS's presence in the new RA. If due to roaming restrictions the MS is not allowed to be attached in the SGSN, or if subscription checking fails, then the new SGSN rejects the routeing area update with an appropriate cause. If all checks are successful then the new SGSN constructs MM and PDP contexts for the MS. A logical link is established between the new SGSN and the MS. The new SGSN responds to the MS with Routeing Area Update Accept (P‑TMSI, LLC Ack, P‑TMSI Signature). LLC Ack contains the acknowledgements for each LLC connection used by the MS, thereby confirming all mobile-originated N‑PDUs successfully transferred before the start of the update procedure.

12)
The MS acknowledges the new P‑TMSI with a Routeing Area Update Complete (P‑TMSI, LLC Ack). LLC Ack contains the acknowledgements for each LLC connection used by the MS, thereby confirming all mobile-terminated N‑PDUs successfully transferred before the start of the update procedure. If LLC Ack confirms reception of N‑PDUs that were forwarded from the old SGSN, then these N‑PDUs shall be discarded by the new SGSN. LLC and SNDCP in the MS are reset.

In the case of a rejected routeing area update operation, due to regional subscription or roaming restrictions, the new SGSN shall not construct an MM context. A reject shall be returned to the MS with an appropriate cause. The MS shall not re-attempt a routeing area update to that RA. The RAI value shall be deleted when the MS is powered-up.

If the SGSN is unable to update the PDP context in one or more GGSNs, then the SGSN shall deactivate the corresponding PDP contexts as described in subclause "PDP Context Deactivation Initiated by SGSN Procedure". This shall not cause the SGSN to reject the routeing area update.

If the timer described in step 2 expires and no Cancel Location (IMSI) was received from the HLR, then the old SGSN shall stop forwarding N-PDUs to the new SGSN.

If the routeing area update procedure fails a maximum allowable number of times, or if the SGSN returns a Routeing Area Update Reject (Cause) message, the MS shall enter IDLE state.
Optional CAMEL interaction:
C1) CAMEL_GPRS_SGSN_Context_Acknowledge
C2) CAMEL_GPRS_Routing_Area_Update
6.9.1.3
Combined RA / LA Update Procedure

A combined RA / LA update takes place in network operation mode I when the MS enters a new RA or when a GPRS-attached MS performs IMSI attach. The MS sends a Routeing Area Update Request indicating that an LA update may also need to be performed, in which case the SGSN forwards the LA update to the VLR. This concerns only idle mode (see GSM 03.22), as no combined RA / LA updates are performed during a CS connection.

6.9.1.3.1
Combined Intra SGSN RA / LA Update

The Combined RA / LA Update (intra SGSN) procedure is illustrated in Figure 8. Each step is explained in the following list.
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Figure 8: Combined RA / LA Update in the Case of Intra SGSN RA Update Procedure

1)
The MS sends a Routeing Area Update Request (old RAI, old P‑TMSI Signature, Update Type) to the SGSN. Update Type shall indicate combined RA / LA update, or, if the MS wants to perform an IMSI attach, combined RA / LA update with IMSI attach requested. The BSS shall add the Cell Global Identity including the RAC and LAC of the cell where the message was received before passing the message to the SGSN.

2)
Security functions may be executed. This procedure is defined in subclause "Security Function".

3)
If the association has to be established, if Update Type indicates combined RA / LA update with IMSI attach requested, or if the LA changed with the routeing area update, then the SGSN sends a Location Update Request (new LAI, IMSI, SGSN Number, Location Update Type) to the VLR. Location Update Type shall indicate IMSI attach if Update Type in step 1 indicated combined RA / LA update with IMSI attach requested. Otherwise, Location Update Type shall indicate normal location update. The VLR number is translated from the RAI via a table in the SGSN. The VLR creates or updates the association with the SGSN by storing SGSN Number.

4)
If the subscriber data in the VLR is marked as not confirmed by the HLR, then the new VLR informs the HLR. The HLR cancels the data in the old VLR and inserts subscriber data in the new VLR (this signalling is not modified from existing GSM signalling and is included here for illustrative purposes):

a)
The new VLR sends an Update Location (new VLR) to the HLR.

b)
The HLR cancels the data in the old VLR by sending Cancel Location (IMSI) to the old VLR.

c)
The old VLR acknowledges with Cancel Location Ack (IMSI).

d)
The HLR sends Insert Subscriber Data (IMSI, GSM subscriber data) to the new VLR.

e)
The new VLR acknowledges with Insert Subscriber Data Ack (IMSI).

f)
The HLR responds with Update Location Ack (IMSI) to the new VLR.

5)
The new VLR allocates a new VLR TMSI and responds with Location Update Accept (VLR TMSI) to the SGSN. VLR TMSI is optional if the VLR has not changed.

6)
The SGSN validates the MS's presence in the new RA. If due to regional subscription restrictions the MS is not allowed to be attached in the RA, or if subscription checking fails, then the SGSN rejects the routeing area update with an appropriate cause. If all checks are successful then the SGSN updates the MM context for the MS. A new P‑TMSI may be allocated. The SGSN responds to the MS with Routeing Area Update Accept (P‑TMSI, VLR TMSI, P‑TMSI Signature).

7)
If a new P-TMSI or VLR TMSI was received, then the MS confirms the reallocation of the TMSIs by sending Routeing Area Update Complete (P‑TMSI, VLR TMSI) message to the SGSN.

8)
The SGSN sends TMSI Reallocation Complete (VLR TMSI) to the VLR if the VLR TMSI is confirmed by the MS.

If the routeing area update procedure fails a maximum allowable number of times, or if the SGSN returns a Routeing Area Update Reject (Cause) message, the MS shall enter IDLE state.

If the Location Update Accept message indicates a reject, then this should be indicated to the MS, and the MS shall not access non-GPRS services until a successful Location Update is performed.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Routing_Area_Update
6.9.1.3.2
Combined Inter SGSN RA / LA Update

The Combined RA / LA Update (inter SGSN) procedure is illustrated in Figure 9. Each step is explained in the following list.
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Figure 9: Combined RA / LA Update in the Case of Inter SGSN RA Update Procedure

1)
The MS sends a Routeing Area Update Request (old RAI, old P‑TMSI Signature, Update Type) to the new SGSN. Update Type shall indicate combined RA / LA update, or, if the MS wants to perform an IMSI attach, combined RA / LA update with IMSI attach requested. The BSS shall add the Cell Global Identity including the RAC and LAC of the cell where the message was received before passing the message to the SGSN.

2)
The new SGSN sends SGSN Context Request (old RAI, TLLI, old P‑TMSI Signature, New SGSN Address) to the old SGSN to get the MM and PDP contexts for the MS. The old SGSN validates the old P‑TMSI Signature and responds with an appropriate error cause if it does not match the value stored in the old SGSN. This should initiate the security functions in the new SGSN. If the security functions authenticate the MS correctly, the new SGSN shall send an SGSN Context Request (old RAI, TLLI, MS Validated, New SGSN Address) message to the old SGSN. MS Validated indicates that the new SGSN has authenticated the MS. If the old P‑TMSI Signature was valid or if the new SGSN indicates that it has authenticated the MS, the old SGSN responds with SGSN Context Response (MM Context, PDP Contexts, LLC Ack). If the MS is not known in the old SGSN, the old SGSN responds with an appropriate error cause. The old SGSN stores New SGSN Address until the old MM context is cancelled, to allow the old SGSN to forward data packets to the new SGSN. LLC Ack contains the acknowledgements for each LLC connection used by the MS. Each PDP Context includes the GTP sequence number for the next downlink N‑PDU to be sent to the MS and the GTP sequence number for the next uplink N‑PDU to be tunnelled to the GGSN. The old SGSN starts a timer and stops the downlink transfer.

3)
Security functions may be executed. These procedures are defined in subclause "Security Function". Ciphering mode shall be set if ciphering is supported.

4)
The new SGSN sends an SGSN Context Acknowledge message to the old SGSN. This informs the old SGSN that the new SGSN is ready to receive data packets belonging to the activated PDP contexts. The old SGSN marks in its context that the MSC/VLR association and the information in the GGSNs and the HLR are invalid. This triggers the MSC/VLR, the GGSNs, and the HLR to be updated if the MS initiates a routeing area update procedure back to the old SGSN before completing the ongoing routeing area update procedure. If the security functions do not authenticate the MS correctly, then the routing area update shall be rejected, and the new SGSN shall send a reject indication to the old SGSN. The old SGSN shall continue as if the SGSN Context Request was never received.

5)
The old SGSN duplicates the buffered N‑PDUs and starts tunnelling them to the new SGSN. Additional N‑PDUs received from the GGSN before the timer described in step 2 expires are also duplicated and tunnelled to the new SGSN. N‑PDUs that were already sent to the MS in acknowledged mode and that are not yet acknowledged by the MS are tunnelled together with the number of the LLC frame that transferred the last segment of the N‑PDU. No N‑PDUs shall be forwarded to the new SGSN after expiry of the timer described in step 2.

6)
The new SGSN sends Update PDP Context Request (new SGSN Address, TID, QoS Negotiated) to the GGSNs concerned. The GGSNs update their PDP context fields and return an Update PDP Context Response (TID).

7)
The new SGSN informs the HLR of the change of SGSN by sending Update Location (SGSN Number, SGSN Address, IMSI) to the HLR.

8)
The HLR sends Cancel Location (IMSI, Cancellation Type) to the old SGSN with Cancellation Type set to Update Procedure. If the timer described in step 2 is not running, then the old SGSN removes the MM and PDP contexts. Otherwise, the contexts are removed only when the timer expires. This allows the old SGSN to complete the forwarding of N‑PDUs. It also ensures that the MM and PDP contexts are kept in the old SGSN in case the MS initiates another inter SGSN routeing area update before completing the ongoing routeing area update to the new SGSN. The old SGSN acknowledges with Cancel Location Ack (IMSI).

9)
The HLR sends Insert Subscriber Data (IMSI, GPRS subscription data) to the new SGSN. The new SGSN validates the MS's presence in the (new) RA. If due to regional subscription restrictions the MS is not allowed to be attached in the RA, the SGSN rejects the Routeing Area Upate Request with an appropriate cause, and may return an Insert Subscriber Data Ack (IMSI, SGSN Area Restricted) message to the HLR. If all checks are successful then the SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to the HLR.

10)
The HLR acknowledges the Update Location by sending Update Location Ack (IMSI) to the new SGSN.

11)
If the association has to be established, if Update Type indicates combined RA / LA update with IMSI attach requested, or if the LA changed with the routeing area update, then the new SGSN sends a Location Update Request (new LAI, IMSI, SGSN Number, Location Update Type) to the VLR. Location Update Type shall indicate IMSI attach if Update Type in step 1 indicated combined RA / LA update with IMSI attach requested. Otherwise, Location Update Type shall indicate normal location update. The VLR number is translated from the RAI via a table in the SGSN. The SGSN starts the location update procedure towards the new MSC/VLR upon receipt of the first Insert Subscriber Data message from the HLR in step 9). The VLR creates or updates the association with the SGSN by storing SGSN Number.

12)
If the subscriber data in the VLR is marked as not confirmed by the HLR, the new VLR informs the HLR. The HLR cancels the old VLR and inserts subscriber data in the new VLR (this signalling is not modified from existing GSM signalling and is included here for illustrative purposes):

a)
The new VLR sends an Update Location (new VLR) to the HLR.

b)
The HLR cancels the data in the old VLR by sending Cancel Location (IMSI) to the old VLR.

c)
The old VLR acknowledges with Cancel Location Ack (IMSI).

d)
The HLR sends Insert Subscriber Data (IMSI, GSM subscriber data) to the new VLR.

e)
The new VLR acknowledges with Insert Subscriber Data Ack (IMSI).

f)
The HLR responds with Update Location Ack (IMSI) to the new VLR.

13)
The new VLR allocates a new TMSI and responds with Location Update Accept (VLR TMSI) to the SGSN. VLR TMSI is optional if the VLR has not changed.

14)
The new SGSN validates the MS's presence in the new RA. If due to roaming restrictions the MS is not allowed to be attached in the SGSN, or if subscription checking fails, then the SGSN rejects the routeing area update with an appropriate cause. If all checks are successful then the new SGSN establishes MM and PDP contexts for the MS. A logical link is established between the new SGSN and the MS. The new SGSN responds to the MS with Routeing Area Update Accept (P‑TMSI, VLR TMSI, LLC Ack, P‑TMSI Signature). LLC Ack contains the acknowledgements for each LLC connection used by the MS, thereby confirming all mobile-originated N‑PDUs successfully transferred before the start of the update procedure.

15)
The MS confirms the reallocation of the TMSIs by sending Routeing Area Update Complete (P‑TMSI, VLR TMSI, LLC Ack) to the SGSN. LLC Ack contains the acknowledgements for each LLC connection used by the MS, thereby confirming all mobile-terminated N‑PDUs successfully transferred before the start of the update procedure. If LLC Ack confirms reception of N‑PDUs that were forwarded from the old SGSN, then these N‑PDUs shall be discarded by the new SGSN. LLC and SNDCP in the MS are reset.

16)
The new SGSN sends TMSI Reallocation Complete (VLR TMSI) to the new VLR if the VLR TMSI is confirmed by the MS.

In the case of a rejected routeing area update operation, due to regional subscription or roaming restrictions, the new SGSN shall not construct an MM context. A reject shall be returned to the MS with an appropriate cause. The MS shall not re-attempt a routeing area update to that RA. The RAI value shall be deleted when the MS is powered-up.

If the SGSN is unable to update the PDP context in one or more GGSNs, then the SGSN shall deactivate the corresponding PDP contexts as described in subclause "PDP Context Deactivation Initiated by SGSN Procedure". This shall not cause the SGSN to reject the routeing area update.

If the routeing area update procedure fails a maximum allowable number of times, or if the SGSN returns a Routeing Area Update Reject (Cause) message, the MS shall enter IDLE state.

If the timer described in step 2 expires and no Cancel Location (IMSI) was received from the HLR, then the old SGSN shall stop forwarding N-PDUs to the new SGSN.

If the Location Update Accept message indicates a reject, then this should be indicated to the MS, and the MS shall not access non-GPRS services until a successful location update is performed.
Optional CAMEL interaction:

C1) CAMEL_GPRS_SGSN_Context_Acknowleldge
C2) CAMEL_GPRS_Routing_Area_Update
6.9.1.4
Periodic RA and LA Updates

All GPRS-attached ..

6.10
Subscriber Management Function

The Subscriber Management function provides a mechanism to inform the GPRS nodes about changes of the GPRS subscription data for a specific GPRS subscriber.

:

:

6.11
Classmark Handling

To support ...

:

:

7
Network Management Functionality

The Network Management function provides mechanisms to support O&M functions related to GPRS.

8
Radio Resource Functionality

:

:

9
Packet Routeing and Transfer Functionality

9.1
Definition of Packet Data Protocol States

A PTP GPRS subscription contains ..

9.2
PDP Context Activation, Modification, and Deactivation Functions

These functions ..

9.2.1
Static and Dynamic PDP Addresses

PDP addresses ..

9.2.2
Activation Procedures

9.2.2.1
PDP Context Activation Procedure

The PDP Context Activation procedure is illustrated in Figure 10. Each step is explained in the following list.
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Figure 10: PDP Context Activation Procedure

1)
The MS sends an Activate PDP Context Request (NSAPI, TI, PDP Type, PDP Address, Access Point Name, QoS Requested, PDP Configuration Options) message to the SGSN. The MS shall use PDP Address to indicate whether it requires the use of a static PDP address or whether it requires the use of a dynamic PDP address. The MS shall leave PDP Address empty to request a dynamic PDP address. The MS may use Access Point Name to select a reference point to a certain external network. Access Point Name is a logical name referring to the external packet data network that the subscriber wishes to connect to. QoS Requested indicates the desired QoS profile. PDP Configuration Options may be used to request optional PDP parameters from the GGSN (see GSM 09.60). PDP Configuration Options is sent transparently through the SGSN.

2)
Security functions may be executed. These procedures are defined in subclause "Security Function".

3)
The SGSN validates the Activate PDP Context Request using PDP Type (optional), PDP Address (optional), and Access Point Name (optional) provided by the MS and the PDP context subscription records. The validation criteria, the APN selection criteria, and the mapping from APN to a GGSN are described in annex A.


If no GGSN address can be derived or if the SGSN has determined that the Activate PDP Context Request is not valid according to the rules described in annex A, then the SGSN rejects the PDP context activation request.


If a GGSN address can be derived, the SGSN creates a TID for the requested PDP context by combining the IMSI stored in the MM context with the NSAPI received from the MS. If the MS requests a dynamic address, then the SGSN lets a GGSN allocate the dynamic address. The SGSN may restrict the requested QoS attributes given its capabilities, the current load, and the subscribed QoS profile. The SGSN sends a Create PDP Context Request (PDP Type, PDP Address, Access Point Name, QoS Negotiated, TID, Selection Mode, PDP Configuration Options) message to the affected GGSN. Access Point Name shall be the APN Network Identifier of the APN selected according to the procedure described in annex A. PDP Address shall be empty if a dynamic address is requested. The GGSN may use Access Point Name to find an external network. Selection Mode indicates whether a subscribed APN was selected, or whether a non-subscribed APN sent by MS or a non-subscribed APN chosen by SGSN was selected. Selection Mode is set according to annex A. The GGSN may use Selection Mode when deciding whether to accept or reject the PDP context activation. For example, if an APN requires subscription, then the GGSN is configured to accept only the PDP context activation that requests a subscribed APN as indicated by the SGSN with Selection Mode. The GGSN creates a new entry in its PDP context table and generates a Charging Id. The new entry allows the GGSN to route PDP PDUs between the SGSN and the external PDP network, and to start charging. The GGSN may further restrict QoS Negotiated given its capabilities and the current load. The GGSN then returns a Create PDP Context Response (TID, PDP Address, BB Protocol, Reordering Required, PDP Configuration Options, QoS Negotiated, Charging Id, Cause) message to the SGSN. PDP Address is included if the GGSN allocated a PDP address. BB Protocol indicates whether TCP or UDP shall be used to transport user data on the backbone network between the SGSN and GGSN. Reordering Required indicates whether the SGSN shall reorder N‑PDUs before delivering the N‑PDUs to the MS. PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the MS. These optional PDP parameters may be requested by the MS in the Activate PDP Context Request message, or may be sent unsolicited by the GGSN. PDP Configuration Options is sent transparently through the SGSN. The Create PDP Context messages are sent over the GPRS backbone network.


If QoS Negotiated received from the SGSN is incompatible with the PDP context being activated (e.g., the reliability class is insufficient to support the PDP type), then the GGSN rejects the Create PDP Context Request message. The compatible QoS profiles are configured by the GGSN operator.

4)
The SGSN inserts the NSAPI along with the GGSN address in its PDP context. If the MS has requested a dynamic address, the PDP address received from the GGSN is inserted in the PDP context. The SGSN selects Radio Priority based on QoS Negotiated, and returns an Activate PDP Context Accept (PDP Type, PDP Address, TI, QoS Negotiated, Radio Priority, PDP Configuration Options) message to the MS. The SGSN is now able to route PDP PDUs between the GGSN and the MS, and to start charging.

For each PDP Address a different quality of service (QoS) profile may be requested. For example, some PDP addresses may be associated with E-mail that can tolerate lengthy response times. Other applications cannot tolerate delay and demand a very high level of throughput, interactive applications being one example. These different requirements are reflected in the QoS profile. The QoS profile is defined in subclause "Quality of Service Profile". If a QoS requirement is beyond the capabilities of a PLMN, the PLMN negotiates the QoS profile as close as possible to the requested QoS profile. The MS either accepts the negotiated QoS profile, or deactivates the PDP context.

After an SGSN has successfully updated the GGSN, the PDP contexts associated with an MS is distributed as shown in clause "Information Storage".

If the PDP context activation procedure fails or if the SGSN returns an Activate PDP Context Reject (Cause, PDP Configuration Options) message, then the MS may attempt another activation to the same APN up to a maximum number of attempts.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Activate_PDP_Context

C2) CAMEL_GPRS_SGSN_Create_PDP_Context
9.2.2.2
Network-Requested PDP Context Activation Procedure

The Network-Requested PDP Context Activation procedure allows the GGSN to initiate the activation of a PDP context. When receiving a PDP PDU the GGSN checks if a PDP context is established for that PDP address. If no PDP context has been previously established the GGSN may try to deliver the PDP PDU by initiating the Network-Requested PDP Context Activation procedure. The criteria used by the GGSN to determine whether trying to deliver the PDP PDU to the MS may be based on subscription information and are outside the scope of GPRS standardisation.

To support Network-Requested PDP Context Activation the GGSN has to have static PDP information about the PDP address. To determine whether Network-Requested PDP Context Activation is supported for a PDP address the GGSN checks if there is static PDP information for that PDP address.

Once these checks have been performed the GGSN may initiate the Network-Requested PDP Context Activation procedure.

The network operator may implement the following techniques to prevent unnecessary enquires to the HLR:

-
Implementation of the Mobile station Not Reachable for GPRS flag (MNRG) technique in GGSN, SGSN, and HLR (see subclause "Unsuccessful Network-Requested PDP Context Activation Procedure").

-
The GGSN may reject or discard PDP PDUs after a previous unsuccessful delivery attempt. This systematic rejection of PDP PDUs would be performed during a certain time after the unsuccessful delivery.

-
The GGSN may store the address of the SGSN with which the GGSN established the last PDP context. This would prevent an enquiry to the HLR. This SGSN address would be considered as valid during a certain time.

9.2.2.2.1
Successful Network-Requested PDP Context Activation Procedure

The Successful Network-Requested PDP Context Activation procedure is illustrated in Figure 11. Each step is explained in the following list.




Figure 11: Successful Network-Requested PDP Context Activation Procedure

1)
When receiving a PDP PDU the GGSN determines if the Network-Requested PDP Context Activation procedure has to be initiated. The GGSN may store subsequent PDUs received for the same PDP address.

2)
The GGSN may send a Send Routeing Information for GPRS (IMSI) message to the HLR. If the HLR determines that the request can be served, it returns a Send Routeing Information for GPRS Ack (IMSI, SGSN Address, Mobile Station Not Reachable Reason) message to the GGSN. The Mobile Station Not Reachable Reason parameter is included if the MNRG flag is set in the HLR. The Mobile Station Not Reachable Reason parameter indicates the reason for the setting of the MNRG flag as stored in the MNRR record (see GSM 03.40). If the MNRR record indicates a reason other than 'No Paging Response', the HLR shall include the GGSN number in the GGSN‑list of the subscriber.


If the HLR determines that the request cannot be served (e.g., IMSI unknown in HLR), the HLR shall send a Send Routeing Information for GPRS Ack (IMSI, MAP Error Cause) message. Map Error Cause indicates the reason for the negative response.

3)
If the SGSN address is present and either Mobile Station Not Reachable Reason is not present or Mobile Station Not Reachable Reason indicates 'No Paging Response', the GGSN shall send a PDU Notification Request (IMSI, PDP Type, PDP Address) message to the SGSN indicated by the HLR. Otherwise, the GGSN shall set the MNRG flag for that MS. The SGSN returns a PDU Notification Response (Cause) message to the GGSN in order to acknowledge that it shall request the MS to activate the PDP context indicated with PDP Address.

4)
The SGSN sends a Request PDP Context Activation (TI, PDP Type, PDP Address) message to request the MS to activate the indicated PDP context.

5)
The PDP context is activated with the PDP Context Activation procedure (see subclause "PDP Context Activation Procedure").

9.2.2.2.2
Unsuccessful Network-Requested PDP Context Activation Procedure

If the ..

9.2.2.3
Anonymous Access PDP Context Activation Procedure

The MS ..

9.2.3
Modification Procedures

An SGSN can decide, possibly triggered by the HLR as explained in subclause "Insert Subscriber Data Procedure", to modify parameters that were negotiated during an activation procedure for one or several PDP contexts. The following parameters can be modified:

-
QoS Negotiated; and

-
Radio Priority.

The SGSN has several means to inform the MS of such a modification:

-
send a separate Modify PDP Context Request message to the MS; or

-
piggyback the modification information on a mobility management signalling exchange, e.g., routeing area update.

9.2.3.1
PDP Context Modification Procedure

The PDP Context Modification procedure is illustrated in Figure 12. Each step is explained in the following list.
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Figure 12: PDP Context Modification Procedure

1)
The SGSN may send an Update PDP Context Request (TID, QoS Negotiated) message to the GGSN. If QoS Negotiated received from the SGSN is incompatible with the PDP context being modified (e.g., the reliability class is insufficient to support the PDP type), then the GGSN rejects the Update PDP Context Request. The compatible QoS profiles are configured by the GGSN operator.

2)
The GGSN may restrict QoS Negotiated given its capabilities and the current load. The GGSN stores QoS Negotiated and returns an Update PDP Context Response (TID, QoS Negotiated) message.

3)
The SGSN sends a Modify PDP Context Request (TI, QoS Negotiated, Radio Priority) message to the MS.

4)
The MS acknowledges by returning a Modify PDP Context Accept message. If the MS does not accept the new QoS Negotiated it shall de-activate the PDP context with the PDP Context Deactivation Initiated by MS procedure.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Modify_PDP_Context
9.2.4
Deactivation Procedures

9.2.4.1
PDP Context Deactivation Initiated by MS Procedure

The PDP Context Deactivation Initiated by MS procedure is illustrated in Figure 13. Each step is explained in the following list.
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Figure 13: PDP Context Deactivation Initiated by MS Procedure

1)
The MS sends a Deactivate PDP Context Request (TI) message to the SGSN.

2)
Security functions may be executed. These procedures are defined in subclause "Security Function".

3)
The SGSN sends a Delete PDP Context Request (TID) message to the GGSN. The GGSN removes the PDP context and returns a Delete PDP Context Response (TID) message to the SGSN. If the MS was using a dynamic PDP address, then the GGSN releases this PDP address and makes it available for subsequent activation by other MSs. The Delete PDP Context messages are sent over the GPRS backbone network.

4)
The SGSN returns a Deactivate PDP Context Accept (TI) message to the MS.

At GPRS detach, all PDP contexts for the MS are implicitly deactivated.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Deactivate_PDP_Context
9.2.4.2
PDP Context Deactivation Initiated by SGSN Procedure

The PDP Context Deactivation Initiated by SGSN procedure is illustrated in Figure 14. Each step is explained in the following list.
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Figure 14: PDP Context Deactivation Initiated by SGSN Procedure

1)
The SGSN sends a Delete PDP Context Request (TID) message to the GGSN. The GGSN removes the PDP context and returns a Delete PDP Context Response (TID) message to the SGSN. If the MS was using a dynamic PDP address, then the GGSN releases this PDP address and makes it available for subsequent activation by other MSs. The Delete PDP Context messages are sent over the GPRS backbone network. The SGSN may not wait for the response from the GGSN before sending the Deactivate PDP Context Request message.

2)
The SGSN sends a Deactivate PDP Context Request (TI) message to the MS. The MS removes the PDP context and returns a Deactivate PDP Context Accept (TI) message to the SGSN.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Delete PDP_Context_Request
9.2.4.3
PDP Context Deactivation Initiated by GGSN Procedure

The PDP Context Deactivation Initiated by GGSN procedure is illustrated in Figure 15. Each step is explained in the following list.
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Figure 15: PDP Context Deactivation Initiated by GGSN Procedure

1)
The GGSN sends a Delete PDP Context Request (TID) message to the SGSN.

2)
The SGSN sends a Deactivate PDP Context Request (TI) message to the MS. The MS removes the PDP context and returns a Deactivate PDP Context Accept (TI) message to the SGSN.

3)
The SGSN returns a Delete PDP Context Response (TID) message to the GGSN. If the MS was using a dynamic PDP address, then the GGSN releases this PDP address and makes it available for subsequent activation by other MSs. The Delete PDP Context messages are sent over the GPRS backbone network. The SGSN may not wait for the response from the MS before sending the Delete PDP Context Response message.
Optional CAMEL interaction:

C1) CAMEL_GPRS_Delete PDP_Context_Request
9.2.4.4
Anonymous Access PDP Context Deactivation Initiated by MS Procedure

The MS ..

9.2.4.5
Anonymous Access PDP Context Deactivation Initiated by GGSN Procedure

If  the .. 

9.3
Packet Routeing and Transfer Function

The packet ..

9.4
Relay Function

The ..

9.5
Packet Terminal Adaptation Function

The Packet ..

9.6
Encapsulation Function

GPRS transparently ..

10
Message Screening Functionality

This screening mechanism may be performed by routers and firewalls, and performs the selection of which packets to allow and which to deny.

Only network-controlled message screening shall be supported. Network-controlled screening is used to protect the GPRS network from known security problems, and the screening provided by a certain PLMN is applied independently of the MS user. Network-controlled screening is outside the scope of GPRS standardisation.

11
Compatibility Issues

Non-GPRS MSs in GSM PLMNs that support GPRS shall, without changes, be able to continue operation.

GSM PLMNs that do not support GPRS shall, without changes, be able to continue interworking with GSM PLMNs that do support GPRS.

A GPRS ME shall be able to access GPRS services with GPRS-aware SIMs, and with SIMs that are not GPRS-aware. A GPRS-aware SIM is able to store information in the elementary files EFKcGPRS and EFLOCIGPRS ,as defined in GSM 11.11 [28].

12
Transmission

12.1
Transmission Modes

The GTP, LLC, ..
13
Information Storage

This clause describes information storage structures required for GPRS, and the recovery and restoration procedures needed to maintain service if inconsistencies in databases occur and at lost or invalid database information.

:

:

13.6
Recovery and Restoration Procedures

The recovery and restoration procedures are intended to maintain service if inconsistencies in databases occur and at lost or invalid database information. "Invalid" in this context means that the database entry cannot be regarded as reliable.

13.6.1
HLR Failure

When an HLR restarts, it sends to each SGSN where one or more of its MSs are registered a Reset message. This causes the SGSN to mark the relevant MM contexts as invalid, and to set NGAF if an SGSN – MSC/VLR association exists. After receipt of the first valid LLC frame from a marked MS, the SGSN performs an update location to the HLR as in the attach or inter SGSN RA update procedures, and, if NGAF is set, the procedure in subclause "Non-GPRS Alert" is followed. The update location procedure and the procedure towards the MSC/VLR may be delayed by the SGSN for a maximum operator configuration-depending time period to avoid high signalling load. The periodic back-up of HLR data to non-volatile storage is mandatory as described in GSM 03.07 [5].

13.6.2
SGSN Failure

When an SGSN fails, it deletes all MM and PDP contexts affected by the failure. SGSN storage of subscriber data is volatile. Based on configuration data, the SGSN shall send a Reset message to each of its associated VLRs. The VLRs shall mark all associations containing the restarted SGSN as unreliable.
In case of optional CAMEL interaction the failing SGSN shall invoke the CAMEL_GPRS_exception_procedure towards SCFs.
If data or signalling, except GPRS attach and RA update, is received in an SGSN from an MS for which no MM context exists in the SGSN, the SGSN shall discard the data or signalling.

If an RA update request is received in an SGSN from an MS for which no MM context exists in the SGSN, the SGSN shall command the MS to make a new GPRS attach and PDP context activations. The MS requests the re-activation of the PDP contexts with the same NSAPI value per PDP address as in the previous connection. This re-activates the MM and PDP contexts in the SGSN and GGSN.

When the SGSN receives a tunnel PDU for which no PDP context exists it discards the tunnel PDU and sends an error indication to the originating GGSN. The GGSN marks the related PDP context as invalid. The SGSN may search the MS by paging with the IMSI in the SGSN area if there is no MM context for the MS. When the MS responds to paging, the MM and PDP contexts at SGSN and GGSN are re-established as at a mobile-originated transaction described above.

When the SGSN receives a mobile-terminated SM from the SMS-GMSC for an IMSI unknown in the SGSN, it rejects the request.

When the SGSN receives a Paging request over the Gs interface for an IMSI unknown in the SGSN and the SGSN has not completed recovery (see GSM 03.07), then the SGSN shall page for the MS in the area specified by the location information provided by the MSC/VLR. If no such location information is provided, then the SGSN shall page for the MS in the routeing areas corresponding to that MSC/VLR.

13.6.3
GGSN Failure

When a GGSN fails, all its PDP contexts affected by the failure become invalid and may be deleted. GGSN storage of subscriber data is volatile.

When the GGSN receives a tunnel PDU for which no PDP context exists, it shall discard the tunnel PDU and return an error indication to the originating SGSN. The SGSN shall mark the related PDP context as invalid and send a Deactivate PDP Context Request message to the MS. The MS may then reactivate the PDP context.

13.6.4
VLR Failure

When a VLR fails, all its associations with SGSNs affected by the failure become invalid and may be deleted. Based on configuration data, the MSC/VLR sends a BSSAP+ Reset message to each of its associated SGSNs. The SGSNs mark all associations containing the restarted VLR as invalid. After receipt of the first valid LLC frame from an MS that is both GPRS-attached and IMSI-attached, the SGSN shall return a Detach Request (Detach Type) message in order to request the MS to perform a combined RA / LA update. Detach Type shall be set to IMSI Detach. The detach procedure may be delayed by the SGSN for a maximum operator-configuration depending time period to avoid high signalling load.

14
Identities

:

:

15
Operational Aspects

:

:

16
Interactions with Other GSM Services

This clause describes the interaction between GPRS and the following other GSM services:

-
point-to-point Short Message Service (SMS);

-
circuit-switched Services; and

-
supplementary Services.
-
CAMEL services
16.1
Point-to-point Short Message Service

It shall be possible for a GPRS-attached MS to send and receive short messages over GPRS radio channels. An MS that is GPRS-attached and not IMSI-attached shall transfer SMs over GPRS channels. MSs that are both GPRS-attached and IMSI-attached shall transfer SMs over GPRS channels or over non-GPRS control channels (if non-GPRS control channels are used, then paging for MT SMS may go through the SGSN).

The following two subclauses define the operation of mobile-terminated and mobile-originated SMS routeing and transfer over GPRS radio channels. More detailed definitions are contained in GSM 03.40 [8].

16.1.1
Mobile-terminated SMS Transfer

Error! Reference source not found. and..

16.1.1.1
Unsuccessful Mobile-terminated SMS Transfer

The SGSN ..

.

16.1.2
Mobile-originated SMS Transfer

Figure 16 and the description below explain the steps involved in sending a SM from an MS over a GPRS radio channel.

MS   BSS  SGSN  GGSN MSC/VLR HLR SMS-IW SM-SC

|     |     |     |     |     |     |     |

|<----|---->|     |     |     |     |     | Message Transfer
1

|     |   ----    |     |     |     |     |    (SM)

|     |   |C1|    |     |     |     |     |    

|     |   ----    |     |     |     |     |    

|     |     |-----|-----|-----|---->|     | Forward Short Message
2

|     |     |     |     |     |     |     |    (SM)

|     |     |     |     |     |     |---->| Message Transfer
3

|     |     |     |     |     |     |     |    (SM)

|     |     |     |     |     |     |<----| Delivery Report
4

|     |     |     |     |     |     |     |

|     |     |<----|-----|-----|-----|     | Forward Short Message Result
5

|     |   ----    |     |     |     |     |

|     |   |C2|    |     |     |     |     |

|     |   ----    |     |     |     |     |

|<----|-----|     |     |     |     |     | Delivery Report
6

|     |     |     |     |     |     |     |

Figure 16: MO SMS Transfer, Successful

1)
The MS has a SM to send, and transfers the SM to the SGSN via RP, CP, and LLC.

2)
SGSN checks the MS subscription data, and determines that the MS is allowed to originate the SMS. SGSN forwards the SM to a SMS interworking MSC (SMS-IWMSC).

3)
SMS-IWMSC passes the SM to the addressed SM-SC.

4)
SM-SC returns a Delivery Report to the SMS-IWMSC indicating successful delivery of the SM.

5)
SMS-IWMSC returns a Forward Short Message Result message to the SGSN indicating successful delivery of the SM.

6)
SGSN returns a Delivery Report to the MS indicating successful delivery of the SM.
Optional CAMEL interaction:

C1) CAMEL_GPRS_SMS_MO_Request

C2) CAMEL_GPRS_SMS_MO_Result
16.2
Circuit-switched Services

The ability ..

16.3
Supplementary Services

Most of ..
16.4
CAMEL Services

CAMEL may be used for pre-paid charging. It may also be used for other services developed by the CAMEL service environment.

Annex A (normative):
GGSN Selection Decision Tree
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:
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