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Proposed changes to GSM 09.02 to clarify triplet re-use conditions

Background

As a result of an incident reported in an LS from MoU SG (Tdoc SMG10 98P266) it has become apparent that the conditions under which security triplets can be re-used in the VLR need to be clarified in 03.20, 09.02 and MoU PRD SE.11. 

A CR to 03.20 (Tdoc SMG10 98P301) was approved at the last SMG10 plenary and an LS to SMG3 regarding corresponding changes to 09.02 (Tdoc SMG10 98P329) was written after the meeting. However, in an LS to SMG10 (Tdoc SMG10 99P014), SMG3 expressed some concerns about the CR to 03.20 stating that they did not believe that the CR was ready for approval by SMG. It is believed that SMG3 were particularly concerned about the unclear requirements for controlling the re-use of security triples in the VLR. As a result the CRs to both 03.20 and 09.02 were withdrawn from SMG#28 and it was proposed that SMG10 and SMG3 should work in a more co-ordinated way to ensure that appropriately revised CRs to 03.20 and 09.02 are submitted to SMG#29 as one package.

SMG3 are urged to form a CR to 09.02 based on the changes suggested in this LS. The corresponding SMG10-approved CR to 03.20 is attached for information. 

It is envisaged that some changes may also be required to MoU PRD SE.11. It is hoped that this issue can be progressed in MoU SG. It is believe that further SMG input is not required.

Reason for changes

When a subscriber is barred in an HLR, a command is typically sent to cancel the registration of that subscriber in the VLR (Cancel Location). Unfortunately there is a risk that this command is not successfully delivered to the VLR. In this case the barred subscriber may continue to receive service since the VLR can use the unused triplets which it has stored to authenticate the subscriber. When the VLR runs low on unused triplets, it will request fresh triplets by sending an appropriate message to the HLR (Send Authentication Info). If the subscriber has been barred, the HLR will respond to such a request by indicating that the subscriber is unknown in the HLR (Unknown Subscriber error). 

On receipt of an Unknown Subscriber error, it is expected that the VLR would not accept any further service requests from the subscriber since it would not have any fresh triplets and would not be entitled to re-use any old triplets. Unfortunately, it is possible that some VLR implementations may misinterpret the specifications and consider the unknown subscriber response to be a system failure which entitles it to re-use old triplets. This problem is most acute for roaming subscribers, since the HPLMN has less control over the behaviour of the VPLMN’s VLRs. 

Details of change

Changes to 09.02 are required to make explicit reference to the triplet re-use conditions in 03.20. The proposed changes are believed to be the minimum necessary. If further guidance is required on the handling by the VLR of possible responses to a request for triplets, SMG10 believe that the following guide should be used:

· If the VLR is unable to establish contact with the HLR, then triplet re-use is permitted.

· If the HLR sends a positive response containing no triplets, then triplet re-use is permitted.

· If the HLR sends an error response then permission for triplet re-use depends on which of the four error cases is indicated:

· System failure: triplet re-use is permitted (09.02 does not show any handling which should trigger this user error, but it is conceivable that some implementations may use it rather than an empty response to indicate the inability of the HLR to provide triplets because of a genuine system failure);

· Unknown subscriber: triplet re-use is not permitted (subscriber entry in VLR may be deleted by the HLR through use of Cancel Location);

· Unexpected data value: triplet re-use is not permitted (VLR needs to resend correctly formatted request);

· Data missing: triplet re-use is not permitted (VLR needs to resend correctly formatted request).

The suggested changes to 09.02 v6.2.0 are as follows. The corresponding changes to v5.11.0 should also be made.

“6.5.2
MAP_SEND_AUTHENTICATION_INFO service

6.5.2.1
Definition

This service is used between the VLR and the HLR for the VLR to retrieve authentication information from the HLR. The VLR requests some sets of RAND/SRES/Kc vectors.

If the HLR cannot provide the VLR with triplets, an empty response is returned. The VLR may then re-use old authentication triplets, except when this is forbidden under the conditions given in GSM 03.20.

Security related network functions are further described in GSM 03.20.”

Annex: Approved CRs to 03.20

To be added
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