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6.10.1.1
Insert Subscriber Data Procedure

In addition to the insertion and modification of general GPRS subscription data for a GPRS subscriber, see GSM 09.02, the HLR may request the insertion or modification of one or several new or existing PDP contexts in the SGSN. It should be noted that the modification may trigger a PDP Context Modification procedure as described in subclause "Modification Procedures". In particular, the following PDP context parameters may be modified by the HLR:

-
QoS Profile Subscribed;
-
HPLMN Address Allowed; and

-
VPLMN Address Allowed.

The Insert Subscriber Data procedure is illustrated in Figure 1. Each step is explained in the following list.
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Figure 1: Insert Subscriber Data Procedure

1)
The HLR sends an Insert Subscriber Data (IMSI, GPRS Subscription Data) message to the SGSN.

2)
The SGSN updates its GPRS subscription data and acknowledges the Insert Subscriber Data message by returning an Insert Subscriber Data Ack (IMSI) message. For each PDP context that is included in GPRS Subscription Data the SGSN shall check whether it is a new, an active, or an inactive PDP context:

-
For a new or inactive PDP context, no further action is required except storage in the SGSN.

-
For an active PDP context, the SGSN shall compare the new subscription data with the old subscription data:

-
After comparing the new QoS Subscribed with QoS Negotiated the SGSN shall, if necessary, initiate a PDP Context Modification procedure as described in subclause "Modification Procedures".
-
If HPLMN Address Allowed is changed, the SGSN shall, if necessary (e.g., if the MS is roaming, if the PDP context is currently routed via a GGSN in the HPLMN, and if HPLMN Address Allowed is changed to not allowed), initiate a PDP Context Deactivation procedure as explained in subclause "Deactivation Procedures".
-
If VPLMN Address Allowed is changed, the SGSN shall, if necessary (e.g., if the PDP context is currently routed via a GGSN in the VPLMN and VPLMN Address Allowed is changed to not allowed), initiate a PDP Context Deactivation procedure as explained in subclause "Deactivation Procedures".

9.2.1
Static and Dynamic PDP Addresses

PDP addresses can be allocated to an MS in three different ways:

-
the HPLMN operator assigns a PDP address permanently to the MS (static PDP address);

-
the HPLMN operator assigns a PDP address to the MS when a PDP context is activated (dynamic HPLMN PDP address); or

-
the VPLMN operator assigns a PDP address to the MS when a PDP context is activated (dynamic VPLMN PDP address).

It is the HPLMN operator that defines in the subscription whether a dynamic HPLMN or VPLMN PDP address can be used. This is further controlled by the HPLMN Address Allowed and VPLMN Address Allowed flags in the GPRS subscription data. The default values for these flags should not be false for both of them.
For every IMSI, zero, one, or more dynamic PDP address per PDP type can be assigned. For every IMSI, zero, one, or more static PDP addresses per PDP type can be subscribed to.

When dynamic addressing is used, it is the responsibility of the GGSN to allocate and release the dynamic PDP address.

Only static PDP addressing is applicable in the network-requested PDP context activation case.

13
Information Storage

This clause describes information storage structures required for GPRS, and the recovery and restoration procedures needed to maintain service if inconsistencies in databases occur and at lost or invalid database information.

13.1
HLR

IMSI is the prime key to the GPRS subscription data stored in the HLR. There may be several sets of GPRS subscription data per IMSI. This is illustrated in Figure 2.



Figure 2: GPRS Subscription Data

As Figure 2 indicates, the GPRS subscription data is at the same level as basic services. Each PDP subscription is seen as a basic service. Supplementary services are provisioned as part of the overall subscription. Activation of SSs is either at the basic service level (SS1) or at the PDP subscription level (SS2).

Table 1 shows the GPRS subscription data contained in the HLR.

Table 1: HLR GPRS Subscription Data

Field
Description

IMSI
IMSI is the main reference key.

MSISDN
The basic MSISDN of the MS.

SGSN Number
The SS7 number of the SGSN currently serving this MS.

SGSN Address
The IP address of the SGSN currently serving this MS.

SMS Parameters
SMS-related parameters, e.g., operator-determined barring.

MS Purged for GPRS
Indicates that the MM and PDP contexts of the MS are deleted from the SGSN.

MNRG
Indicates that the MS is not reachable through an SGSN, and that the MS is marked as not reachable for GPRS at the SGSN and possibly at the GGSN.

GGSN‑list
The GSN number and optional IP address pair related to the GGSN that shall be contacted when activity from the MS is detected and MNRG is set. The GSN number shall be either the number of the GGSN or the protocol-converting GSN as described in the subclauses "MAP-based GGSN ‑ HLR Signalling" and "GTP and MAP-based GGSN ‑ HLR Signalling".

Each IMSI contains zero or more of the following PDP context subscription records:

PDP Context Identifier
Index of the PDP context.

PDP Type
PDP type, e.g., X.25 or IP.

PDP Address
PDP address, e.g., an X.121 address. This field shall be empty if dynamic addressing is allowed.

QoS Profile Subscribed
The quality of service profile subscribed. QoS Profile Subscribed is the default level if a particular QoS profile is not requested.

HPLMN Address Allowed
Specifies whether a roaming MS is allowed to use the APN in the HPLMN domain.

VPLMN Address Allowed
Specifies whether a roaming MS is allowed to use the APN in the VPLMN domain.

Access Point Name
A label according to DNS naming conventions describing the access point to the external packet data network.

13.2
SGSN

SGSN maintains MM context and PDP context information for MSs in STANDBY and READY states. Table 2 shows the context fields for one MS.

Table 2: SGSN MM and PDP Contexts

Field
Description

IMSI
IMSI is the main reference key.

MM State
Mobility management state, IDLE, STANDBY, or READY.

P‑TMSI
Packet Temporary Mobile Subscriber Identity.

IMEI
International Mobile Equipment Identity

P‑TMSI Signature
A signature used for identification checking purposes.

Routeing Area
Current routeing area.

Cell Identity
Current cell in READY state, last known cell in STANDBY or IDLE state.

Cell Identity Age
Time elapsed since the last LLC PDU was received from the MS at the SGSN.

VLR Number
The VLR number of the MSC/VLR currently serving this MS.

New SGSN Address
The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.

Authentication Triplets
Authentication and ciphering parameters.

Kc
Currently used ciphering key.

CKSN
Ciphering key sequence number of Kc.

Ciphering algorithm
Selected ciphering algorithm.

Radio Access Classmark
MS radio access capabilities.

SGSN Classmark
MS network capabilities.

DRX Parameters
Discontinuous reception parameters.

MNRG
Indicates whether activity from the MS shall be reported to the HLR.

NGAF
Indicates whether activity from the MS shall be reported to the MSC/VLR.

PPF
Indicates whether paging for GPRS and non-GPRS services can be initiated.

MSISDN
The basic MSISDN of the MS.

SMS Parameters
SMS-related parameters, e.g., operator-determined barring.

Recovery
Indicates if HLR or VLR is performing database recovery.

Radio Priority SMS
The RLC/MAC radio priority level for uplink SMS transmission.

Each MM context contains zero or more of the following PDP contexts:

PDP Context Identifier
Index of the PDP context.

PDP Type
PDP type, e.g., X.25 or IP.

PDP Address
PDP address, e.g., an X.121 address.

NSAPI
Network layer Service Access Point Identifier.

TI
Transaction Identifier.

PDP State
Packet data protocol state, INACTIVE or ACTIVE.

Access Point Name
The APN requested by the MS.

GGSN Address in Use
The IP address of the GGSN currently used by the activated PDP context.

HPLMN Address Allowed
Specifies whether a roaming MS is allowed to use the APN in the HPLMN domain.

VPLMN Address Allowed
Specifies whether a roaming MS is allowed to use the APN in the VPLMN domain.

QoS Profile Subscribed
The quality of service profile subscribed.

QoS Profile Requested
The quality of service profile requested.

QoS Profile Negotiated
The quality of service profile negotiated.

Radio Priority
The RLC/MAC radio priority level for uplink user data transmission.

SND
GTP sequence number of the next downlink N‑PDU to be sent to the MS.

SNU
GTP sequence number of the next uplink N‑PDU to be sent to the GGSN.

Charging Id
Charging identifier, identifies charging records generated by SGSN and GGSN.

Reordering Required
Specifies whether the SGSN shall reorder N‑PDUs before delivering the N‑PDUs to the MS.

In case of anonymous access the SGSN maintains the MM context and PDP context information for MSs in READY state. Table 3 shows the context fields for one MS.

Table 3: SGSN MM and PDP Contexts for Anonymous Access

Field
Description

A‑TLLI
Auxiliary Temporary Logical Link Identity.

AA‑TID
Anonymous Access Tunnel Identifier.

Routeing Area
Current routeing area.

Cell Identity
Current cell.

PDP Type
PDP type, e.g., X.25 or IP.

PDP Address
PDP address, e.g., an X.121 address.

NSAPI
Network layer Service Access Point Identifier.

TI
Transaction Identifier.

QoS Profile Negotiated
The quality of service profile negotiated.

QoS Profile Requested
The quality of service profile requested.

GGSN Address in Use
The IP address of the GGSN currently used.

Radio Priority
The RLC/MAC radio priority level for uplink user data transmission.

SND
GTP sequence number of the next downlink N‑PDU to be sent to the MS.

SNU
GTP sequence number of the next uplink N‑PDU to be sent to the GGSN.

Charging Id
Charging identifier, identifies charging records generated by SGSN and GGSN.

Reordering Required
Specifies whether the SGSN shall reorder N‑PDUs before delivering the N‑PDUs to the MS.

Annex A (normative):
GGSN Selection Decision Tree

A.1
Definitions

The SGSN knows from the subscription data the parameters (S for Subscribed): PDP type (S), PDP address (S), APN (S), and VPLMN address allowed.

The SGSN may know from configuration the default APN supporting a given PDP type. This APN is called APN (SGSN) and does not include an APN Operator Identifier.

The SGSN knows the parameters requested by the MS (R for Requested): PDP type (R), PDP address (R), and APN (R). APN (R) is the APN Network Identifier requested by the user.

In case of "an APN chosen by the SGSN" the activated PDP context is always linked with a dynamic PDP address.

An MS may have multiple subscription records for the same PDP type and the same PDP address, but with different APNs.

An MS may have one or two subscription records with the same PDP type and the same APN: one with a static PDP address, one with a dynamic PDP address.

When the MS is in its HPMLN, if the MS requests an APN that does not correspond to any GGSN of its HPLMN, the request shall be rejected by SGSN. When the MS is in a VPMLN, if the MS requests an APN that does not correspond to any GGSN of its HPLMN nor of this VPLMN, the request shall be rejected by SGSN.

If APN (S) = wild card (see GSM 03.03), it means either:

-
that a default APN (a default PDN) has to be chosen by the SGSN (APN (SGSN)) if no APN (R) has been provided; or

-
that a PDP context with dynamic PDP address may be activated towards any APN requested by the MS.

A.2
APN (R)

In order to derive APN (R) from the APN sent by the MS, the SGSN shall check if the APN sent by the user ends with ".gprs". If not, then APN (R) is equal to APN sent by the MS. If yes, then APN (R) is the APN sent by the MS without the three last labels.

A.3
APN Selection Rules

The SGSN shall select the APN to be used to derive the GGSN address, and set the selection mode parameter according to the following rules.

If no PDP type, no PDP address and no APN is sent by the MS, SGSN checks if there is a single PDP context subscription record subscribed for this subscriber


If yes, SGSN checks if a PDP address is present in the single PDP context subscription record


If yes, SGSN considers that MS requested a static PDP address, SGSN selects APN (S) from this PDP context subscription record and sets selection mode parameter to "subscribed", go to case 3


If no, SGSN considers that MS requested a dynamic PDP address, and checks if APN (S) is a wild card


If no, SGSN selects APN (S) and sets selection mode parameter to "subscribed", go to case 3


If yes, SGSN selects subscribed PDP type and sets selection mode parameter to "chosen by SGSN", go to case 2


If no, SGSN rejects Activate PDP Context Request

If no PDP type, but either a PDP address, or an APN, or both is sent by MS, SGSN rejects Activate PDP Context Request

If PDP type (R) is sent by user, SGSN looks for PDP context subscription records where PDP type (S) = PDP type (R)


If none exists, SGSN rejects Activate PDP Context Request


If at least one exists, SGSN checks if PDP address is sent by the MS


If a PDP address is sent, SGSN selects the PDP context subscription records where PDP address (S) = PDP address (R)


If none exists, SGSN rejects Activate PDP Context Request


If only one record where PDP address (S) = PDP address (R) exists, SGSN checks if APN (R) is empty


If an APN (R) is not empty, check if APN (S) = APN (R)


If yes, SGSN selects APN (R) and sets selection mode parameter to "subscribed", go to case 1


If no, SGSN rejects Activate PDP Context Request


If APN (R) is empty, SGSN selects APN (S) and sets selection mode parameter to "subscribed", go to case 3


If more than one subscription record where PDP address (S) = PDP address (R) exists


If an APN (R) is not empty, SGSN selects the subscription record where APN (S) = APN (R)


If none exists, SGSN rejects Activate PDP Context Request


If one exists, SGSN selects APN (R) and sets selection mode parameter to "subscribed", go to case 1


If APN (R) is empty, SGSN rejects Activate PDP Context Request


If no PDP address is sent, SGSN checks APN (R)


If APN (R) not empty, SGSN checks if PDP context subscription record where APN (S) = APN (R) exists


If none exists, SGSN checks if HLR has one PDP context subscription record with APN (S) = wild card


If yes, SGSN selects this PDP context subscription record, selects APN (R), and sets selection mode parameter to "sent by MS", go to case 1


If no, SGSN rejects Activate PDP Context Request


If only one subscription record where APN (S) = APN (R) exists, SGSN selects this PDP context subscription record, selects APN (S), and sets selection mode parameter to "subscribed", and checks if a PDP address is present in this PDP context subscription record


If a PDP address is present, SGSN considers that MS requested a static PDP address, go to case 1


If no PDP address is present, SGSN considers that MS requested a dynamic PDP address, go to case 1


If more than one subscription record where APN (S) = APN (R) exists, SGSN selects the PDP context subscription that allows the dynamic address


If one exists, SGSN selects APN (S) and sets selection mode parameter to "subscribed", go to case 1


If none exists, SGSN rejects the Activate PDP Context Request


If APN (R) empty, check if HLR has one PDP context subscription record with APN (S) = wild card


If yes, SGSN sets selection mode parameter to "chosen by SGSN", go to case 2


If no, SGSN checks if there is a single PDP context subscription record subscribed for this PDP type


If yes, SGSN selects APN (S) from this PDP context subscription record and sets selection mode parameter to "subscribed", go to case 3


If no, SGSN rejects Activate PDP Context Request

Case 1: (an APN was sent by the MS)

SGSN checks if user is currently located in HPLMN


If yes, SGSN checks if the APN sent by MS included an APN Operator Identifier


If yes, SGSN checks if APN Operator Identifier is in HPLMN


If yes, go to case a


If no, 



SGSN rejects Activate PDP Context Request


If no, 

go to case a


If no, SGSN checks if the APN sent by MS included an APN Operator Identifier


If yes, SGSN checks if APN Operator Identifier is in HPLMN


If yes, SGSN checks if HPLMN address allowed for this selected PDP context subscription record

If yes, go to case a


If no, SGSN rejects Activate PDP Context Request


If no, SGSN checks if APN Operator Identifier is in VPLMN


If yes, SGSN checks if VPLMN address allowed for this selected PDP context subscription record


If yes, go to case b


If no, SGSN rejects Activate PDP Context Request


If no, SGSN rejects Activate PDP Context Request


If no, SGSN checks if VPLMN address allowed for this selected PDP context subscription record


If yes, go to case c


If no, SGSN checks if HPLMN address allowed for this selected PDP context subscription record

If yes, go to case a


If no, SGSN rejects Activate PDP Context Request

Case 2: (a default APN is to be chosen by SGSN)

SGSN checks if user is currently located in HPLMN


If yes, SGSN checks if it knows an APN (SGSN) supporting this PDP type


If yes, SGSN selects APN (SGSN) and go to case a


If no, SGSN rejects Activate PDP Context Request


If no, check if VPLMN address allowed for the wild card subscription record


If yes, SGSN checks if it knows an APN (SGSN) supporting this PDP type


If yes, SGSN selects APN (SGSN) and go to case b


If no, SGSN rejects Activate PDP Context Request


If no, SGSN rejects Activate PDP Context Request

Case 3: (the APN from the single PDP context was selected)

SGSN checks if user is currently located in HPLMN


If yes, go to case a

If no, SGSN checks if VPLMN address allowed for this unique subscription records


If yes, go to case c


If no, SGSN checks if HPLMN address allowed for this unique subscription record


If yes, go to case a

If no, SGSN rejects Activate PDP Context Request
Case a: (access is requested in HPLMN)

SGSN interrogates DNS server with selected APN with appended HPLMN APN Operator Identifier to interrogate DNS server


If interrogation fails, reject Activate PDP Context Request


If interrogation successful, SGSN sends Create PDP Context Request to GGSN

Case b: (MS is roaming and access is requested in VPLMN only)

SGSN interrogates DNS server with selected APN with appended VPLMN APN Operator Identifier to interrogate DNS server


If interrogation fails, reject Activate PDP Context Request


If interrogation successful, SGSN sends Create PDP Context Request to GGSN

Case c: (MS is roaming and access is requested in VPLMN first)

SGSN interrogates DNS server with selected APN with appended VPLMN APN Operator Identifier to interrogate DNS server


If interrogation fails, SGSN checks if HPLMN address allowed

If yes, go to case a

If no, SGSN rejects Activate PDP Context Request

If interrogation successful, SGSN sends Create PDP Context Request to GGSN.

